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R&C: To what extent are crimes related 
to money laundering and terrorism 
financing growing in frequency and 
complexity? How would you summarise 
recent trends in this area?

Taccogna: The greatest threat continues to come 

from international organised criminal networks, 

which are well funded, highly organised and 

motivated. The underlying criminal activity is the 

same – trafficking of drugs, weapons, humans and 

high-value commodities, including environmental 

crimes, tax evasion, fraud, corruption and terrorism. 

But the mechanisms for laundering the proceeds of 

this criminal activity change over time. In terms of 

trends, we would identify two. First, we are seeing 

an increasing use of technology and alternative 

banking platforms to move and obfuscate the origins 

of illicit funds. Second, fraud is one of the central 

activities of international organised crime. Regulators, 

including the Financial Conduct Authority (FCA), 

are increasingly concerned about the operational 

resilience of financial institutions’ payment systems, 

because of the well-publicised fraud losses that have 

come to light recently and because of the threat this 

activity represents to the financial system.

R&C: Could you outline some of the 
key legal and regulatory developments 
covering anti-money laundering (AML) and 
counter-terrorism financing (CTF) in recent 

times? Do companies need to accept 
that they now operate under heightened 
scrutiny, and react accordingly?

Rake: In recent years, the global legal and 

regulatory anti-money laundering (AML) and counter-

terrorist financing (CTF) frameworks have developed 

rapidly. In Europe, for example, after the 3rd Anti-

Money Laundering Directive, published at the end 

of 2005, centrals regulators issued three directives 

within the space of two and a half years. This reflects 

an increased understanding on the authorities’ part 

of money laundering and terrorism financing and a 

recognition that newer technologies and alternative 

business models – from cryptocurrencies to the 

many forms of payment institutions and payment 

service providers – are vulnerable to exploitation 

and need to be better regulated. This has created 

an increased compliance burden on firms which are 

now subject to greater scrutiny by their regulators. 

Firms are now expected to demonstrate that they 

truly understand the AML and CTF risks associated 

with their prospective and actual clients, including 

their ultimate owners. It becomes increasingly 

difficult for firms to achieve compliance by ‘ticking 

a box’. Firms are required to have a framework of 

AML and CTF controls in place that permeate their 

entire structures and processes, and all levels of 

seniority and accountability within the firm. Lastly, 

with the introduction of the Senior Manager and 

Certification Regime (SM&CR) in the UK, the burden 
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of accountability has shifted toward individuals. This 

means that decisions of individuals, and not just the 

firm, will be the object of scrutiny by regulators.

R&C: What steps should 
companies take to ensure 
adequate processes, and other 
programmes and policies, are 
in place to meet AML and CTF 
requirements?

Taccogna: Having a robust framework of 

controls is key for firms when it comes to 

preventing and detecting money laundering 

and terrorist financing. No one control 

alone can ensure absolute protection, but a 

combination of measures, from meticulous 

due diligence through to robust governance, can 

minimise the risk of red flags being overlooked. 

Firms should strive to devote equal effort both to 

prevention, which is achieved through meaningful 

initial due diligence, and detection by way of ongoing 

monitoring, ideally aided by technology, for example 

by adopting technology capable of understanding the 

behavioural patterns of the entire client base. Finally, 

it is important that AML and CTF considerations 

are demonstrably at the heart of regulated firms’ 

decision making. This is only achievable through 

the implementation of meaningful management 

information and robust governance structures. This 

often requires the integration of data from a variety 

of often disconnected sources, including commercial 

databases, cyber intelligence, fraud monitoring 

systems, transaction monitoring systems, and name 

and payment screening systems. Weaknesses of 

this sort were at the heart of some the recent high-

profile AML scandals. Without this type of integration 

and ‘cross-reading’, firms run the risk of wasting 

human and financial resources and missing obvious 

indicators that they are being exploited as vehicles 

for financial crime.

R&C: Are smaller institutions, FinTechs 
and payment service providers exposed 
to a greater risk of financial crime?

Rake: Encouraged by the recent ‘open banking’ 

regulatory reforms, recent years have seen the rise 

of several non-bank payment institutions, e-money 

Piers Rake,
FTI Consulting

“The technology and data that these firms 
typically have available can be their secret 
weapon in preventing and detecting 
financial crime, if utilised intelligently 
and paired with the right expertise.”
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issuers and payment service providers. These firms 

often started as technology endeavours and evolved 

into payment institutions, to take advantage of the 

business opportunity. This means that compliance 

might be an adaptation, if not an afterthought. With 

leaner structures and fewer compliance resources, 

these types of firms can struggle to control risks in 

a comprehensive way. Criminals are aware of these 

vulnerabilities and are already taking advantage of 

them. The emerging payments industry has become 

a prime target for money laundering and terrorist 

financing. These organisations can offer virtually 

any banking service that a criminal organisation 

might need, including payments, digital accounts 

and wallets in multiple currencies, including 

cryptocurrencies, credit transfers, direct debits, credit 

card, e-money and money transfer services. They 

are now being targeted and exploited by criminal 

networks, ostensibly as a ‘shadow banking 

system’ that sits outside of traditional 

banking. On a brighter note, however, the 

technology and data that these firms 

typically have available can be their 

secret weapon in preventing and 

detecting financial crime, if utilised 

intelligently and paired with the right 

expertise.

R&C: What benefits might companies 
derive from a combination of in-house 
and outsourced resources to manage AML 
and CTF compliance?

Taccogna: There is a tension between the need 

to focus on building and running your business, 

while also making sure you keep an eye on emerging 

threats and stay on top 

of regulatory 

demands. 
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There is no ‘one size fits all’ approach, however, 

and it very much depends on the issues that arise 

and the challenges that each company faces. When 

urgent or high-risk issues arise, companies need 

to ensure continuity of business operations. This is 

where outsourced resources and consultants can be 

helpful, either to augment in-house teams, 

for example where remediation work is 

required, or to provide expertise, that may 

not exist in-house, in order to manage 

changes in regulatory requirements, or 

to prepare for and respond to regulatory 

scrutiny.

R&C: What overall advice would 
you give to companies looking to 
marry technology with protocols 
to enhance their AML and CTF 
compliance, allowing them to 
detect unusual behaviour and 
identify red flags?

Rake: Though criminals use technology in money 

laundering, technology is also used to counter 

the money laundering threat and drive efficiency 

through business processes. For example, machine 

learning (ML) and artificial intelligence (AI) can be 

used to augment traditional investigative techniques. 

When it comes to interrogating huge amounts of 

transactional data, for example, it can feel like trying 

to find a needle in a haystack. But with advanced 

ML and AI, patterns, anomalies or networks that 

would otherwise be impossible to find can be quickly 

identified. Advanced monitoring solutions may be 

too expensive for many businesses, but over time 

these techniques will trickle through and become 

mainstream. The key is to assess the costs and 

benefits of implementing technology in this area, 

and to look for a solution that improves your control 

environment and enhances the efficiency of how you 

monitor and detect financial crime risks.

R&C: Going forward, do you expect 
the risks posed by money laundering 
and terrorism financing to increase over 
time? How important is it for companies 
to ensure they are prepared to deal with 
existing and emerging threats?

MANAGING ANTI-MONEY LAUNDERING AND COUNTER...

Federica Taccogna,
FTI Consulting

“Not only will the risk of money 
laundering and terrorism financing increase 
in the foreseeable future, but so will 
the scrutiny that local and international 
regulators apply to the problem. ”
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Taccogna: Not only will the risk of money 

laundering and terrorism financing increase in the 

foreseeable future, but so will the scrutiny that local 

and international regulators apply to the problem. 

As recent high-profile scandals in this space have 

demonstrated, the commercial and reputational 

damage suffered by firms for AML and CTF failings 

can be severe and deeply damaging. The application 

of advanced technology and specialised expertise, 

the deployment of end-to-end control frameworks 

and the development of robust governance 

structures are among the measures that firms can 

take to demonstrate their commitment to flighting 

financial crime.  RC&


