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The new Financial Conduct Authority (FCA) reporting requirements have now  
been through consultation and are due to come into effect as of December 31, 
2016. It will be the first time the FCA will have access to comparable data about 
how approximately 1,400 firms are managing their financial crime risks.

In its July 2016 policy statement the FCA published a new requirement for firms to complete  
an annual financial crime report (REP-CRIM). The firms affected are those subject to the Money 
Laundering Regulations 2007, excluding some firm types, e.g., general insurers, general insurer 
intermediaries and credit unions (based on a proportionality rule). 

The FCA’s intention is to receive statistics from firms systematically to help it to identify 
emerging financial crime risks and target its supervisory work accordingly. The FCA 
believes that focusing on firms which face higher inherent financial crime risks will 
enhance its risk-based supervisory approach.

The REP-CRIM return includes 35 questions, including:

• customers’ location;

• locations of business offices in high-risk jurisdictions;

• the number of internal and external suspicious activity reports (SARs) submitted;

• sanctions and asset freezes, including information on the type of screening method 
used (automatic or manual);

• the number of full-time equivalents with financial crime responsibilities;

• general views on prevalent types of fraud (voluntary).
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Financial crime data gathering  
and reporting 
It is one thing to have good financial crime systems and controls 
in place, yet quite another to be able easily to access data 
evidencing that those arrangements are appropriate and offset 
the firm’s risks from the inherent to the desired residual level. 
The FCA has assumed that the majority of the requested data will 
be readily available and therefore the new requirements will not 
cause a significant additional burden on firms.

Although this may be the case with some larger financial 
services institutions, or with regard to certain types of data 
(e.g., the number of SARs filed should already be included 
in the money laundering reporting officer (MLRO)’s annual 
report), many firms will find sourcing all the appropriate 
data difficult, time-consuming and costly. 

If the required data is currently gathered via manual or 
automated processes, or a combination of both, senior 
management will need to consider whether those arrangements 
remain appropriate, whether the management information can 
be provided as required by the FCA and to ensure action is taken 
as soon as the data identifies risk or risks crystallise. 

Once the MLRO has determined how to obtain the data required, 
the focus should move to how to report the findings alongside 
the existing internal MLRO reporting cycles. MLROs should 
coordinate the capture and timing of the information for the  
new requirements with their ongoing MLRO reporting cycle, 
rather than establish a separate reporting cycle. They would do 
well to use this as an opportunity to review the totality of financial 
crime management information available and evaluate how to 
streamline processes, despite this being a call for additional 
information.

Once these new returns have been submitted to the FCA they 
will be used to identify gaps, inconsistencies and unmitigated 
risks in firms’ financial crime risk assessments. Firms need to 
be prepared for questions about the suitability and effectiveness 
of arrangements as compared with other firms of a similar type. 
The cross-industry data will give the FCA an enhanced ability 
to compare arrangements across institutions; information that 
many hope the regulator will share with all participants. 

Armed with this information the FCA may seek to draw 
preliminary conclusions on the rationale for differences across 
firms. Firms should expect to be questioned about their financial 
crime arrangements when “benchmarked” against others, and 
both the FCA and firms could benefit from this more detailed 
knowledge.
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De-risking exercise 
De-risking is a hot topic for financial institutions, the FCA and 
clients. The REP-CRIM return requires firms to indicate the 
number of customer relationships refused or exited for financial 
crime reasons. There is substantial evidence firms are exiting 
difficult (high-risk) relationships, declining services to particular 
groups of customers or customers from particular jurisdictions. 
This is due to the perceived risk of those relationships as well as 
the cost of onboarding and maintaining high-risk accounts.

Balancing between risk and reward and revenue and cost is 
becoming increasingly difficult, partly because firms struggle to 
ascertain what the actual costs are (the authors have seen one 
firm only that knows the numbers). The FCA has shared publicly 
its view that financial crime regulatory requirements should not 
be used as an excuse to close accounts, partly because of the 
risk of financial exclusion of organisations and individuals in or 
from specific jurisdictions or industry segments. Firms need to 
make decisions carefully taking many factors, including their 
responsibilities to provide services to society, into account.

Financial crime team resourcing 
The FCA questionnaire requests information about financial 
crime team resourcing, and clarifies that it refers to the “UK staff 
with financial crime roles, rather than responsibilities”. The FCA 
may use this information for benchmarking purposes, leading to 
challenges about the strength of a firm’s staffing arrangements, 
particularly where the FCA believes them to be inadequate. 

The number of full-time equivalents is not necessarily an 
indicator of the appropriateness of a firm’s financial crime 
systems and controls. For example, it is possible to have a small 
number of second line of defence financial crime staff if the firm 
is using sophisticated technology solutions and/or if the first 
line is fulfilling its obligations. On the other hand, having a large 
number of staff involved in the first and/or second line also does 
not always ensure that a firm’s regulatory obligations are  
being met. 

Tackling financial crime is a complex and costly business. 
Nevertheless, in the light of the FCA’s question on resourcing 
levels, it is important to recognise that the most effective 
financial crime programmes tend to spread those efforts, 
and related resources, across the three lines of defence, 
with increasing responsibility being taken on by the first-
line revenue producers. It is that group which needs to 
understand the risk/reward and cost/benefit trade-off.

Benchmarking opportunities 
The requirement to submit a REP-CRIM return to the FCA 
has now been introduced. Initially this will be on a “best 
endeavours” basis, due to the short timelines between the policy 
statement and the start of the period for the first report. Firms 
should take this opportunity to review their financial crime 
management information arrangements and consider how 
their responses might be interpreted by the FCA. Boards and 
executive management will also need to be made aware of the 
requirements so that plans can be put in place to provide the 
required information. 

Some may consider the the new information demand 
troubling but there is good news. The first is firms will be 
given insight into the FCA’s view on financial crime-related 
issues and areas of concern. The second is when the 
information collected is published (which, as stated by the 
FCA, is likely to happen after the second reporting cycle), it 
could be helpful to benchmark one firm’s financial crime risk 
management programme against peer firms’ programmes.
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