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The overhaul of the EU’s data protection rules, a crucial foundation for a successful Digital Single 

Market, is finally regaining momentum on its way to final adoption. The General Data Protection 

Regulation will have wide-ranging implications for citizens and businesses alike. The challenge is to 

give the citizens control over their data without impeding a growing data-run economy to take off in 

the European Union. The coming months will be crucial for all businesses dealing directly or indirectly 

with the processing of personal data and on the free 

movement of such data in the European Union. 

Three long years for the momentum to pick up again 

This process has been long drawn, taking over 3 years for the so called “trialogues” or 

political negotiations to start. The European Commission first put forward a new 

proposal for an overhaul of the EU data protection reform in 2012, with the European 

Parliament finalising its position in March 2014. It took over three years for the Council 

of the European Union, representing Member States’ governments, to finalise its 

approach, which it finally did on 15 June 2015. 

The first trialogue took place on 24 June setting out the scene and timing for the 

upcoming negotiations. The timeline is ambitious, with all three institutions aiming for 

a political agreement and final draft regulation by end of 2015.  
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However considering the divisions and the fact that the Council’s 

position came with 300 reservations attached by Member States, 

this could very well push the timing over the early 2016. The second 

trialogue took place yesterday, 14 July, where the first discussion 

focused on cross-border data transfers and the territorial scope of 

the regulation. 

The ambitious reform of the EU data protection laws 

will have an impact on all businesses across a wide 

range of industries 

Such an ambitious reform of the EU data protection laws will have an 

impact on all businesses across a wide range of industries. The 

change from a directive to a regulation will at least improve legal 

certainty for businesses affected by these new rules. 

Companies will be affected worldwide as the geographical scope of 

the regulation extends beyond the Europe Union, even if companies 

are not established in the EU. As long as they provide goods, services 

or deal with online data of EU citizens, they will have to comply with 

the new rules. The approach taken in the European Union is very 

different than the one taken in the US, focusing on the consumer 

and introducing privacy concepts which do not exist in the US.  

(re)Introducing the European political players 

Věra Jourová, the EU Commissioner for Justice, Consumers and 

Gender Equality, is overseeing the negotiations from the 

Commission’s view, ensuring that a political agreement can be 

reached. The pressure is high on the Commission to ensure delivery; 

as such an agreement was given as the foundation for further reform 

in other areas of the Digital Single Market Strategy announced by the 

Commission on 6 May, giving Jourová no room for failure. 

The EU Parliament is under a different type pf pressure, in particular 

for its lead negotiator, German MEP Jan Philipp Albrecht, who also 

led the Parliament’s current position, which was voted with near 

unanimity in 2014 before the latest EU elections. This means many 

MEPs now closely involved were not yet in office and therefore did 

not vote for the Parliament’s text, and might try and push for a 

different agenda when the crucial provisions are considered.  

On the Council’s side, the incoming Luxembourg Presidency is 

keeping up the momentum, having established this as a priority for 

its Presidency over the next 6 months. It will have to keep Member 

States in line, while opening the door for compromises, a real 

challenge which many would like to see them achieve.   

Far reaching consequences for businesses 

worldwide

There is no doubt that businesses in general will have to adapt their 

day-to-day when it comes to the protection of personal data. In the 

UK alone this means an increase of net costs of 112 to 448 million 

euros each year. While the horizontal nature of the regulation 

represents a challenge for nearly all companies, with industries will 

facing particular problems that are specific to their sector. 

Crucial impact on the ICT sector 

From consent to profiling, the tech sector will be deeply affected by 

the changes to the EU data protection rules. For instance, on cloud 

computing, while cross-border data transfers will be made easier 

than before, they are still not made easy enough to allow real growth 

and innovation in cloud computing technology. The European 

Parliament’s sunset clauses for the adequacy decision and model 

clauses also loom over cloud computing, creating uncertainty for 

businesses. Council also has to maintain its position on consent for 

this to have a positive impact on the cloud industry, whereas the 

push for explicit consent by the Commission and Parliament could 

create unsustainable burdens.  

In a similar way, Big Data technologies will be limited by the provision 

on purpose limitation as it currently stands – even in the Council’s 

general approach.  A clearer and broader definition of legitimate 

interest would give a legal basis and certainty for Big Data and cloud 

computing to take off in the European Union. The notion of joint 

liability as introduced by the Commission is not supported by the 

Council. However, the controller’s more extensive obligations remain 

in the text, adding an additional level of red tape.  

The new rights introduced by the regulation would provide difficulty 

for digital platforms. The right to data portability for instance is a 

clear threat for any platform that uses lock-in tools to get a return on 

investment on innovative services and the collection of data. Without 

lock-in, it could be difficult for platforms to regain the costs forgone 

in pursuing new and innovative products.  

Another impact is on search engines which will face difficulties in 

implementing the right to be forgotten. All EU institutions agreed that 

such a right is a key principle of EU data protection rules but not an 

absolute right. The Council however stated in its position that where 

a data controller cannot identify a data subject, the right to be 

forgotten (amongst others) should not be applicable. If this was to 

become law, it would also have a significant impact on how 

industries consider pseudonymisation and anonymisation 

technologies.  

The debate on the right to be forgotten (in essence, a right to 

erasure) came to the fore in May 2014, when the European Court of 

Justice1 ruled that search engines are controllers of personal data 

and therefore that EU data protection laws, including the right to be 

forgotten applies to them. 

Far reaching impact for all other industries 

All industries deal with data one way or another and in particular 

personal data, and the EU’s reform will affect a wide range of 

industries. 

The finance sector is equally concerned about the right to be 

forgotten.  For instance, the insurance companies fear that the 

records of their customers will be at risk, if individuals are able to 

have their data erased. Insurance providers need to be assured that 

they can retain data in order to comply with regulatory and 

1 Case C-131/12 Google Spain SL, Google Inc. v Agencia Española de 

Protección de Datos, Mario Costeja González, 13 May 2104. 
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contractual obligations, as well as for fraud prevention and detection 

purposes.  

Effective profiling is central to insurance providers to assess the risks 

which they have been asked to cover. If an insurance provider is 

unable to assess the risks, it is unable to cover its consumers 

competitively. While the Council reduced the requirements attached 

to profiling, the obligation on the part of the companies to notify the 

individual and give him/her the opportunity to contest can pose 

serious challenges. This means that consumers will also lose out on 

tailored and competitive offers.  

As the energy industry is developing its smart metering products, it 

will increasingly come under the scope of the general data protection 

regulation – due to the broad definition of personal data. Having too 

strict an approach towards further processing or purpose limitation 

could impede a strong take-up of the new technology in the 

European Union.  

The health-care sector is deeply affected by the health-care related 

exception to the processing prohibition of sensitive personal data. 

Having genetic data treated explicitly as sensitive data will possibly 

require changes for businesses handling them. Having Member 

States spell out the exact provisions of the processing for scientific 

reasons may lead to fragmentation across the EU impeding 

innovation and research. Member States must ensure to find the 

right balance between allowing for legal certainty and innovation as 

well as protecting personal data of patients.  

The key elements of the reform 

One of the most important changes for businesses and individuals 

alike is the change in the very structure of the EU data protection 

rules with the new notion of the one-stop-shop. This aims to simplify 

the procedures for companies which deal with data protection 

authorities in case of an infringement involving two different Member 

States.  The conflict however is which authority has jurisdiction, the 

one where the company has its establishment or the one where the 

individual lives, leading to lively debate around the definition of main 

establishment. 

The proposed regulation’s other key elements concern mostly the 

processing of data, such as the definition of consent, but also issues 

relating to the rights of individuals over their data, such as the right 

to be forgotten.  

The definition of consent is the key legal ground for processing data 

and is one of the most controversial elements in the proposal. The 

Council changed the language to provide for “unambiguous” 

consent, instead of “explicit” consent as put forward by the 

Commission and approved by Parliament. This is set to be one of the 

most sensitive issues during the political negotiations and one bound 

to attract attention of all concerned.  

The notion of joint liability introduced by the Commission is a 

provision enabling people to sue both controller and processor of 

their data for non-compliance. This was watered down by the Council, 

with the controller liable for any damages, unless the processor did 

not comply with his/her obligations.  

Purpose limitation is possible under the new regulation as long as 

the controller’s interests are legitimate and override the individual’s 

interests.  However, Member States are free to define legitimate 

interests within the framework of existing case law by the European 

Court of Justice.  

One of the notions which proved highly controversial during the 

European Parliament’s review was the requirement for profiling, or 

automated individual decision-making. This has been significantly 

shortened by the Council, but it remains necessary to notify the 

individual and allow him to contest it.  

The definition of consent is one of the most 

controversial elements in the EU data protection 

proposal. 

Data transfers to outside of the European Union can only be done in 

specific cases in the proposed text. The Commission can attest a 

third country in an adequacy decision that it guarantees the same 

level of data protection. Otherwise, mechanisms such as model 

clauses and certifications as well as binding corporate rules for of 

intra-group transfers exist and have been simplified. The Parliament 

has introduced sunset clauses to adequacy decisions and the model 

clauses. After the second trialogue of 14 July, the three institutions 

seem to have agreed in principle that the Commission will consult 

the European Parliament before adopting or reviewing an adequacy 

decision and take its opinion into account.  

With the European Court of Justice’s ruling on the right to be 

forgotten and the Snowden’s leaks in 2014, the right to data 

protection has remained in the headlines in Europe ever since the 

Commission tabled its proposal. An important new element in this 

debate is the right for Data portability introduced by the Commission, 

kept by Council and which the Parliament merged with the right to 

access. This right entitles individuals to take their data and move it 

to another electronic processing system, however this could have an 

impact for businesses, for example for the retail sector, who invest 

over time to gather data on their consumers to better serve them.  

Sanctions and data breaches 

Enforcement of the data protection rules will be hotly discussed in 

the coming months as the call for effective rules with a deterrent 

effect will need to be balanced with the negative impact on industry 

and innovation. For example, the levels of sanctions imposed on 

organisations which do not comply with the data protection 

requirements will vary from 0.5% to 2% (maximum amounts) of a 

company’s worldwide annual turnover depending on the 

infringement. The maximum amount of 5% proposed by European 

Parliament was not retained by the Council. 

In case of personal data breaches, data controllers are obliged to 

notify the authorities, and in some instances individuals concerned, 

within 72 hours. The Council positively confirms that compliance 

could be demonstrated through the adherence to Codes of conducts 

or certification mechanisms. 
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CRITICAL THINKING AT THE CRITICAL TIME™

What’s next? 

With the political recess about the start, the trialogues will start 

again in September. 

Given the important challenges the general data protection 

regulation brings for many businesses, the stakes are high for them 

to continue to speak out what impact the proposal would have on 

their business models.  

While both institutions have marked their battling ground, the lines 

are less clear than one might think. This ambiguity gives businesses 

the opportunity to make their case, and call for a balanced EU data 

protection framework, one that protects consumers, but also enables 

businesses to participate in the growing data economy.  

With a review of the e-privacy directive coming up in 2016 and the 

ongoing discussions around cybersecurity and privacy, it is certain 

that data protection will remain a hot topic in the European Union for 

some time to come.  
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