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Understanding the Deep and 
Dark Web 
The ‘Deep Web’ and ‘Dark Web’ are frequently referenced by 

the mainstream media but, more often than not, are incorrectly 

defined and misunderstood. We provide brief explanations of 

both terms below:

Deep Web – Broadly, this term refers to the area of the 

Internet that is not indexed by the main search engines (e.g. 

Google) and is therefore inaccessible to the large majority of 

Internet users who exclusively use these websites to conduct 

searches. Estimated to be hundreds of times the size of the 

everyday ‘surface web’, certain sections of the Deep Web are 

useful for obtaining practical information unobtainable through 

everyday Internet searches; these include searching registries, 

cached websites and databases that allow access to restricted 

information.

Dark Web – This term refers to a small sub-section of the Deep 

Web, which has developed a notorious reputation for being a 

place where data dumping, live hacking and terrorist activity is 

being conducted. It boasts the most complete anonymity for 

web users based in restricted access environments, such as 

countries with stringent censorship policies. Only accessible 

through specialized browsers, the Dark Web is a region of the 

Internet that is becoming increasingly difficult to police and 

monitor. It is a constantly changing environment as its users 

try to subvert attempts by law enforcement agencies to shut 

down, track or imprison many of its criminal operators. 

Why the Deep and Dark Web are 
Important 
Both the Deep and Dark Web are significant as they enable 

companies to discover malicious and potentially damaging 

behaviour by individuals or businesses that may not be 

immediately available through more common search engines. 

The information collected from these sources is invaluable in 

creating full-spectrum risk assessments for our clients and 

identifying imminent threats, such as:

1. Breached domains: Whether yours or a supplier’s IT 

infrastructure has been compromised

Today’s businesses face threats on an unprecedented scale, from 
cybercrime to data breaches, terrorist attacks to phishing scams. The 
proliferation of deep and Dark Web material, and ever more complex 
online structures, has made tackling these risks very challenging. 

Yet the deep and Dark Web is often where this malicious activity is conceived, planned and executed. 

Companies need a sophisticated monitoring service for these areas of the web which enable them to 

track threats in real-time, assess risks, take immediate action and ultimately enhance security.
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2. IP theft: The sale of confidential and highly sensitive data 

on Dark Web seller sites

3. Cybercrime: Ransom scenarios, data dumping and other 

financial services-related crimes

4. Geopolitical incidents: Blacklisted APIs and potential 

terrorist threats near your operations of that of your suppliers/

portfolio 

The Dark Web specifically can be an important location for the 

discovery of emerging internal and external threats, ranging 

from technological issues (hacking, IP theft and data dumping) 

to traditional risks (terrorist attacks) and reputational damage.  

Approach to Monitoring 
Engagements
FTI Consulting offers various elements of Dark Web 

monitoring. This may include live feeds of hacking incidents 

and other illegal activity; profiling of hackers, security 

researchers and Dark Web sellers; and intelligence reports for 

specific events. Our approach comprises:  

1. Data Search and Capture

FTI Consulting conducts extensive searches of various sites on 

the Deep and Dark Web, focused on capturing data (live and 

historical) that match clients’ search criteria. This offers a safe 

approach to browsing hidden realms of the Internet including:

• Live hacking events and phishing scams

• Stolen card details and other sensitive financial information 

• A live and constantly updated list of known hackers and Dark 

Web sellers, with an in-depth profile and activity history on 

each; 

• Wiki Leaks’ various market place websites (Alphabay, Dream 

Market, Valhalla, Silk Road 3.0 etc.)

• News sites, including Bugged Planet and Wiki Leaks

• Blogs, such as Fund the Islamic Struggle and Youth Rage 

Forum Onion IRC, an anonymous hacking group chat forum

• Social media feeds, including Twitter and Facebook 
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2. Analyse and Discover

We collate and analyse our research, removing the extraneous 

information and extracting relevant data through a carefully 

calibrated filter. This can lead to discovery of business critical 

information.

3. Report and Alert

We prepare a report on pertinent findings, personalised for 

your required application, with appropriate recommendations 

for next steps. This can include:

• Immediate alerts system which lets you know of actual or 

imminent threat

• A daily email which outlines potential and imminent risks to 

your organization

• Industry vertical reports – such as for the private equity 

industry or FMCG

• Geo-political risk reports – for every country worldwide with 

live threats and contextual information regarding security, 

risk and threat

• Hundreds of thousands of blacklisted APIs

• Scanning personnel against lists of known hackers and Dark 

Web sellers 

 FTI Consulting Capabilities
FTI Consulting offers best-in-class search capabilities. We 

have a specialised investigative and monitoring team that 

performs bespoke and tailored investigations into the Deep 

and Dark Web, utilising the tools outlined above to complete 

our investigative work globally. We have the capacity to search 

restricted databases and get behind pay-walls, as well as 

access registries and filings from jurisdictions around the 

world.  We conduct our investigations in many languages, 

including Arabic, Farsi, Russian, Chinese and French. 

FTI Consulting has experience conducting wide-ranging 

specialist investigations into the Deep and Dark Web across 

the EMEA region. Clients include public and private entities 

from the oil and gas, finance, manufacturing and construction 

sectors, as well as government related institutions. This 

breadth of experience enables us to contextualise our findings, 

highlighting any particular issues of concern.


