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The importance of knowing your business environment is closely tied 
to understanding the concept of beneficiary and ultimate beneficiary 
ownership: third parties may be controlled by individuals with conflicting 
interests to yours.

In November 2017, the International Consortium of Investigative Journalists (ICIJ) released a series of 

articles branded “the Paradise Papers” based on information contained in 13.4 million reportedly hacked 

confidential financial and legal documents which were created by Appleby, an offshore legal service 

provider.

SOME PROPOSED BASIC GUIDELINES 

IDENTIFYING AND SCREENING 
ULTIMATE BENEFICIARY OWNERS

Massive information leaks are no new phenomenon. Nor is the fact that famous 

public figures and companies may have set up offshore corporate structures.

The Paradise Papers stirred controversy because they brought to light ties 

between U.S. companies or political figures and Russian interests in a time 

where Russia is increasingly subjected to political and economic sanctions. For 

instance, the Paradise Papers purport to establish ties between a company 

co-owned by Vladimir Putin’s son-in-law and the current U.S. commerce 

secretary Wilbur Ross. Another example is the alleged links between Russian 

State-owned entities and early Twitter or Facebook investors.

Indeed, the ICIJ reconstructed the intricate investment schemes set up by 

two Russian-owned companies with alleged ties to the Russian government 

and State intelligence agency in order to fund substantial stakes in Twitter 

and Facebook in 2011. Although these investments were sold off in 2014 well 

before Donald Trump’s presidential bid announcement in June 2015, both 
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Facebook and Twitter have now been drawn into investigations 

regarding the role they played in the outcome of the 2016 

U.S. presidential election. In light of the current international 

political context, these purported revelations have created 

significant public controversy. 

Other revelations of the Paradise Papers – albeit less politically 

controversial – include disclosure of alleged ties between a 

Lithuanian supermarket chain and pop-star Bono Vox or the 

existence of offshore accounts ultimately owned by members 

of the British Royal family.

What these revelations have in common is that, first, they 

contributed to increasing public awareness that companies 

may have unexpected ultimate beneficiary owners (UBOs), 

-- sometimes even persons with interests adverse to those of 

the target company. Second, this risk is one affecting all sorts 

of target companies across the entire economic and industrial 

spectrum, including companies that are widely known 

worldwide, with a carefully crafted public image. 

UBOs therefore can represent a significant risk for a 

company’s business activity or reputation. In the worst case, 

they may represent a straightforward legal risk that could 

compromise the very existence of a company, for instance 

when a link with an entity under sanctions is established. 

A few simple steps in attempting 
to identify UBOs

What is a UBO?
While there is no single generally agreed definition of the 

concept of UBO, the legal origin of “beneficial ownership” 

historically stems from UK trust law which introduced the 

distinction of “legal ownership” and “beneficial ownership”. 

The Financial Action Task Force (FATF), an independent inter-

government body advocating the fight against corruption, 

pertinently describes a beneficial owner as the individual(s) 

who control(s), either directly or indirectly, a company and 

therefore receive(s) its profits. Control can be established 

by various means such as direct or indirect shareholdings, 

beneficial interests or debt instruments. 

UBOs can sometimes be publicly unveiled, if a given 

corporate or financing operation is subject to a strict 

regulatory framework such as securities laws requiring all 

major shareholders to be disclosed. On the other end of the 

spectrum, where a UBO remains unidentified, say for instance 

in a company not listed on any stock exchange, a UBO may 

only be known to the bank which holds the account of the 

entity that constitutes the last “layer” before the UBO.

The qualification of there being “ultimate” (as opposed 

to simply) beneficial owners is indeed based on the fact 

that UBOs may frequently be dissimulated behind several 

corporate layers, for instance through series of holding 

companies. The most frequent use of such structures is 

probably for pure tax optimization purposes, which are 

not illegal as such. However, in a number of cases, UBOs 

purposefully use layers of screen-companies in order to 

disguise the links between an operative company and the 

ultimate UBO in order to layer and launder the purchase of 

assets, money transfers, or even to elude taxes. 

How to identify a UBO?
Information about UBOs is generally not public. However, the 

following steps may help gather enough information to 

establish credible assumptions when no specific evidence can 

be identified:

Carry out online research

As a very first step, thoroughly analyse the target company’s 

webpage. This also includes verifying non-apparent 

information by consulting domain-name information. Then, 

start cataloguing all other publicly available information 

provided on other webpages. In addition, one should identify 

any information about the target company archived in the deep 

web, i.e. are parts of the World Wide Web whose contents are 

not indexed by standard web search engines. 

Search all available corporate registries

Available corporate registries should be consulted to 

understand shareholding structures (the identity of any direct 

or indirect shareholders as well as the number of shares held 

by each shareholder and the associated shareholder rights) 

and the company’s corporate history. This exercise should 

be repeated in all jurisdictions where a shareholder or any 

identifiable additional corporate layer may be registered. 

To the extent possible, one should also look into a target 

companies fiduciaries. It is highly important to regularly repeat 

these searches so that the information remains up to date. 

If online searches do not yield satisfactory results, conduct 

physical consultations in all relevant jurisdictions. 

Cross-check the names of any corporate representatives, 

though additional online searches and corporate registry 

searches
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It is essential to analyse carefully who the representatives 

of the targeted companies are, what their online profile is, 

whether they are known to be close to a suspected UBO, or 

whether they appear on “leaks pages”.

Whenever a UBO cannot be identified through online searches 

and corporate registry searches, but where the jurisdiction 

in which a UBO is suspected to be registered or located can 

be identified, detailed physical searches can be conducted 

in commercial court databases to see whether any helpful 

information can be identified through publicly accessible 

judgments (as may sometimes be the case in divorce 

proceedings where spouses may suddenly be led to disclose 

the types and locations of all of their assets.

What next?
If the UBO is apparent, these additional steps can be taken in 

order to evaluate the degree of risk this UBO could create:

Investigate the UBO’s identity, media footprint and its 

image in the media

The research should be conducted using appropriate key 

words through both online and database searches. In addition, 

deep web data extraction techniques may help to identify any 

reputational red flag. Moreover, verify corporate databases for 

any corporate mandates or other links to any other third party.

Analyse the UBO’s interests

Conflicting interests might arise if a UBO is tied to a 

government entity or a competitor. Depending on the interests 

at stake and the degree of information available, a due 

diligence conducted by a specialised consultant may be helpful 

here.

Verify that the UBO is not listed on any sanctions 

database created by the one’s government or foreign 

governments and/or international organizations

In the UK, Her Majesty’s Treasury Office of Financial Sanctions 

Implementation lists the registered individuals and companies 

that do not abide by the 2010 United Kingdom Bribery Act 

(UKBA). In the U.S, the Securities and Exchange Commission 

(SEC) and the Department of Justice catalogue the individuals 

and companies that infringe the rules of the Foreign Corrupt 

Practices Act (FCPA) and the Office of Foreign Assets Control 

provides lists of individuals and entities targeted by financial 

sanctions. The European Union and other institutions also 

publicly disclose their own lists. There is a need to check any 

updates of these lists on a regular basis.

If by this point the UBO cannot be identified or if the UBO is 

not apparent, it may be advisable to consider conducting or 

commissioning an expert investigation. 
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