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2018 ENTERPRISE RISKS

The Key Challenges Facing 
International Business

3 Major Risk Trends

A) Cyber attack
The risk of a major disruptive cyber-attack is at its highest level and, given 

their complexity, states and companies will struggle to define first-response 

protocols at national and supra-national levels.

Corporate operations or government functions could be severely damaged 

for an extended period by either state or non-state actors aiming at stealing 

strategic data and/or disrupting business activity.

B) Protectionism
Governments will continue to implement more protective measures to further 

preserve their economic interests, as populist and anti-liberal movements will 

continue to fare well in elections.

In this paper, FTI Consulting’s French team presents its views on some key global risks and regulatory 

challenges. Whilst in no way exhaustive, they underline recurrent client concerns and the unfolding global 

trends that will affect business in the near future.

As recent events have clearly shown, we are living in an uncertain world 
where today’s risks can turn into tomorrow’s opportunities, and vice-
versa. We have seen an unprecedented warming of relations between 
the two Koreas while watching the US, Europe and Middle Eastern actors 
fight over the Iran nuclear deal.
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Trade barriers, quotas and national subsidies will limit imports 

and impose tough licensing and administrative formalities on 

companies entering the market. Donald Trump’s “America 

First” rhetoric has already partly translated into policy with 

steel and aluminum tariffs and might further escalate to a 

global trade war, as some main economic partners respond 

with protectionist counter-measures.

Businesses are already feeling the effect of some of these 

tariffs and could see further negative impact to productivity and 

profitability.

C) Greater transparency
The work of investigative journalists holds companies 

accountable to public opinion and influences regulators.

The 2017 Paradise Papers revealed existing ties between US 

companies and Kremlin interests at a time when Russia is 

increasingly subjected to political and economic sanctions.

Additional revelations from the Panama Papers and WikiLeaks 

have led countries to enrich their regulation and sanction 

tools to tackle the use of shell companies in off-shore financial 

locations for money laundering and tax evasion.

3 Major Regulatory 
Developments
As a result of current legislation and an increasing number of 

specific client concerns, we would like to highlight three major 

regulatory developments that executives need to be mindful 

in the coming months. If addressed sensibly, these regulatory 

changes can turn into long-term opportunities rather than 

challenges.

A) The increasing use of ‘lawfare’
The recent decision by the US to reimpose financial sanctions 

on Iran shows that legislative and legal tools can be used as a 

mean of economic warfare.

This “lawfare”, which has existed for decades, is expected to 

steadily increase in the context of aggressive global business 

rivalry. As a result, companies in strategic sectors such as 

defence, energy, healthcare and technology are expected 

to be targets of foreign judicial investigations and possible 

extra-territorial fines or non-prosecution agreements (NPA)/

deferred prosecution agreements (DPA).

While no concrete evidence supports their claim, observers 

have criticised the hefty fines imposed by the Serious Fraud 

office (UK) or the Department of Justice (US) that are rendering  

companies more vulnerable to acquisitions and hostile 

takeovers. 

To limit fines, companies operating internationally and that 

are affected by extra territorial anti-corruption laws should 

systematically update their risk maps, review their compliance 

procedures and prepare for regulatory inquiry in case of a 

judiciary investigation.

B) Data privacy
The recent Facebook data leak shows that any breach of 

data privacy could lead to national-level investigations and 

potentially, heavy fines.

The case revealed how political consulting firm Cambridge 

Analytica used personal information collected from 87 million 

Facebook profiles without their permission to build a system that 

ultimately helped the Trump campaign team to target voters with 

personalised political advertisements during the 2016 election.

In the European Union, the General Data Protection Regulation 

(GDPR) has been designed to protect EU citizens’ data privacy 

and its use by corporate organisations and can be applied to 

any company processing personal data of EU residents.

A steady regulatory watch on data governance should be 

applied. IT managers and/or compliance officers should 

ensure that any new legislation is properly integrated into the 

company’s processes, as some breaches of GDPR can be fined 

up to 4% of a company’s annual global turnover.

C) Business and Human Rights
The 2013 collapse of the Rana Plaza building in Bangladesh, 

which killed 1135 people, sparked worldwide demands for 

greater respect for human rights in business activities. 

Countries such as France have enacted stronger legislation 

calling on companies to better comply with international 

Human Rights laws regarding child labour and to provide good 

working conditions.

Apart from the obvious, and most important, human cost, any 

compliance failure could lead to significant financial penalties 

and reputational damage.

Compliance officers should check third-party integrity by 

conducting enhanced investigations on key suppliers and local 

partners prior to and after business operations.

For further information on how we can help your business, 

contact paris.grip@fticonsulting.com


