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Overview of developments on Crypto-
regulation in the EU and the US 
 
 

Further to FTI recent snapshot introducing Future regulation of crypto currencies in the 
United States and the European Union, FTI Consulting provides an overview of the relevant 
legislative and non-legislative activities by European institutions and agencies, as well as the 
United States Federal and States level. The special focus on the EU side is given to the output 
of the European Securities Markets Authority (ESMA) as well as the European Banking 
Authority (EBA) and on the US side to the Court decision, given their significant influence on 
the American jurisprudence system. 

 

 

Recent Developments in the United States  
 

Securities and Exchange Commission (SEC) 

The SEC regulates the securities market in the US, and largely views crypto as a security.  Their focus so far has been largely to 
investigate and prosecute fraud in initial coin offerings (ICOs) and blockchain technology.   

1. Rule Change Proposal for Bitcoin (BTC) Exchange-Traded Fund (ETF) – in February 2018, the SEC started reviewing a rule 
change proposal for the NYSE Arca exchange to list and trade shares of the Bitwise Bitcoin ETF Trust under its NYSE Arca 
Rule 8.201-E.1 The SEC is now expected to provide an initial decision to approve or reject the proposal within 45 days 
starting from the day of publication of the announcement, Feb. 15. In the case that the securities regulator finds it needs 
more time to review the proposal, it might extend review period for up to 90 days and should publish the reasons for 
delaying the decision.2   

2. Blockvest Injunction – in February 2018, the SEC scored a legal victory when a US federal judge placed a preliminary 
injunction against a crypto start-up for making fraudulent offers of securities, reconsidering the court's prior order.  The 
court ruled that defendants are enjoined from violating provisions of the federal securities law prohibiting fraudulent 
offers or sales of securities. In particular, the court ruled that "based upon the additional submitted briefing [the court] 
concludes that Defendants made an 'offer' of unregistered securities which violated Section 17(a) [of the Securities Act of 

                                                           
1 https://www.federalregister.gov/documents/2019/02/15/2019-02389/self-regulatory-organizations-nyse-arca-inc-notice-of-
filing-of-proposed-rule-change-relating-to-the  
2 https://cointelegraph.com/news/sec-starts-review-of-nyse-arcas-bitcoin-etf-rule-change-proposal  
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1933]." The court explained that it "determines that the SEC has demonstrated that the promotion of the ICO of the BLV 
token was a 'security' and satisfies the Howey test.3"     

3. SEC Commissioners Confirms Crypto Token Guidance Coming; Bitcoin ETF Approved “Eventually” – in February 2018, SEC 
Commissioner Hester Peirce said that the agency’s staff are working on “supplemental guidance” to help projects 
determine “whether their crypto-fundraising efforts fall under the securities laws.4”  While the Howey test – the U.S. 
standard for determining whether something is a security – generally provides clarity, she said, there is a “need to tread 
carefully” as token offerings do not always resemble traditional securities offering.5  Meanwhile, SEC Commissioner Robert 
Jackson, Jr. relayed in an interview that he believes a bitcoin exchange-traded fund (ETF) will ultimately be approved.6 

4. Office of Compliance Inspections and Examinations (OCIE) 2019 Priorities – in January 2019, the office included crypto as 
one of its six examination priorities for 2019.  The report states, “The number of digital asset market participants, including 
broker-dealers, trading platforms, and investment advisers, also continues to increase. Given the significant growth and 
risks presented in this market, OCIE will continue to monitor the offer and sale, trading, and management of digital assets, 
and where the products are securities, examine for regulatory compliance.7” 

5. Statement on Digital Asset Securities Issuance and Trading – in November 2018, the SEC's Division of Corporation Finance, 
Division of Investment Management, and Division of Trading and Markets issued a statement emphasizing that market 
participants must adhere to the federal securities law framework when dealing with technological innovations regardless 
of whether the securities are issued in certificated form or using new technologies such as blockchain.8 

6. U.S. Securities and Exchange Commission Division of Enforcement Annual Report 2018 – in November 2018, the Division of 
Enforcement described its focus on issues related to ICOs and digital assets, led by the Cyber Unit, in its 2018 Annual 
Report.  The report stated that “exuberance around these markets can sometimes obscure the fact that these offerings 
are often high-risk investments. For instance, the issuers may lack established track records, viable products, business 
models, or the capacity for safeguarding digital assets from theft by hackers. And some of the offerings are simply outright 
frauds cloaked in the veneer of emerging technology.9” 

 

Commodity Futures Trading Commission (CFTC) 

The CFTC classifies crypto currencies as commodities and view their role as primary regulator for the associated futures and options 
markets.  They have primarily used their enforcement power in cases of fraud and other abuse and are largely viewed as more 
enthusiastic supporters of crypto currency development.   

1. CFTC Divisions Announce Examination Priorities - in February 2019, the CFTC announced crypto currency will be an 
examination priority in the coming year for registrants of the Division of Market Oversight (DMO), Division of Swap Dealer 
& Intermediary Oversight (DSIO), and Division of Clearing & Risk (DCR).   This marks the first time the agency has published 
examination priorities for its divisions.  Specifically, they’ll be focused on crypto currency surveillance practices.10 

2. CFTC Seeks Public Comments on Crypto-asset Mechanics and Markets – in December 2018, the CFTC issued a Request for 
Information published in the Federal Register asking for public feedback on a range of questions related to the underlying 
technology, opportunities, risks, mechanics, use cases, and markets related to Ether and the Ethereum Network. The RFI 
seeks to understand similarities and distinctions between Ether and Bitcoin, as well as Ether-specific opportunities, 
challenges, and risks.11 

3. CFTC Blockchain Primer – in November 2018, the CFTC released its second guide to understanding smart contracts, with a 
reminder that the technology is covered under financial rules.12  The primer is part of agency’s fintech initiative LabCFTC. 
Described as an “educational tool” rather than official policy, it covers the basics of blockchain smart contracts including 
their history, characteristics, case studies, potential use cases and perceived risks.13 

                                                           
3 https://www.sec.gov/litigation/litreleases/2019/lr24400.htm  
4 https://www.sec.gov/news/speech/peirce-regulation-view-inside-machine  
5 https://www.coindesk.com/sec-commissioner-peirce-confirms-guidance-on-crypto-tokens-is-coming  
6 https://www.coindesk.com/sec-commissioner-says-bitcoin-etf-will-be-approved-eventually  
7 https://www.sec.gov/files/OCIE%202019%20Priorities.pdf  
8 https://www.sec.gov/news/public-statement/digital-asset-securites-issuuance-and-trading  
9 https://www.sec.gov/files/enforcement-annual-report-2018.pdf  
10 https://www.cftc.gov/PressRoom/PressReleases/7869-19  
11 https://www.cftc.gov/PressRoom/PressReleases/7855-18?utm_source=govdelivery  
12 https://www.coindesk.com/blockchain-smart-contracts-subject-to-financial-laws-says-cftc-primer  
13 https://www.cftc.gov/sites/default/files/2018-11/LabCFTC_PrimerSmartContracts112718.pdf  
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Financial Crimes Enforcement Network (FinCen) 

The FinCen, a bureau of the Treasury Department that has full authority for Know Your Customer (KYC) and Anti-Money Laundering 
(AML) matters, considers tokens to be money. In other words, under the FinCen’s jurisdiction, ICO sales are subject to the money 
transmitter rules under the Bank Secrecy Act, and therefore are required to register with the government, collect information about 
their customers, and report any suspicious financial activities.14 

 

Internal Revenue Service (IRS) 

The IRS classifies cryptocurrencies as properties instead of currencies, meaning that if you sell your cryptocurrencies for a profit 
you will be subject to a capital gains tax.  In 2014, the agency issued guidance on how cryptos should be taxed. According to Notice 
2014-21, received or mined cryptocurrencies must be included in computing gross income with fair market value of the virtual 
currency as of the date it was received. 

 

US Office of Foreign Assets Control (OFAC) 

OFAC, an agency of the US Treasury Department that enforces economic sanctions in support of US national security and foreign 
policy, seems to treat cryptocurrencies as money, or fiat currencies. In March 2018, the agency updated its FAQ with a section on 
virtual currency. 

 

Financial Industry Regulatory Authority, Inc. (FINRA) 

In January 2019, FINRA published its 2019 Risk Monitoring and Examination Priorities Letter.  It states: “FINRA will review firms’ 
activities through its membership and examination processes related to digital assets and assess firms’ compliance with applicable 
securities laws and regulations and related supervisory, compliance and operational controls to mitigate the risks associated with 
such activities. Coordinating closely with the U.S. Securities and Exchange Commission, FINRA will consider how firms determine 
whether a particular digital asset is a security and whether firms have implemented adequate controls and supervision over 
compliance with rules related to the marketing, sale, execution, control, clearance, recordkeeping and valuation of digital assets, 
as well as AML/Bank Secrecy Act rules and regulations.15” 

 

US Congress 

1. Fight Illicit Networks and Detect (FIND) Trafficking Act of 2019 - U.S. House of Representatives passed a bill on January 28 
that would require the Comptroller General of the United States to investigate how cryptocurrencies and online 
marketplaces enable sex and drug trafficking. The result of such a study would be regulatory and legislative 
recommendations to impede such illicit uses of cryptocurrencies. 

2. Blockchain Regulatory Certainty Act of 2019 – introduced on January 14, 2019 by Rep. Tom Emmer, and co-sponsored by 
Rep. Darren Soto, aims “to provide a safe harbor from licensing and registration for certain non-controlling blockchain 
developers and providers of blockchain services,” would allow companies which use or trade cryptocurrencies but do not 
hold users’ coins to be exempt from money transmission laws if passed. 

3. The Token Taxonomy Act of 2018 – introduced on December 20, 2018 by Reps. Warren Davidson (R-Ohio) and Darren Soto 
(D-Florida) – would, among other things, amend the Securities Act of 1933 and the Securities Exchange Act of 1934 to 
exclude “digital tokens from the definition of a security,” as well as exempt digital tokens from the registration and 
reporting requirements of Section 5 of the 1933 Act. 

4. The Virtual Currency Consumer Protection Act of 2018 – introduced on December 6, 2018 by Reps. Darren Soto and Ted 
Budd, the bill seeks to research how crypto price manipulation takes place, its impact on investors, and how to prevent 
such activities through regulatory changes, and in turn, protect investors.16  

                                                           
14 https://cointelegraph.com/news/sec-cftc-irs-and-others-a-guide-to-us-regulating-bodies  
15 https://www.finra.org/sites/default/files/2019_Risk_Monitoring_and_Examination_Priorities_Letter.pdf  
16 https://soto.house.gov/sites/soto.house.gov/files/documents/SOTO_133_xml.pdf  

https://cointelegraph.com/news/sec-cftc-irs-and-others-a-guide-to-us-regulating-bodies
https://www.finra.org/sites/default/files/2019_Risk_Monitoring_and_Examination_Priorities_Letter.pdf
https://soto.house.gov/sites/soto.house.gov/files/documents/SOTO_133_xml.pdf


5. The U.S. Virtual Currency Market and Regulatory Competitiveness Act of 2018 – introduced on December 6, 2018 by Reps. 
Darren Soto and Ted Budd, the bill asks regulators to carry out research on crypto regulations in jurisdictions across the 
globe and recommend any legislative changes to promote the growth of adoption of cryptocurrencies in the U.S.17 

 

States 

1. Digital assets-existing law (Wyoming) – passed on January 31, 2019, the bill will place crypto assets into three categories: 
digital consumer assets, digital securities and virtual currencies. Any digital assets that fall into those three categories will 
be defined as intangible personal property, granting virtual currencies the same treatment as fiat money.18  The bill also 
authorizes banks to “provide custodial services for digital assets consistent with this section upon providing sixty (60) days 
written notice to the commissioner.”  The bill will go in effect on March 1.19 

2. New Hampshire Act Allowing State Agencies to Accept Cryptocurrencies as Payment – introduced in January 2019,  
lawmakers in New Hampshire are currently considering a bill to legalize payment of fees and taxes in Bitcoin.20   NH HB470, 
sponsored by Republicans Dennis Acton and Michael Yakubovich, is the latest attempt to get New Hampshire to accept 
Bitcoin for state payments.21 

3. Colorado Digital Token Act – introduced on January 4, 2019, Senators Stephen Fenberg (Democrat) and Jack Tate 
(Republican) jointly filed a bill proposing that digital tokens with a “primarily consumptive” purpose should be exempted 
from securities laws provided they are not marketed for “speculative or investment” purposes.22  The legislation is aimed 
to remove “regulatory uncertainty” that could hold back firms offering marketplaces for tokens and others aiming to 
fundraise using crypto assets.23  

4. Pennsylvania Money Transmitter Act Guidance for Virtual Currency Businesses – in January 2019, Pennsylvania clarified that 
cryptocurrency exchanges do not fall subject to the Money Transmitter Act (MTA), according to the Department of Banking 
and Securities (DoBS).24  The document clarifies crypto exchanges thus do not require a license to offer their services to 
Pennsylvania residents.25 

5. North Dakota House of Representatives (HCR 3002, HCR 3004, HB 1043, HB 1045, and HB 1048) – in January 2019, HCR 
3002 and 3004 were introduced, requesting that legislative management study the benefits of distributed ledger 
technology (DLT) for the state government.  HB 1045 amends the electronic transaction definitions under state law to 
include signatures secured through blockchain technology. HB 1045 also seeks to acknowledge the enforceability of smart 
contracts employed in blockchain systems.  HB 1043 was introduced, seeking to exempt certain “open blockchain tokens” 
from specified securities transactions requirements and excluding certain virtual currency activities from money 
transmission licensing requirements.  HB 1048 tasks the North Dakota Information Technology Department with 
establishing a DLT system for data transfer and storage for use by various North Dakota state agencies. 

6. Oregon House of Representatives (HB 2487, HB 2488) – in January 2019, Oregon introduced HB 2487 that seeks to study 
the benefits of DLT for government use.  HB 2488 seeks to prohibit the Oregon state government from accepting payments 
using cryptocurrency and would also prohibit candidates for public office from accepting campaign contributions using 
cryptocurrency. 

7. Ohio Allows Tax Payments in Bitcoin – in November 2018, Ohio companies in the state will be able to pay a variety of taxes, 
from tobacco sales tax to employee withholding tax to public utilities tax with the cryptocurrency.  The filing process 
involves three steps: First, businesses will have to register with the Office of the Ohio Treasurer through a dedicated portal 
called OhioCrypto.com. They then need to enter tax details such as payment amount and tax period, and, finally, the due 
amount is paid in bitcoin using a “compatible” crypto wallet, according to the portal. 26 

 

                                                           
17 https://soto.house.gov/sites/soto.house.gov/files/documents/SOTO_162_xml.pdf  
18 https://cointelegraph.com/news/wyoming-introduces-a-bill-aiming-to-define-virtual-currencies-as-money  
19 https://www.wyoleg.gov/Legislation/2019/SF0125  
20 https://cointelegraph.com/news/us-new-hampshire-bill-aims-to-legalize-bitcoin-for-state-payments-in-2020  
21 http://gencourt.state.nh.us/bill_status/billText.aspx?sy=2019&id=796&txtFormat=html  
22 https://leg.colorado.gov/sites/default/files/documents/2019A/bills/2019a_023_01.pdf  
23 https://www.coindesk.com/colorado-senators-file-bill-to-exempt-cryptos-from-securities-laws  
24 https://cointelegraph.com/news/us-pennsylvania-rules-that-crypto-exchanges-atms-are-not-money-transmitters  
25 https://cointelegraph.com/news/us-pennsylvania-rules-that-crypto-exchanges-atms-are-not-money-transmitters  
26 https://www.coindesk.com/ohio-becomes-first-us-state-to-allow-taxes-to-be-paid-in-bitcoin  
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Recent developments in the European Union  
 

Binding legislation. In April 2018, the EU adopted amendments to the Fifth Anti-Money Laundering Directive27. This will require 

cryptocurrency exchange platforms and custodian wallet providers to be registered, apply customer due diligence and Know Your 
Customer controls when on-boarding new investors. European Member States shall bring into force the laws, regulations and 
administrative provisions necessary to comply with this Directive by 10 January 2020. 

 

Non-binding policy. Numerous European Institutions are looking into threats and opportunities coming from the use of 

cryptocurrencies and blockchain technology. 

 

European Commission  

As a part of the European Fintech Action plan, in February 2018, the European Commission launched the EU Blockchain Observatory 
and Forum28. The Observatory works to highlight key developments of the blockchain technology, promote European actors and 
reinforce European engagement with multiple stakeholders involved in blockchain activities. Over the next few months the 
Observatory should publish reports on topics like Scalability, Interoperability and Sustainability; E-Identity; Legal Recognition of 
Blockchains and Smart Contracts; Convergence of Blockchain, AI and IoT; etc. 

The European Commission also plans to set up an expert group to assess by Q2 2019 whether there are unjustified regulatory 
obstacles to financial innovation in the financial services regulatory framework.  

As regards the risks, “the Commission, together with the Financial Stability Board (FSB), keeps monitoring the potential risks posed 
by crypto-assets to financial stability. While maintaining a watchful eye on the developments of transmission channels within the 
financial sector, the Commission and its international partners focus on market risks for investors and consumers – high volatility in 
value and risks related to fraud, lack of transparency, lack of liquidity, poor governance, integrity and security. Furthermore, these 
risks are associated in particular with crypto-assets wallet providers and exchanges, which are consumers' and investors' primary 
interfaces with cryptocurrencies.”  

 

European Parliament (EP)  

Members of the European Parliament (MEPs) have taken a strong interest in Blockchain and cryto-regulation over the last years. 
Even without a binding nature of their current actions, they set a tone for the upcoming legislature and future regulatory trends. 
Here are a few examples of their activity. 

▪ April 2018, the EP passed a resolution to set up a taskforce to monitor virtual currencies to combat money laundering and 
terrorism.   

▪ May 2018, the EP passed a resolution on Distributed ledger technologies and blockchains: building trust with 
disintermediation. The document notes that blockchain (or DLT) can significantly improve the sectors of the economy “as well 
as the quality of public services, providing high level transactional experience to the consumers and citizens.”  

▪ May 2018, the European Parliament published Virtual currencies and central banks monetary policy: challenges ahead that 
explain that virtual currencies are a contemporary form of private money which in most cases, are safe, transparent and fast 
giving them good prospects for further development. The report conclude that virtual currencies do not have the potential to 
compete with major sovereign currencies issued by major central banks. Prospects may look different in smaller monetary 
jurisdictions, especially in countries where the sovereign currency remains inconvertible or does not enjoy the trust of 
economic agents due to its poor record of stability or due to political and economic uncertainty.  

▪ December 2018, the Special Committee on Terrorism delivered its findings and recommendations, including a call for a focus 
by Commission and Member States on virtual currencies companies to use analysis tools to assess potential criminal activity 
associated with the destination and recipient addresses and to ensure that they fully apply the anti-money laundering 
legislation when users convert cryptocurrencies to real currency. 

▪ In February 2019, EP adopted a report on financial crimes, tax evasion, and tax avoidance, which inter alia also discussed 
blockchain technologies. The report stresses that the development and use of virtual assets is a long-term trend that is 
expected to continue and increase in the coming years and calls on the Commission to develop an appropriate framework at 
European level. MEPs are particularly concerned about money laundering and tax evasion and “urge in this context the 

                                                           
27 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018L0843  
28 https://www.eublockchainforum.eu/eu-blockchain-observatory-forum  
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Commission to provide clear guidance about under which conditions virtual assets could be classified as an existing or new 
financial instrument in MiFID2 and under which circumstances Union’s legislation is applicable to initial coin offerings; calls on 
the Commission to assess the banning of certain anonymity measures on specific virtual assets, and, if deemed necessary, to 
consider regulating virtual assets as financial instruments; considers that FIUs should be able to associate virtual and crypto-
currency addresses to the identity of the owner of virtual assets; considers that mandatory registration of users of virtual assets 
should be assessed by the Commission; recalls that some Member States have already adopted various types of measures for 
specific segments of this sector, such as initial coin offerings, which could be a source of inspiration for future EU actions”; 

 

European Central Bank  

Back in February 2015, the ECB assessed the current state of virtual currency in terms of volume and activity and concluded that 
there is “limited use” for virtual currency as payments. Further in September 2018, the ECB President, Mario Draghi, has announced 
that the ECB has no plan to issue a digital currency because the underlying technology is still fragile and the use of physical cash 
still high in the euro zone. He added that technologies such as distributed ledgers “require substantial further development” and 
that he saw no “concrete need” to issue a digital euro. 

 

European Supervisory Authorities (ESAs)  

The ESAs are the three European agencies that have to ensure that rules applicable to the financial sector are adequately 
implemented in order to preserve financial stability and to promote confidence in the financial system as a whole and provide 
sufficient protection for financial consumers. 

The ESAs have issued a number of consumers warnings about the high risks related to buying and holding virtual currencies. So far, 
these European Institutions have been the most actively working on assessing needs to regulate crypto currencies in the context 
of financial regulation. Therefore, their activity is set out in more detail. 

 

On 7 January 2019 the ESAs have published a joint report on innovation facilitators (sandboxes and innovation hubs)29. The report 
was mandated by the European Commission’s 2018 FinTech Action Plan. In the report, the ESAs lay out a (i) comparative analysis 
of the features of existing innovation facilitators established within the EU and a (ii) list best practices for their design and operation 
(intended to provide support for competent authorities (CAs) when considering the establishment of innovation facilitators). 
According to the report:  

▪ due to the fairly recent establishment of innovation hubs and sand boxes there is only limited experience for regulators to 
learn from;  

▪ despite some operational challenges that might arise from innovation facilitators, regulators consider them an opportunity to 
build up their own expertise;  

▪ the lack of a multi-national and multi-pronged approach can hinder the scaling up innovation facilitators across Europe;  
▪ to ensure no legal liability for CAs, it is important for them to stress the nature of their guidance for innovation hubs, and to 

subject firms participating in sandboxes to requirements with regards to the accurate disclosure of the fact that CAs do not 
endorse but rather monitor their propositions;  

▪ there are limits to what can be achieved through innovation facilitators – need for further measures to help support innovation 
entailing changes at EU level (e.g. enhancing levers for proportionality and flexibility applicable in the licensing process);  

Importantly, the ESAs also set out options to promote the coordination and cooperation of innovation facilitator on EU-level. The 
proposed options include:  

▪ the development of Joint ESA own-initiative guidance on cooperation and coordination between innovation facilitators;  
▪ the creation of an EU network to bridge innovation facilitators established at the Member State level;  

 

January 2019, the European Banking Authority (EBA) published the results of its assessment of the applicability and suitability of EU 
law to crypto-assets30. Typically, crypto-asset activities do not constitute regulated services within the scope of EU banking, 
payments and electronic money law, and risks exist for consumers that are not addressed at the EU level. Crypto-asset activities 
may also give rise to other risks, including money laundering. In light of these issues, the EBA recommends that the European 

                                                           
29 
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Commission carry out further analysis to determine the appropriate EU-level response. The EBA also identifies a number of actions 
that it will take in 2019 to enhance the monitoring of financial institutions' crypto-asset activities and consumer-facing disclosure 
practices.  

The relatively low level of crypto-asset activity currently observed in the EU does not appear to give rise to implications for financial 
stability. However, typically activities involving crypto-assets fall outside the scope of EU banking, payments and electronic money 
regulation and risks exist for consumers that are not addressed at the EU level. As a result of the development of national regulatory 
responses, divergences between the Member States are starting to emerge presenting risks to the level playing field. Market 
developments also point to the need for a further review of EU anti-money laundering legislation.  

The EBA sets out in the report advice to the European Commission regarding the need for a comprehensive cost/benefit analysis, 
taking account of issues inside and outside the financial sector, to determine what, if any, action is required at the EU level at this 
stage. The EBA also advises the European Commission to take account of the October 2018 recommendations of the Financial 
Action Task Force (and any further standards or guidance) regarding, in their terminology, ‘virtual asset' activities, and to take steps 
where possible to promote consistency in the accounting treatment of crypto-assets. 

January 2019, the European Securities and Markets Authority (ESMA) also published its Advice to the European Union (EU) 
Institutions – Commission, Council and Parliament – on initial coin offerings and crypto-assets31. The Advice clarifies the existing EU 
rules applicable to crypto-assets that qualify as financial instruments, and provides ESMA’s position on any gaps and issues in the 
current EU financial regulatory framework for consideration by EU policymakers.  

ESMA has identified a number of concerns in the current financial regulatory framework regarding crypto-assets. These gaps and 
issues fall into two categories:  

▪ For crypto-assets that qualify as financial instruments under Markets in Financial Instruments Directive (MiFID), there are areas 
that require potential interpretation or re-consideration of specific requirements to allow for an effective application of 
existing regulations; and  

▪ Where these assets do not qualify as financial instruments, the absence of applicable financial rules leaves investors exposed 
to substantial risks. At a minimum, ESMA believes that Anti Money Laundering (AML) requirements should apply to all crypto-
assets and activities involving crypto-assets. There should also be appropriate risk disclosure in place, so that consumers can 
be made aware of the potential risks prior to committing funds to crypto-assets.  

ESMA’s work on crypto-assets has highlighted a number of issues that are beyond ESMA’s remit. The Advice allows the EU 
Institutions to consider possible ways in which the noted gaps and issues may be addressed and subjected to further analysis. ESMA 
will continue to actively monitor market developments around crypto-assets while cooperating with NCAs and global regulators.  

ESMA also plans to work on the following during the 2019 -   

• Fintech licencing regimes - ESMA is looking into liscencing requirements enabling innovative business models to scale-up 
across the EU. They will still continue to assess how proportionality and flexibility are applied by NCAs and how licensing 
requirements that affect FinTech firms diverge across countries. ESMA due to report to Commission in 1Q 2019  

• Outsourcing of Cloud Services - ESMA is exploring the need for guidelines on Cloud in this area for 2019 and will 
communicate its intention to the Commission by the end of 1Q 2019.  

• Cybersecurity - ESAs need to respond to the EC’s request on possible legislative improvements to promote cyber security, 
as well as on the cost-benefit analysis for cyber resilience testing frameworks. Responses due to be sent to the Commission 
in 1Q 2019  
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