
The vector of threats that global businesses face today is vast and ever 
changing. With the evolution of cybercrime from the widespread rise of 
hacking more than three decades ago to the highly sophisticated and 
complex issue it is today, most corporations have become consumed by 
the effort of keeping ahead of threat actors, preventing (and mitigating) 
data breaches and complying with a complicated spectrum of regulatory 
guidelines. 

DIGITAL PIRACY IS ALIVE AND WELL IN INDIA AND WORLDWIDE  

How Media and Software 
Companies Can Protect Their IP

Still, while businesses have been focused on cybersecurity and nation state threats, digital piracy and 

copyright infringement have continued to march on in the shadows. The issue is costing corporations 

billions of dollars every year and hurting shareholder value for entertainment companies (whose success 

relies on preserving and protecting their IP) and software companies (that struggle to control unlicensed 

use of their products). 

While not discussed today as much as it was in the early 

2010s, digital piracy remains a very real and immense problem 

worldwide. Particularly in India, which is home to the world’s 

largest media and entertainment industry (Hollywood comes 

in second), digital piracy cannot be overlooked as a significant 

business risk. Research found that in 2017, visits to piracy sites 

reached 17 billion in India, and losses to the entertainment 

industry exceed US$2 billion. These figures are for the 

entertainment industry alone, and just scratch the surface 

of the losses when broader software piracy is also taken into 

account.  

Entertainment and Software
Digital piracy of entertainment IP (TV shows being leaked 

before they are released, movies downloaded illegally for 

free, etc.) is widespread in India. While malicious actors that 

actively steal IP or look to profit from pirated content are a 

significant concern, the problem is largely driven by the public. 

Many citizens either don’t understand the laws, or knowingly 

break them because they have no other means to consume 

entertainment. 

Streaming services have helped, but many consumers still 

do not have access to reliable high-speed internet, making 

downloaded content – even if it is pirated – preferable to 

streaming TV shows and movies via subscription services. With 

India in the midst of a digital content boom, but broadband 

internet penetration still lagging, many entertainment 

companies in the region should expect an increase in 

challenges to protect IP and combat piracy. 

Software piracy, the unauthorized copying or distribution of 

copyrighted software, is an equally costly and troublesome 

problem for companies in India and around the world. The 

2018 BSA Global Software Survey found that software piracy 

is still widespread around the world, with “unlicensed software 

accounting for 37 percent of software installed on personal 

computers,” which is only a two percent decrease from 

the 2016 survey. This happens when employees download 

software onto devices unbeknownst to IT, and in some cases, 

corporations are knowingly using stolen software company-

wide in an effort to reduce overhead. Financial losses from this 

activity have been estimated at more than US$100 billion.
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HOW MEDIA AND SOFTWARE COMPANIES CAN PROTECT THEIR IP

Authorities are increasing efforts to thwart and prosecute digital 

piracy. Still, media and software companies can take additional 

steps to reduce digital piracy and its impact. These include:

• Strong digital rights controls: Media companies are 

beginning to ensure the digital rights for a movie or TV 

show are lined up early on, to help limit illicit access and 

distribution. We’re also seeing shorter delays between a 

film’s original screening and when it becomes available on 

streaming services, reducing the window of time that pirates 

can profit off of it. In software, many developers are now 

building “phone home” code into their products, which can 

issue an alert when stolen software is being used. 

• Active monitoring: Working with a partner or technology 

provider to actively crawl and monitor the internet in real 

time to detect pirating activity is another effective step. This 

can include conducting audit of any and all parties that are 

using digitally pirated IP to understand the extent of the 

problem. 

• Investigate: With the initial information from an audit, 

corporations can further investigate the nature, duration 

and projected losses of the infringement and collect 

evidence that will support a case against the offenders. 

Digital forensic investigators can help ensure that every 

potential source of supporting information is evaluated. 

Often, an audit and resulting investigation can allow a 

corporation to recover up to 30 percent of the losses that 

resulted.

• Take remedial action: Following through on an audit 

by sharing the information with law enforcement and/

or leveraging it to remediate through litigation is another 

important step in recovering losses. Corporations that are 

adequately equipped with forensic evidence will be in a much 

stronger position to pursue action against those infringing 

on their rights. 

In one incident involving a global software company, a team of 

computer forensic investigators identified companies in Europe 

and the U.S. that were actively using cracked copies of the 

client’s product. Using phone home code and licensing alerts, 

the team completed an audit and ultimately put a stop to the 

unlicensed use.  

Taking a stronger stance on combatting digital piracy can go a 

long way in reducing losses and demonstrating to shareholders 

that the corporation is paying attention to and addressing this 

key business risk. It also makes clear to digital pirates that the 

organization will not tolerate copyright violation and is willing 

to invest in enforcement to protect its IP, ultimately deterring 

future incidents.
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