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Taccogna: Has the financial crime threat 
changed in recent years? How is Malta, in 
particular, affected by it?

Cuschieri: Financial crime has, in recent years, 

become far more complex and sophisticated than 

ever. We were used to thinking of money laundering 

as mules placing illicit funds into the system by 

depositing cash into bank accounts. While that type 

of financial crime still exists, the majority of the 

current threat comes from other channels, such as 

offshore companies, complex corporate structures 

and cryptocurrencies. The anonymity and un-

traceability that these devices offer are attractive 

to those seeking to launder proceeds of crime. 

Case after case, we realise that we all – regulators, 

governments and industry participants alike – had 

underestimated and misunderstood the extent 

to which these devices were – and are – utilised 

for money-laundering purposes. Malta, like other 

smaller jurisdictions, faces a particular challenge. 

Its attractiveness proposition is based, among other 

things, on its being open to lines of business that 

have the potential to attract financial crime – for 

example cryptocurrencies, gaming and citizenship 

by investment. While this does not equate to being 

lax towards financial crime, it creates the need 

for expertise, processes and systems capable of 

dealing with the increased risk. This expertise is not 

always readily available in the market, even in larger 

jurisdictions, and the problem of sourcing it is an 

even taller order for smaller jurisdictions, such as 

Malta, with a smaller resource pool. 

Taccogna: In your opinion, were isolated 
mistakes or systemic weaknesses in the 
financial services industry the cause of 
financial crime?

Cuschieri: It is difficult to argue that weaknesses 

which led to the recent well-known cases of financial 

crime were not systemic, given the scale and the 

nature of the issues. Most of these weaknesses, 

however, have their root in the fact that, until 

recently, our collective knowledge of how structures 

can be abused was limited. Our systems, in turn, 

were not built to protect us from this threat, 

because we did not understand its nature. The UK’s 

Companies House allowing the formation of limited 

liability partnerships that played a crucial role in 

facilitating one of the biggest money-laundering 

scandals – the Danske case – without scrutiny of 

ownership is one example of this. The fact is that 

most of the banks opened bank accounts with 

inadequate due diligence and regulators, globally, 

licensed firms that then turned out to be nothing but 

vehicles of money laundering. The same principle 

extends to Malta’s own failures and weaknesses. I do 

not think that the jurisdiction was unique in any way.

Taccogna: How does a regulator balance 
the conflicting priorities of, on one hand, 

THE CHANGING THREAT OF FINANCIAL CRIME
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allowing economies to grow without 
the burden of unnecessary bureaucracy 
and, on the other, building the necessary 
protections against financial crime, which, 
necessarily, mean more checks and 
scrutiny?

Cuschieri: I would argue that the two priorities 

are not in conflict. Sustainable economic 

growth is only possible in a sound and 

robust regulatory environment. Sound 

and robust regulation, however, does 

not equate to bureaucracy. I believe 

it is possible to create regulatory and 

compliance processes that are strong 

and efficient at the same time. We cannot 

claim to have achieved this state yet 

– neither in Malta not globally – but it is 

one towards which we continue to work.

Taccogna: Has the financial 
services industry changed enough to 
adequately defend itself from the threat 
of financial crime?

Cuschieri: The industry has certainly evolved, 

in light of a greater understanding of how financial 

crime works. It is not immune from failures, but 

undoubtedly more prepared. The recent high-profile 

cases of financial crime have created a need, for all 

participants involved, to adapt. These changes are 

perhaps more evident in a jurisdiction such as Malta, 

given its size and characteristics. Governments and 

regulatory bodies have had to adapt laws, regulation, 

structures and processes – from the way in which 

firms are licensed to the way in which they are 

supervised, through to the nature and strength of 

enforcement. Firms, in turn, have had to enhance or 

redesign their processes, in particular those relating 

to due diligence and transaction monitoring. This 

has resulted in additional scrutiny of customers, 

extended account opening and payment processing 

times or even the inability to offer banking services. 

Some firms are closing their doors entirely to certain 

customers as they lack processes capable of dealing 

with them. An example is the gaming industry. 

Most financial institutions in Malta refuse to offer 

services to any customer with a gaming connection 

THE CHANGING THREAT OF FINANCIAL CRIME
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– regardless of whether the customer provides 

back-office support to a gaming firm or is an actual 

operator. The risk in the two types of services is 

clearly different, but the lack of skills to be able to 

make the distinction and the fear of reputational 

repercussions lead to a blanket refusal to onboard. 

The greater risk, of course, in refusing to bank 

certain types of customers is that flows of funds 

could be pushed towards underground, unregulated 

economies. This is likely to feed, rather than solve, 

the financial crime problem. It is evident how the 

challenge ahead, now, for both regulators and the 

industry, is to make the processes of achieving 

compliance more efficient, through expertise and 

technology, to avoid scaring away customers and 

investment entirely, and to attract and retain only 

high-quality, legitimate ones.

Taccogna: There is an argument that 
cryptocurrencies pose too high a risk 
to the industry and should be banned 
altogether. It certainly cannot be ignored 
that they are increasingly used as a 
means of achieving anonymity and 
laundering proceeds of crime rather than 
as a currency. Why has Malta chosen to 
open up to them? How will it manage 
the reputational and financial crime risks 
involved?

Cuschieri: The existence of cryptocurrencies 

is a reality. It is a fact that the industry cannot 

choose to ignore. Malta’s decision to regulate 

cryptocurrencies is driven by a desire to minimise 

the risk that they pose. As for many other aspects 

of the financial crime problem, the ability to prevent 

it is heavily dependent on the quality and quantity 

of the resources devoted to it. For this reason, 

within the Malta Financial Services Authority (MFSA), 

a dedicated unit of experts has been created to 

licence and supervise participants in the space. I 

think it is important to move away from positions 

of principle and instead accept the reality of the 

environment in which we operate to understand 

the risks that we all face. For example, the presence 

of cryptocurrencies in the system also heightens 

the financial crime threat for the industry in 

general. Cryptocurrency exchanges often receive 

funds through traditional payment institutions. 

In very simple terms, this means that even when 

licensing, opening a bank account or monitoring a 

transaction for a more ‘traditional-looking’ firm, it 

is impossible to be entirely sure that they have no 

links to cryptocurrencies. While a connection with 

cryptocurrencies alone is not an indicator of financial 

crime, dealing with such firms requires measures 

and knowledge that are different to more traditional 

ones. Failing to identify this may result in failure to 

protect the system.

THE CHANGING THREAT OF FINANCIAL CRIME
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Taccogna: Following the Pilatus and 
Satabank related revelations in Malta, 
the unavoidable question is whether 
other similar cases are waiting to be 
discovered. What is your opinion?

Cuschieri: Absolute certainty that the 

environment is free from weaknesses and flows 

of illicit funds is practically impossible, not just for 

Malta, but for virtually every jurisdiction. At the 

same time, it is possible that a more immature 

understanding of financial crime might have allowed 

‘bad actors’ to enter the system. It would be a 

mistake not to look back at currently licensed firms 

and historic flows of funds and assess them in light 

of our enhanced understanding. Efforts in Malta are 

being directed at scrutinising this historic legacy, too. 

Jointly, the Financial Intelligence Analysis Unit (FIAU) 

and the MFSA, with the support of international 

experts, are in the process of performing a 

profound review of all firms in the industry. With 

this augmented resource pool, we aim to cover 

more firms, in a shorter period of time, and more 

meaningfully than ever before.

Taccogna: In conclusion, is it easier or 
more difficult for a smaller jurisdiction 
such as Malta to combat financial crime?

Cuschieri: The current landscape, with present, 

future and past challenges, is certainly not an 

easy one to navigate and presents challenges 

for everyone involved. Smaller jurisdictions have 

perhaps an advantage in the ability for regulators 

to more easily ‘put their arms around’ the industry, 

utilising technology and resources in an intelligent 

manner. I believe it is critical we not only deal with 

legacy issues and build suitable defences for the 

industry in its current format, but also put in place 

processes and structures that will more easily adapt 

to the ever-changing nature of the financial crime 

threat.  RC&
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