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FTI Consulting, Inc. is an independent global business advisory 

firm dedicated to helping organisations manage change and 

mitigate risk: financial, legal, operational, political & regulatory, 

reputational and transactional. FTI Consulting professionals, 

located in all major business centres throughout the world, 

work closely with clients to anticipate, illuminate and overcome 

complex business challenges and opportunities.
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Forensic Technology Services

• Working directly with corporations and 
their law firms on the front line, we provide 
innovative solutions to address key 
e-discovery challenges. Helping clients 
manage the risk and cost of e-discovery 
from data collection to fully managed 
document review services, we collaborate 
with our clients to deliver strategic 
solutions tailored to their unique legal 
requirements. With a keen focus on the 
productivity and defensibility of document 
review, clients rely on our comprehensive 
portfolio of software and services expertise 
to address matters ranging from internal 
investigations to large-scale litigation with 
global e-discovery requirements.

• Forensic data analytics help underpin 
investigations by painting a more accurate 
picture. Statistical techniques, bespoke 
algorithms and machine learning are 
all forms of analytics we utilise to help 
digest and unravel large volumes of data 
accurately and efficiently. The techniques 
deployed also provide a defensible, 
forensically sound approach for large-scale 
investigations.

• FTI Consulting’s Information Governance, 
Privacy & Security Practice provides 
the people, process and technology to 
deliver tangible business benefits for 
organisations. We help our clients to 
reduce corporate risk, cut storage costs, 
secure data, improve the e-discovery 
process and enable faster and deeper 
insight into data.

• Our Cybersecurity offering focuses on 
the full spectrum of cyber services, from 
proactive privacy/security to reactive 
investigation and post-incident recovery. 
We have world-class professionals 
with experience at the highest levels of 
government and law enforcement who 
have complementary skillsets and work as 
a single unit to benefit our clients.

PROACTIVE

REACTIVE

POST-INCIDENT 
RECOVERY

Assessment  
of Problem

Technology 
Selection and 
Implementation

Policy and 
Procedure 
Coordination

Reactive  
Breach  
Services

Ongoing Monitoring  
and Analytics 
Managed Services

Remediation  
of Breach

Continuous 
Improvement of 
Monitoring and 
Analytics

Our Forensic Technology experts provide a number of core services to 
our clients, including:

These offerings are supported by leading-edge technology which includes several inhouse 
bespoke solutions built to service the needs of our global clients.
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Financial Performance

• Responsive multi-dimensional dashboards created around clients’ financial reporting requirements.

• Tested with over 100M general ledger records.

• Different performance metrics can be either pre-defined by FTI or created by the client/user via the 
web interface.

• Filters can be applied on multiple fields/dimensions and the tabular data behind any filtered 
selection can be inspected.

• Default charts can be modified and new ones can be created.

Bespoke Visualisation Utilising  
Cutting Edge Technology
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Account Movements

• Interactive application to investigate how funds move through the financial accounting system of an 
organisation.

• The chord diagram below can visualise aggregated monetary figures between each pair of account 
types (or any other categorisation available for an account – such as location or cost centre).

• When clicking on a chord (for example cash from/to non-current assets) other charts show further 
details for those specific transactions.

• For all visualisations, users can access the underlying transactional data filtered based on the 
current selections from the options in the top menu bar.

• This is an effective investigative tool to look at financial data in an innovative way. Applicable also to 
banking data, for example to analyse vostro-nostro movements.
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Analysis Across All Vendors

• Vendors and accounts payable analysis via entity and transaction testing.

• Rule and clustering-based tests can be defined and compiled to run periodically or on-demand. 
Default parameters can be modified in this page and the new test results will quickly show in  
near real-time.

• The results of the tests (available at a vendor or journal-level) are used to generate a risk score 
indicator to help prioritising review.

• Details for single vendors or journal entries can also be accessed within the dashboard for more in-
depth investigations.

• This visualisation, like all others in our analytics platform, allows users to create a case for manual/
further review by right-clicking on the entity or groups of entities of interest and then following the 
menu options.

• Cases can be manually created for any type of entity, a GL entry, an invoice, or the whole activity 
of a vendor.
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Collections of Financial Systems

Introduction

Financial services matters can 
range widely—from financial 
crime investigations, to 
compliance monitoring and 
Anti-Money Laundering (AML) 
controls assessments and 
implementation. A consistent 
requirement across these 
investigations are short time 
frames and an urgent need to 
identify, collect and analyse 
financial systems.

Add in any number of common 
variables, from a limited 
understanding of systems, to 
foreign and local data privacy 
laws to high data volumes, and 
corporations soon face significant 
challenges executing internal 
investigations in a defensible 
manner.

FTI Consulting’s Forensic 
Technology team has been 
working for over a decade to 
help businesses, law firms, and 
regulators in performing analysis 
on alleged financial criminal 
activities. Recent financial crime 
matters have covered:

• Financial sanctions

• Anti-money laundering

• Counter terrorism financing

• FX market abuse

Identification of Target Systems

• FTI’s Technology experts work closely with 
clients to examine, understand and map out core 
financial systems relevant to the matter at hand

• Having FTI’s input at this identification stage 
can be critical in the effective execution and 
defensibility of matters – helping to address 
potential challenges around inadequate scope, 
incomplete data including data extraction issues

A Typical Approach

Forensic Data Extraction

• Following identification, a data extraction 
approach would be agreed with the client, either 
(a) taking a targeted extraction of only the 
relevant system database tables, or (b) taking 
a full copy of the system which contains the 
relevant data

• The extraction once approved would either be 
done by the client or FTI’s collection experts

• Quality controls are applied to the data extracts 
to validate the completeness and integrity of the 
data for future defensibility of the exercise

Secure Network Creation

• Where required, in order to ensure compliance 
with data control mandated by the client, or 
local data privacy laws, FTI deploy secure 
networks per matter

• The secure network can be deployed at FTI 
local geographical offices, or on client site. FTI 
provide dedicated hardware required for the 
matter, disconnected from external access 
(air gap) with all components connected on an 
encrypted network with strict access controls
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Forensic Preservation of Unstructured 
Data Sources

FTI can deploy computer forensics professionals to assess, document and collect Electronically Stored 
Information (“ESI”) from applicable client systems using industry accepted, proven methodologies. 
This service includes forensic or logical data collection using industry standard forensic tools, thorough 
documentation and chain of custody procedures, verified backups of all harvested data, and extraction 
of relevant data.

A typical custodian collection will include the preservation of a user’s computer, a server e-mail 
account, a network home share and associated removable media, but can also be expanded to include 
devices such as mobile phones, iPads and other media.

REMOTE COLLECTION

DIY kit: Often used for remote locations, or areas where an 
internet connection is not available, the do it yourself kit (hard 
drive and instructions) can be connected to the device and 
perform the collection automatically.

Web access: If an internet connection is available, a consultant 
can log in over a WebEx to the remote custodian’s computer. 
WebEx can then initiate the collection and write the data to a 
second drive.

As a global company, FTI Consulting can quickly deploy forensic 
experts to efficiently collect media from any location in the world.

Clients benefit from our extensive experience managing global 
matters, including adherence to foreign data privacy laws, in-
country cultural awareness, discrete processes that do not interrupt 
the regular course of business and multilingual capabilities.

ONSITE

IN LAB

If the media is sent to our forensic lab, we can perform a bit-by-
bit copy of the hard drive, verify the copy, store the image on our 
secure servers and return the original media to the client.
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FTI experts have helped corporations detect, investigate and act upon a wide range of matters, including:

• Employee theft of intellectual property such as formulas, source code, product development 
information, and customer or price lists

• Employee breach of fiduciary duty or collusion, such as creating competing businesses while still 
employed with current company

• Unfair dismissal suits

• Use of information obtained while the employee was working for a prior employer

• The unauthorised transmission or sale of company information to outside sources via email or text 
messaging

• Regular data security audits to ensure data protection, including employee departure cases

• Identification of unauthorised use or access of company resources

Rapid Results

With speed and discretion, FTI Consulting partners with legal teams and clients to develop a strategic, 
systematic and economic approach to investigating the myriad of potential data sources. Often within 
24 hours, the forensic team can assess the actions of the individual(s) and report on case intelligence. 
This includes the common threats of data removal, wiping, or deletion, as well as identification of unusual 
activity, such as unexplained gaps in computer usage, internet browsing history, use of USB/thumb drives, 
and file access activities.

3

2

1

PC’s, Servers, 
Backup tapes Portable devices

Social Media,  
structured data, voice

Provide expert reports to key stakeholders to support:

• Forensic investigations

• IP theft

• Document provenance fraud

CUSTODIAN DEVICE

FORENSIC ANALYSIS

EXPERT REPORT

Analysis of electronic devices and data to identify evidence of:

• The transfer of corporate/sensitive IP

• Mass deletion of data

• Internal and external communication
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E-discovery Services

When a complaint has been filed, a summons 
has been served or an investigation has 
commenced—or even when one is reasonably 
anticipated—companies must quickly determine 
what information needs to be preserved and 
how best to preserve it. FTI Consulting help 
companies comply with discovery obligations while 
protecting privileged information. Throughout the 
entire litigation lifecycle—we help organisations 
meet requirements for collecting, analysing and 
producing data from a variety of sources, including 
e-mail, voicemail, mobile devices, backup tapes, 
social media, the cloud, shared server files and 
databases—often on multiple continents. 

The FTI Consulting team provides both proactive 
and reactive support using expert services, 
methodologies and tools that help companies 
and their legal advisers understand technology-
dependent issues. From data collection and culling 
to review and production for possible presentation 
in court—we employ proven methodologies 
that provide a strategic and logistical advantage 
while minimising the impact on daily business 
operations.

Where We Can Help

• Global data collection and foreign language 
document review capabilities

• Regulator approved preservation and analysis 
protocols and processes

• Advanced native file processing, hosting and 
review

• Expertise in financial investigations, fraud 
investigations and IP theft forensics

• Deep expertise with, industry-standard 
technologies including EnCase, Relativity, and 
Ringtail

• Provide expert evidence and testimony

Data Reduction

Less data in the e-discovery process can 
result in significantly lower costs. We help 
organisations proactively remediate redundant, 
old and trivial information, collect only what’s 
necessary, cull data through Early Case 
Assessments, and utilise analytics for smarter 
reviews. Through every step of the process data 
reduction is fully documented and defensible.

Mobile Solution

We offer a scalable and mobile solution for 
matters when data can’t leave the office of a 
client or must be hosted offsite, whether it’s 
to adhere to local privacy laws or because of 
the confidentiality of the matter. Our experts 
have significant experience in being deployed 
remotely to collect, process and review data in a 
secure location or behind the client’s firewall.

Managed Review

Our managed review experts deliver 
comprehensive legal review globally, from initial 
project planning to matter completion, with a 
laser focus on review effectiveness. We deliver 
efficiency at every step ensuring the provision of 
key information early in the case and frequently 
throughout the review. Our collaborative 
approach allows FTI Consulting to help manage 
the matter, deliver quality results, and provide 
transparent pricing.

Our Approach:
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Relativity and Ringtail

Relativity and Ringtail are both industry-leading 
platforms for law firms and corporate legal 
teams tasked with managing the complexity and 
scope of today’s global e-discovery; ideal for 
reliably supporting everyday litigation workflows. 
They deliver easy-to-use, cost-effective review 
with advanced visual analytics and robust 
production capabilities across all matter sizes 
and types. From routine legal matters and time-
pressured internal investigations to large, multi-
jurisdiction litigation, we offer the right platform to 
dramatically improve the speed and accuracy of 
review while providing a predictable process and 
reduced costs across your e-discovery projects.

Process Workflow

Our global team can help clients effectively 
manage data from inception through to 
production, no matter the type or size of the 
matter. We can leverage a client’s case templates 
and workflows, whilst recommending process 
enhancements to quickly and cost-effectively 
deliver results.

We utilise standard processes and templates to 
implement best practices and produce thoroughly 
documented final workflows that integrate 
seamlessly with the client’s business model.

Integrated Analytics &  
Predictive Coding

Make use of two forms of analytics – structured 
and conceptual. Both are designed to assist with 
document categorisation to help increase the 
speed and accuracy of a document review.

Structured analytics allow a reviewer to more 
quickly assess and bring order to a large, 
unfamiliar set of documents by analysing 
document text and highlighting the similarities 
and differences between the set.

Conceptual analytics identify conceptual 
relationships present within documents, allowing 
a reviewer to organise and assess the semantic 
content of large document sets.

Active learning automatically presents documents 
deemed to be most relevant to the case to the 
reviewers. The model rebuilds itself almost 
continuously, meaning that reviewers should 
always be presented with documents the most 
likely to be relevant, meaning key documents 
should be uncovered earlier in the process.

Figure 1: Active Learning Progress Chart
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Figure 2: Concept Cluster Wheel

Figure 3: E-mail Thread Visualisation
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Cybersecurity

Our Value Drivers 

Scalable rapid response capabilities

• 300+ dedicated cybersecurity experts, incident response consultants, developers, and data 
analysts with extensive investigative backgrounds 

• Serve organisations across the globe and build a safer future by helping businesses understand their 
own environments, harden their defences, rapidly and precisely hunt threats, holistically respond to 
crises, and recover operations and reputation after an incident

Unrivalled depth of experience and integrated expertise

• Utilising extensive experience from both government and private sector, FTI Cybersecurity 
routinely tackles large-scale analytic challenges requiring complex, custom technical solutions

• FTI Cybersecurity regularly constructs and leverages technical platforms to collect, analyse, and 
correlate data in demanding environments requiring precision and speed

Independent credentials

• Led by executives with decades of experience at the highest levels of law enforcement, 
intelligence agencies, and global private sector institutions, FTI Cybersecurity provides proactive, 
independent cyber and risk management advisory services and cybersecurity incident response 
and investigation solutions, using an assess, defend, identify, respond, and recover approach

Ability to manage the message should it be needed

• World class strategic communications team can provide immediate, scalable crisis 
communications and messaging support to all stakeholders and works hand-in-hand with legal 
counsel to ensure that messaging is aligned and potential future litigation concerns are taken into 
consideration
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Continuous Core Offerings

RESPOND to an Incident Holistically

Once you detect a cybersecurity incident, you must act. We provide complete cyber incident response 
options that include planning, analysis, mitigation, system refinements, and ancillary mission support 
functions, such as strategic communications and reputation management.

RECOVER Operations Quickly and Sustainably

Restoring capabilities or services that have been impaired is often your top priority when you face 
a cybersecurity incident. We develop recovery plans that ensure long-term improvement, limit the 
potential lasting impacts of cyber incidents, and prevent damage from future incidents. With our 
recovery assistance, you can get back to business as usual, as soon as possible.

ASSESS and Understand Your Environment

Managing cybersecurity risk begins with developing an organisational understanding of your business 
environment and its assets. We conduct assessments that inform the development of strategies to 
manage and mitigate cybersecurity risk to your systems, assets, data, and capabilities.

DEFEND Your Assets and Infrastructure

The deployment of network safeguards is critical. We identify, implement, and manage defensive best-
practice processes including access control, awareness and training, data protection policies, network 
maintenance, and deployment of protective technologies. Through these defensive measures, we 
ensure the delivery of your critical services and operations.

IDENTIFY Threats Rapidly and Proactively

Timely discovery of impacts to your network can be a key factor in minimising damage. By 
implementing continuous security monitoring and advanced detection processes on your networks, 
FTI Consulting experts can detect anomalies and other security- related events rapidly and proactively.
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Continuous Core In Action

FTI’s Cybersecurity offering focuses on the full spectrum, from proactive privacy/security to reactive 
investigation and post-incident recovery. World-class professionals with leading experience at the highest 
levels of government and law enforcement have complementary skillsets and work as a single unit to  
benefit our clients.

Evaluations and 
development 
of information 
security policies 
and procedures

Forensic evidence 
collection in the 
cybersecurity 
context

Cyber risk and 
vulnerability 
assessments

Fixing system 
vulnerabilities

Installing 
defensive 
measures

Rebuilding 
networks

Audits of network 
defences and  
internal controls

Penetration testing

Development of 
cyber incident 
response plans

Assisting with privacy  
notifications arising  
from data breaches

Expert coordination with  
governmental agencies  
and legal counsel

Assisting with civil 
litigation arising  
from an attack

Incident response

PROACTIVE

REACTIVE

POST-
INCIDENT 

RECOVERY

Assessment  
of Problem

Policy and 
Procedure 
Coordination

Ongoing 
Monitoring  
and Analytics 
Managed 
Services

Remediation  
of Breach

Technology 
Selection and 
Implementation

Reactive  
Breach  
Services

Continuous 
Improvement 
of Monitoring 
and Analytics
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Information Governance

Corporations today are struggling to navigate 
increasingly complex regulatory obligations and 
aggressive regulatory enforcement, coupled 
with the rapid explosion of electronic data. From 
protecting sensitive customer data from cyber 
threats, to complying with data protection laws, 
corporate information governance (IG) efforts are 
quickly becoming “must do” projects.

With the General Data Protection Regulation 
(GDPR) now in force, organisations that process 
personal data of EU residents will be required 
to abide by a number of provisions or face 
significant penalties of up to €20m or 4% of 
global annual revenue.

Approximately 90% of all information is 
unstructured and unmanaged which not only 
results in soaring costs, but also increased 
risk. Organisations must take a more holistic 
approach towards governing its information to 
address their broader regulatory requirements.

As data volumes increase, corporations need to 
address challenges such as:

• Developing and implementing information 
governance standards to align and 
operationalise legal and business requirements 
for information throughout its lifecycle, from 
provisioning to decommissioning.

• Identifying personal data, so that the 
organisation can appropriately comply with 
data protection laws and regulations.

• Ensuring proprietary data remains 
secure when employees leave, or following 
an acquisition, divestiture or other similar 
circumstances.

• Disposing of old or redundant data 
to reduce risk and storage costs whilst 
complying with regulatory requirements.

• Migrating data to cloud applications  
and remediating information within  
legacy applications.

• Building awareness with key stakeholders 
such as legal, IT, privacy and security to 
mobilise an IG programme which takes into 
account key regulatory and operational 
requirements that impact the business.

The average year-on-
year growth rate of 

corporate data.1

40-60%
The percentage of companies 

that have experienced customer 
data breaches.2

90%
The estimated amount of  

potential fines for consumer 
product organisations for failure 

to safeguard their data.2

£240 Billion

1  Computerworld article: “Data Growth Remains IT’s Biggest Challenge, Gartner Says” by Lucas Mearian, November 2010
2  Capgemini Consulting’s Digital Transformation Institute, July 2016



Practitioners in IT, legal, security and records 
management often struggle with these 
challenges, but do not have the right sponsorship 
across the organisation. FTI Consulting’s 
Information Governance, Privacy & Security team 
helps clients achieve stakeholder buy-in by:

• Quickly identifying the biggest sources of IG 
risks and challenges, specific to the business 
and industry

• Prioritising critical risk areas on which to focus

• Developing business justification materials 
and delivering IG awareness workshops 
to mobilise action and cross-stakeholder 
sponsorship

Unique Global Expertise With A 
Focus On Defensibility

FTI’s IG team has extensive experience working 
with highly-regulated global corporations. With 
expertise in litigation, data privacy, records and 
information management and IT advisory, our 
team can help progress programme objectives 
whether the programme is just getting started or 
is part of an established IG related initiative. The 
team develops defensible documentation for all 
projects and members have the credentials and 
experience to testify in court about methods used 
for any IG project.

23
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About FTI 
Consulting

FTI Consulting is an 
independent global 
business advisory 
dedicated to helping 
organisations 
manage change 
and mitigate risk: 
financial, legal, 
operational, political  
& regulatory, 
reputational and 
transactional.

I
ndividually, each practice is a leader in its specific field, staffed with 

experts recognised for the depth of their knowledge and a track 

record of making an impact. Collectively, FTI Consulting offers a 

comprehensive suite of services designed to assist clients across the 

business cycle — from proactive risk management to the ability to 

respond rapidly to unexpected events and dynamic environments. 

OUR LARGEST INDUSTRY GROUPS

Construction & Real Estate

Financial Institutions

Energy, Power & Products

Healthcare & Life Sciences

Retail & Consumer 

Environmental

Transportation

Public Sector

Telecom, Media & Technology
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A Leader  
Among Leaders

Every year, FTI Consulting helps more 
than 6,100 organisations globally 
transform the way they anticipate 
and respond to events, both at critical 
moments and for the long haul. 

Advisor to the world’s

Top 10
bank holding companies

56/100
of Fortune Global 100 

corporations are clients

43/100
of FTSE 100 companies  

are clients

Publicly traded 

NYSE:FCN 

Advisor to 

of world’s top law firms

97/100
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With more than 4,700 employees and 
offices in 27 countries on six continents, 
FTI Consulting’s breadth and depth 
extends across every major social, political 
and economic hub around the globe. 

FTI Consulting Offices

Asia Pacific

Australia

China

India

Indonesia

Japan

Korea

Malaysia

Philippines*

Singapore

Europe, Middle East & Africa

Belgium

Denmark

Finland

France

Germany

Ireland

Netherlands

Qatar

South Africa

Spain

United Arab 
Emirates

United 
Kingdom

Latin America

Argentina

Brazil

Caribbean

Colombia

Mexico

North America

Canada

United States

Our Global  
Reach

* Affiliate
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FTI Consulting's 
Definitive Expertise 

For the fourth consecutive year, Forbes magazine recognised  

FTI Consulting in 20 sectors and functional areas in their annual  

America’s Best Management Consulting Firms list (2019)

Led the Who’s Who Legal Arbitration 2019: Expert Witnesses list  

for the ninth consecutive year, with 54 experts named (2019)

Ranked as “Band 1” e-Discovery provider in Chambers and 

Partners Litigation Support Guide (2019)

 #1 Provider for Cybersecurity in the Best of Corporate Counsel 

survey (2017), #1 Provider for Crisis Management in the Best of 

Corporate Counsel survey (2016)

Named a Best Firm to Work For by Consulting magazine (2018) 

Named International E-Discovery Solutions Advisory of the Year,  

ACQ Global Awards (2017)
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Key 
Contacts

Paul Walker 
Senior Managing Director and  
Head of Forensic Technology – EMEA 
paul.walker@fticonsulting.com

Andrew Kennell 
Senior Managing Director and  
Head of Forensic Technology – UK 
andrew.kennell@fticonsulting.com

Craig Earnshaw 
Senior Managing Director and  
Head of Forensic Technology – France 
craig.earnshaw@fticonsulting.com

Brian Stuart  
Senior Managing Director  
E-discovery – UK 
brian.stuart@fticonsulting.com

Amit Jaju  
Senior Managing Director and 
Head of Forensic Technology – India 
amit.jaju@fticonsulting.com

Geoff Budge  
Managing Director and Head of  
Forensic Technology – South Africa 
geoff.budge@fticonsulting.com

Anthony J. Ferrante  
Senior Managing Director and 
Global Head of Cybersecurity 
ajf@fticonsulting.com

Muthmainur Rahman
Senior Managing Director & Head of 
Forensic Technology – Middle East

Muthmainur Rahman is a Senior Managing Director  
and leads FTI Consulting’s Forensic Technology 
practice across the Middle East and North Africa.  
He is based in Dubai. 

Muthmainur has a strong track record of identifying, 
pursuing and delivering global engagements across 
US, Europe, Middle East and India. He has particular 
experience in responding to competition market abuse, 
financial crime (AML and sanctions), billion-dollar 
bankruptcies, global financial investigations including 
anti-bribery and corruption. 

Muthmainur is an expert across the Forensic Technology 
spectrum with a focus on Advanced Data Analytics. He 
has a degree in Computer Science along with an MBA. 
Muthmainur has represented global banks working 
closely in responding to requests from regulators notably 
US Department of Justice, Federal Reserve, UK Financial 
Conduct Authority and Her Majesty’s Treasury.

Prior to joining FTI Consulting, Muthmainur was at EY 
where he was a member of the UK and EMEIA Forensic 
Technology Board and held the role of COO with 
responsibility for 160 staff. He developed the leading 
Forensic Data Analytics team in the UK, growing the 
team to 65 highly skilled Data Scientists operating out  
of London and Belfast.

muthmainur.rahman@fticonsulting.com
UK Mobile: +44 7950 430 257 

UAE Mobile: +971 58 562 4020



About FTI Consulting

FTI Consulting, Inc. is an independent global business advisory firm dedicated to helping 
organisations manage change and mitigate risk: financial, legal, operational, political & 
regulatory, reputational and transactional. FTI Consulting professionals, located in all major 
business centres throughout the world, work closely with clients to anticipate, illuminate and 
overcome complex business challenges and opportunities. Connect with us on Twitter (@
FTIConsulting), Facebook and LinkedIn.

www.fticonsulting.com © 2019 FTI Consulting, Inc. All rights reserved.


