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Nassos Oikonomopoulos is the head of technology controls 
for regions at HSBC. Mr Oikonomopoulos has over 19 years of 
experience in global financial services senior technology risk and 
cyber roles, including a partnership role for a big four and an 
interim CISO for a global bank. Further to these roles, he provides 
thought leadership on FinTech, Open Banking, cloud and privacy, 
participating in industry forums and publications. He has strong 
experience in IT regulations and has previously led high-profile 
projects for cyber and international asset management (IAM) in 
investment banking.

Nassos Oikonomopoulos

Head of Technology Controls, Regional 

Operating Model and Europe

HSBC

E: nassos.oikonomopoulos@hsbc.com

Jamilia Parry is a managing director at FTI Consulting. She is 
a senior regulation professional with significant experience in 
dealing with EU, UK and US regulators. This includes conducting 
AML, sanctions, markets misconduct and governance 
investigations and delivering remediation programmes to fix the 
root causes of the identified issues. Ms Parry has held senior 
executive positions including Head of Change and Operational Risk 
at Deutsche Bank and head of group compliance at Nationwide 
Building Society. Her experience also includes structuring and 
leading regulatory change programmes and remediation following 
regulatory enforcement action.  

Jamilia Parry

Managing Director

FTI Consulting

T: +44 (0)20 3727 1417

E: jamilia.parry@fticonsulting.com

Robert Hardman is a managing director at FTI Consulting, based 
in London. He works with blue chip clients across EMEA and has 
over 20 years’ experience in advanced data & analytics, machine 
learning (ML) and artificial intelligence (AI). With a background in 
advanced mathematical techniques and quantum physics, and a 
deep understanding of technological ecosystems, Mr Hardman 
specialises in applying state-of-the-art  analytics to a range of 
business and industry problems – ranging from fraud detection, 
systems benchmarking, financial & market modelling, data mining, 
business transformation and re-engineering  through to financial 
risk and cost benefit analysis.
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Managing Director
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Oikonomopoulos: How do Open 
Banking initiatives, including PSD2, affect 
future payment systems? What design 
considerations should organisations be 
aware of?

Parry: The Second Payment Services Directive 

(PSD2) became a catalyst for revolutionising Open 

Banking and the payment services space. First, by 

levelling out the regulatory playing field between 

the traditional payment services providers and the 

emerging payment services institutions, such as 

payment initiation service providers (PISPs) and 

automated interbank payment systems (AIPs), which 

are now required to be authorised and regulated. 

And second, by making it mandatory for banks 

and credit institutions to grant access – subject to 

customers’ consent – to their customers’ account 

information, thus paving the way for new market 

entrants and services, such as financial data 

aggregators, which enables customers to holistically 

manage their finances. However, the implementation 

of Open Banking is not without its challenges. 

Institutions need to create access to the relevant 

customer data which is not always held in one 

system, ensure such access is correctly segregated, 

as account information service providers (AISPs) 

and PISPs require different access rights, as well as 

ensure ongoing resilience, accessibility and security 

of their system infrastructure, just to name a few.

Oikonomopoulos: What are the 
implementation issues organisations 
could encounter in adopting Open 
Banking? Are these issues equally 
prevalent in existing as well as in the 
newer ‘challenger’ banks?

Hardman: One of the biggest challenges 

that organisations are dealing with is making 

adjustments to their internal system infrastructure 

to create secure and resilient access to the relevant 

customer data, and ensure that such access can be 

turned on and off or modified in accordance with 

customers’ consent requirements. In this regard, 

challenger banks have a certain advantage, as most 

do not have legacy system issues and customer 

data records that are stored across multiple 

systems. Another challenge that payment services 

providers are facing is around the implementation 

of strong customer authentication requirements 

to comply with PSD2 regulatory requirements and 

technical guidelines. While for some institutions 

this will be relatively straightforward, as they have 

already adopted such controls, for others this will 

require significant investment in technology and 

infrastructure.



www.riskandcompliancemagazine.com 5RISK & COMPLIANCE    Oct-Dec 2019

HOT TOPICOPEN BANKING OPPORTUNITIES AND RISK CONSIDERATIONS

Oikonomopoulos: Would ‘read and 
write’ access to customer data benefit 
the customer or signify loss of control?

Parry: Access to own financial data by 

customers already exists through mobile 

and internet banking. The introduction of 

Open Banking creates new opportunities 

for customers to gain better insight into 

their financial habits across all their 

banking services and products in one 

place, thus providing better control and 

access to their financial information. 

However, customers will need to have 

certainty that their financial data will 

remain secure as they open up access 

to the new players who may have less 

mature systems and controls.

Oikonomopoulos: What cyber security 
risks does Open Banking potentially 
pose? How are these best managed?

Parry: Creation of data access gateways between 

different players in the Open Banking space 

inevitably creates new ways in which cyber risks 

may materialise. Financial institutions with access to 

a large quantum of customer data will also become 

more attractive targets to sophisticated cyber 

criminals. It will be imperative for organisations to 

have robust cyber risk assessments to understand 

specific cyber vulnerabilities that are created as a 

result of Open Banking and a control framework 

that is regularly tested. Technical design of the data 

gateways for Open Banking will need to consider not 

only how to protect from the cyber security breach 

via such gateways, but also how to protect the rest 

of the organisation’s data from being compromised 

in the event of a breach.

Oikonomopoulos: What are the potential 
liability challenges for banks, third-party 
providers (TPPs) and customers?

Parry: Complexities around determining liabilities 

in the event of unauthorised payments, fraud and 

incidents of data breaches will arguably be the 

Jamilia Parry,
FTI Consulting

“Creation of data access gateways 
between different players in the Open 
Banking space inevitably creates 
new ways in which cyber risks may 
materialise.”
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biggest challenges. Establishing clear processes 

at the outset will be imperative to ensure the 

institutions comply with the regulatory requirements 

to deal with such issues promptly and to treat their 

customers fairly, while at the same time 

ensuring that liabilities are appropriately 

managed between the different parties in 

the process.

Oikonomopoulos: Can you 
outline the risks and benefits 
associated with the application 
of artificial intelligence (AI) 
processes to the data exchange 
enabled by Open Banking?

Hardman: Against the background of 

the General Data Protection Regulation 

(GDPR) and the revised PSD2, which regulate the 

availability and accessibility of data in the era of 

Open Banking, the impact of AI on financial services 

needs to considered within an ethical framework to 

ensure fairness and a level playing field is maintained 

between all parties involved. Without such a 

framework, unsupervised algorithms are prone to 

pick up and propagate bias within the underlying 

data and thus could lead to future legal challenges 

where such bias has led to a negative outcome for 

one of the parties.

Oikonomopoulos: Would government 
accreditations benefit or obscure Open 
Banking initiatives?

Hardman: A well-designed framework that sets 

out clear criteria for institutions to gain and maintain 

such accreditation would potentially strengthen 

the current regulatory regime and provide further 

transparency on the market players that are involved 

in Open Banking.

Oikonomopoulos: Are government 
mandated application programming 
interfaces (APIs) an advantage or 
disadvantage? Could this impact 

Robert Hardman,
FTI Consulting

“Interoperability across jurisdictions 
always requires international 
collaboration to some degree.”
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interoperability across various 
jurisdictions?

Hardman: As a general principle, government 

and regulators have shied away from introducing 

technical specifications and detailed technical 

requirements; as such, a detailed requirement for 

an API would be unusual. That said, the requirement 

for and ‘business’ functionality expected of an API 

would simply be a proxy for customer requirements 

stated by the regulator, much in the same way 

that faster payments had detailed business 

requirements for payments interoperability. That 

type of requirement is very positive. Interoperability 

across jurisdictions always requires international 

collaboration to some degree.  RC&  


