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South Africa is not completely new to the sanctions environment both 
from a receiving and enforcement end. However, surprisingly so, there 
are still not a wide and extensive understanding of how international 
sanctions affects the local industry and more realistically, what good 
looks like from a compliance perspective.

In this article I will endeavour to shed light, specifically for the layman, on the local sanctions regime and 

the obligations created by sanctions on the local financial services industry.

Understanding the South African 
Sanctions Regime 
Governments as well as intergovernmental organizations, 
such as the United Nations (UN) and the European Union 
(EU), impose (i.e. create) sanctions through the passing of 
legislation and supporting regulations. With regards to the UN, 
the legislation and regulations take the form of resolutions 
issued by the United Nations Security Council (UNSC). While 
intergovernmental organizations impose sanctions, they are 
often not the enforcers of sanctions, i.e. the specific function 
that monitors and ensures compliance with the imposed 
sanctions. The intergovernmental organizations leave it to the 
member nations and organizations to further adopt and create 
methods to enforce these sanctions domestically.

South Africa’s sanctions regime functions different from 
the corresponding regimes implemented by countries such 
as the United States of America, United Kingdom, Australia 
and Canada etc. South Africa’s sanctions regime foundation 
originates from its obligations as a United Nations Charter 
Member and more specifically Chapter VII of the UN Charter, 
and more specifically, Article 41, which covers enforcement 
measures not involving the use of armed force.

Initially sanctions imposed on a global scale had economic 
purpose by limiting trade with countries. Subsequently, the 
sanctions issued became more targeted like we have seen 
with USA’s travel bans against specific nationals. The Financial 
Intelligence Centre (FIC) explained that there are 14 ongoing 
sanctions regimes of which targeted financial sanctions and 
asset freezes are the most recent additions from a South 
African perspective.
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The targeted financial sanctions (TFS) regimes are aligned to 
Financial Action Task Force (FATF) Recommendations 6 and 7:

Recommendation 6: TFS related to terrorism and terrorist 
financing requires that countries should implement TFS 
regimes specifically to comply with UNSC resolutions relating 
to the prevention and suppression of terrorism and terrorist 
financing. The resolutions require countries to freeze without 
delay the funds or other assets of, and to ensure that no funds 
or other assets are made available, directly or indirectly, to 
or for the benefit of, any person or entity either designated 
by, or under the authority of, the UNSC under Chapter VII of 
the Charter of the United Nations, including in accordance 
with resolution 1267 (1999) and its successor resolutions; or 
designated by that country pursuant to resolution 1373 (2001).

Recommendation 7: TFS related to proliferation requires 
that countries should implement TFS to comply with UNSC 
resolutions relating to the prevention, suppression and 
disruption of proliferation of weapons of mass destruction and 
its financing. These resolutions require countries to freeze 
without delay the funds or other assets of, and to ensure 
that no funds and other assets are made available, directly 
or indirectly, to or for the benefit of, any person or entity 
designated by, or under the authority of, the UNSC under 
Chapter VII of the Charter of the United Nations.

The South African Regulatory Framework giving effect to the 
above two FATF recommendations consist of two specific 
pieces of legislation namely the Protection of Constitutional 
Democracy Against Terrorist and Related Activities Act, 33 of 
2004 (POCDATARA) and the Financial Intelligence Centre Act, 
38 of 2001 (the FIC Act).
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In terms of the above, the UNSC Resolutions governed by 
either POCDATARA or the FIC Act are listed below:

In respect of both the FIC Act and POCDATARA, section 28A of 
the FIC Act places an obligation on an Accountable Institution 
(AI) to screen its customer’s information against these lists to 
determine whether or not they are on these lists. If found to 
be on either of these lists, the AI would be required to freeze 
all property (including funds) associated to the designated 
individual/entity and would need to report this to the FIC in 
accordance with the prescripts set out in Guidance Note 6A 
issued by the FIC and available on its website.
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Sanctions screening as a control
Sanctions screening is a control used in the detection, 
prevention and disruption of financial crime and, in particular, 
sanctions risk. It is the comparison of one string of text (the 
customer) against another (the entry on the list) to detect 
similarities which would suggest a potential match.

Many AIs use external vendors to provide such lists i.e. 
WorldCheck; World Compliance and Accuity to name a few, 
to source these lists as such vendors have amalgamated, 
enhanced and formatted the list data to allow for effective 
screening.

While there is no specific regulatory guidance on how to 
perform such screening, it is expected from AIs to implement 
automated solutions, either developed in-house or sourced 
from a vendor, which will make use of algorithms, fuzzy 
matching and possibly additional match rules. AIs often use 
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fuzzy matching to identify a potential match (based on a 
specific level of fuzzy matching), and then apply additional 
matching rules to identified matches in order to further reduce 
these match numbers thereby reducing the need to employ 
large numbers of teams to investigate such matches. See 
below for a high-level view of the screening process.

Irrespective of the approach, AI must be aware of any possible 
risk being introduced by implementing match rules. Indeed, 
supervisory bodies/regulators of financial institutions often, as 
part of their regulatory inspections, test the screening solutions 
of AIs (matching client names to entries on the various lists 
being screened against). However, it is our experience that 
issues can arise when additional matching rules are applied and 
processed. For example, a screening solution may identify a 
possible name match, and through the application of additional 
matching rules such as middle name etc., reduce the initial 
match threshold percentage resulting in an alert not being 
generated. The first round of testing would only have focused 
on the initial name match and not the end result which in this 
case would have been that no alert was generated.

Implementing a sanctions 
program
The pillars of a sanctions program should be included and 
detailed in the overall Risk Management and Compliance 
Program (RMCP) of the AI. The sanctions program should 
cover, at a minimum, the following:

Governance – Senior Management’s commitment to and 
support of a sanctions compliance program is one of the most 
important factors. Senior Management must set sanctions 

risk appetite, what lists, other than the regulatory sanctions 
lists, need to be screened against and appointing a responsible 
person to oversee the implementation of a sanctions program

Risk assessment – this should form part of the accountable 
institution’s overall financial crime risk assessment program 
and inform the accountable institution of the nature and type 
of sanctions risk it faces.

Policies, Standards and Procedures – defining what must 
be screened including the context (customer on-boarding, 
on-going, trade finance, cross border payments etc) the 
frequency of screening, the screening algorithms to be used, 
and the alert clearance process.

Controls – implementing screening controls demands a 
very good understanding of what sanctions entails, what 
technology solutions are available, as well as the operational 
consequences of implementing such a solution. The 
configuration of the screening solution used will need to be 
clearly documented in order to demonstrate how sanctions 
risk is being mitigated.

Testing – Conducting on-going independent testing of the 
screening solution to demonstrate that it is performing as 
expected, and to improve effectiveness thereof.

Training - An effective training program is an integral 
component of a successful sanctions program. The training 
program should be provided to all appropriate employees and 
personnel on an ongoing basis.

FATF Recommendation 1 requires countries to assess and 
understand the money laundering and terrorist financing risks 
for the country, and apply a risk-based approach to Anti-Money 

Customer 
Data

Various sources

Screening 
Engine

Non- 
Matches

Potential 
Matches

Screening 
Analysts

False 
Positives

False 
Positives

Watch List 
Data

PEP’s, Sanctions, 
Private lists

(3rd Party Provider)



About FTI Consulting
FTI Consulting is an independent global business advisory firm dedicated to helping organisations manage change, mitigate 

risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. FTI Consulting 

professionals, located in all major business centres throughout the world, work closely with clients to anticipate, illuminate 

and overcome complex business challenges and opportunities.

The views expressed in this article are those of the author(s) and not necessarily the views of FTI Consulting, its management, 

its subsidiaries, its affiliates, or its other professionals.

For more information, visit www.fticonsulting.com and connect with us on Twitter (@FTIConsulting), Facebook and LinkedIn.

www.fticonsulting.com ©2020 FTI Consulting, Inc. All rights reserved.

INTRODUCTION TO IMPLEMENTING A SANCTIONS REGIME

922 - 02/20

Laundering and Terrorist Financing. The question arises that 
without a National Risk Assessment having been performed, 
do we really understand the terrorist financing risk facing us? Is 
our approach, training and efforts directed toward the identified 
risk, or is our approach currently more theoretical in nature? In 
a similar vein, have Financial Institutions conducted a detailed 
money laundering and terrorist financing risk assessment? 
When performing such an assessment, have the techniques 
that are being used for terrorist financing been considered 
(examples would be crowdfunding, cryptocurrencies, pre-paid 
cards etc…)? While the authorities are tasked with conducting 
a risk assessment at a national level, it is through financial 
institutions which terrorist financing is channelled.

An important element in the fight against money laundering 
and terrorist financing nationally is information sharing across 
government and the private sector. South Africa has taken a 
step in the right direction through the launching of SAMLIT, 
the public private sector partnership established to share 
information and collaborate in the fight against financial crime.

Should an AI, as part of its risk appetite, include additional 
screening regimes such as OFAC and UKHMT, it is important 
that these regimes are fully understood in order to determine 
how to implement it. For example, OFAC’s sectoral sanctions and 
applying beneficial ownership rules, the EU’s blocking regulations 
in respect US sanctions, to name a few, should be fully integrated 
into the AI’s end to end compliance program as its effects 
inter alia on-boarding requirements, enhanced due diligence 
frameworks etc. It is also important that AI’s should provide 
training to its staff regarding the differences between complying 
with local and international obligations. They should know when 
they are complying with local regulatory requirements and when, 
for example, is the specific requirements for purposes of ensuring 
good corporate governance and keeping corresponding banking 
relationships active.

Sanctions list management
The management of sanctions screening lists is often an 
area which can easily be neglected. It is important to have a 
responsible person ensuring effective list management. The 
following are important elements within a list management 
function:

List selection – determine what lists are required screened 
against based on regulatory and risk appetite considerations. 
Ensure that such lists have been approved by the relevant 
governance structures and evidence thereof are kept;

List sourcing and maintenance – determine where the lists 
are to be sourced from, process for obtaining, preparing and 
ingesting, management of internal lists and implementing 
controls to ensure that all lists remain up-to-date; and

List impact – consider the impact of introducing new or 
additional lists and screening terms which may result in the 
increase of alert volumes and spikes. Determine if any lists 
could be deployed by using an exact match or tighter screening 
algorithms (sanctions vs PEPs vs Adverse Media vs Internal 
Lists). Where possible screening lookbacks may be required 
due to whatever reason, determine the impact and how best to 
perform the historical lookback

Conclusion
An effective sanctions program is a key control in the overall 
Risk Management and Compliance Program of an AI. Sanctions 
compliance is evolving at an accelerating rate and strong 
knowledge of sanctions and its application will be required 
in the future. It is important to keep in mind that a sanctions 
program is not just about screening but deals with a wide range 
of issues which include governance, policy and procedures, 
technology, client data, list management, training (on a risk-
based level), management information and skilled resources to 
investigate alerts. A thorough understanding of the sanctions 
landscape, both locally and internationally, is required. 
Also understanding how the sanctions program interacts 
with aspects of Counter Terrorist Financing and Counter 
Proliferation Financing needs to be understood. 

Sanctions are continually changing, and effectively monitoring 
these changes mitigates the risk inherent in this change.

An effective training program is an integral component of 
a successful sanctions compliance program. A risk-based 
training program should provide job-specific knowledge based 
on the role of the employee. In addition, Senior management 
must remain abreast of risk exposure and also receive 
appropriate sanctions training.
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