
SERVICE SHEET

Historically, due to conservative legal practices, 
regulatory requirements and complex technology 
landscapes, many banks have been caught in an 
unsustainable “save everything in-situ” approach to 
data retention. This practice of over-preservation has 
led to the accumulation and intermingling of data on 
legal hold together with data that no longer has any 
legal or regulatory requirement to preserve and may 
also generate a risk of non-compliance with GDPR and 
other global privacy requirements. The risks and costs of 
perpetuating this situation can no longer be ignored. 

How FTI Can Help
FTI Consulting brings deep expertise, proven 
methodologies and global reach to help clients 
achieve defensible data archiving, restoration and 
deletion across legacy and disparate systems. 
Through our proven approach clients have defensibly 
disposed of petabytes of data and released millions 
of pounds in OPEX savings due to reduction in data 
storage, termination of software license agreements, 
decommissioning of IT systems and closure of data 
centres in addition to a reduction in overall risk.

Key Challenges
Our defensible Data Archiving, Restoration and Deletion 
Services support financial services institutions overcome 
the key challenges that often stall decommission projects:

Legal

 — Preserving data integrity and upholding all legal hold 
and retention requirements

 — Compliance with global data protection and information 
security requirements

Governance

 — Poorly defined legal hold and retention criteria 

 — Co-mingling of legal hold data with other data

 — Conflicts between legal hold, retention and privacy 
requirements

 — Immature data governance processes and poorly  
labelled data 

 — Inability for legal, risk and business stakeholders to  
agree on disposal criteria and processes

Execution

 — Unavailability of business SME 

 — Unsupported and poorly documented legacy 
applications

 — High volume and variety of data

Recent regulatory action in financial crime and investor pressure is driving many global 
financial services institutions to withdraw from high-risk and underperforming businesses. 
Realising the full P&L benefit from exiting these businesses is difficult to achieve, in particular 
if a legal hold exists on the data held within the business. The cost of maintaining legacy IT 
systems to preserve the underlying data creates a significant and unnecessary drag on profit.

Defensible Data Archiving, 
Restoration and Deletion Services
Helping banks control the cost of managing  
data under legal hold.
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A Robust and Consistent Methodology

FTI’s robust and proven methodologies help clients execute decommissioning projects and restart stalled projects to 
unlock the full OPEX saving potential and minimise risk. 

OUR DEFENSIBLE DATA ARCHIVING, RESTORATION AND DELETION SERVICES PROVIDE:

 

   
An overall delivery approach, 
standardised plans, 
benchmarks, guidance 
to project teams, central 
repository for all data artefacts, 
inventory of legal hold and 
retention archives to facilitate 
retrieval. This can be web-
enabled to provide clients with 
a secure single depository for 
all information to maintain 
global consistency. 

 

   
Execution of data remediation 
and migration and/or 
independent testing of key 
steps, including review of 
legacy data to determine 
whether it can be destroyed, 
or it falls within current 
preservation obligations. 
Data reformatting to enable 
retrieval in the target archiving 
solution is also performed.

 

  
Evidence that the process 
of decommissioning and 
migrating data to the archived 
solutions maintains data 
integrity, accessibility and 
retrievability whilst upholding 
legal hold and preservation 
obligations.

 

  
Ability to release data from 
preservation and defensibly 
dispose of it according 
to future requirements. 
Enables decommissioning 
of respective IT systems to 
release OPEX save.

 

 
Dashboards and reporting to 
inform a central  
OPEX savings tracker. 



Seven years of IT costs eliminated through the 
defensible decommissioning of trading desks—
delivering millions of pounds in OPEX savings

CASE STUDY

Situation
 — Advising on legal hold policies to narrow the scope of 
data that was critical to the ongoing matters (vis-à-vis 
the previous “save everything” approach) 

 — Creation of a low-cost, offline archive solution through 
which the trade records could be reconstructed.

 — Harvesting of data from the trading platforms and 
re-building trades on the offline archive solution, 
including; structured financial data, email, chat, audio 
files and SWIFT notifications.

 — Detailed reporting of the repeatable methodologies 
used throughout the project, arming the client with 
documentation to defend the process if needed for 
future requests or investigations. 

 — Enablement of search, analysis and categorisation of 
the retained data to simplify responses to ongoing legal 
and regulatory inquiries.

Impact

 
 
FTI’s deep expertise and technical capability provided 
the client with a successful termination of services, 
applications and infrastructure agreements with legacy 
providers to avoid millions of pounds in IT costs over 
the seven-year retention period.

Following the shut-down of its general and 
commercial trading operations across Europe, 
our client was faced with seven years of 
ongoing IT costs by merit of a legal hold on 
the trading data. This would have resulted 
in millions of pounds in OPEX costs from 
storage, software license, IT assets and data 
centres needed to retain this data in-situ.  

Working with outside counsel, our team led the 
client through the wind-down of its trading desk and 
defensible harvesting of its data onto a low-cost, offline 
archive platform. 

FTI Consulting Inc.DEFENSIBLE DATA ARCHIVING, RESTORATION AND DELETION SERVICES



FTI Consulting is an independent global business advisory firm dedicated to helping organisations manage change, mitigate  
risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. FTI Consulting 
professionals, located in all major business centres throughout the world, work closely with clients to anticipate, illuminate and 
overcome complex business challenges and opportunities.©2020 FTI Consulting, Inc. All rights reserved. www.fticonsulting.com
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Why FTI?
Legal and Regulatory Expertise

Our experts have years of experience working with 
companies to design and implement compliance 
programmes to adhere to legal and regulatory 
requirements around the world. We help companies 
to develop defensible documentation and have the 
credentials and experience to testify in court about the 
methods used. 

Technical Excellence

Our team is comprised of experts in enterprise IT, 
information security, legal technology, data analytics and 
e-discovery, and understands how to efficiently navigate 
the data-related challenges and risks facing global 
corporations today.

Trusted Global Leaders in Compliance and 
Governance

FTI Consulting provides the people, process and 
technology to deliver concrete improvements with 
demonstrable value for organisations. We develop and 
implement programmes that enable our clients to comply 
with regulation and reduce compliance risk and costs, 
while enabling faster and deeper insight into their data. 

About FTI Consulting 
FTI Consulting is an independent global business advisory firm 
dedicated to helping organisations manage change, mitigate 
risk and resolve disputes: financial, legal, operational, political 
& regulatory, reputational and transactional. FTI Consulting 
professionals, located in all major business centres throughout 
the world, work closely with clients to anticipate, illuminate and 
overcome complex business challenges and opportunities. 
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