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Sikellis: What do you consider to be 
the biggest challenges that need to 
be tackled when investigating serious 
suspected misconduct in a cross-border 
context?

Anthony: Undertaking a cross-border 

investigation is one of the most challenging tasks 

an internal investigation team will face. There are 

many pitfalls, including language, legal and cultural 

differences. Regarding access to, and format of, 

information, it is likely the information, be it paper 

documentation, electronic accounting data, emails 

or witness statements or interviews, will be in a 

foreign language, requiring the need for accurate 

translation or local language skills when conducting 

the investigation. Also, companies will need to 

consider that in different jurisdictions there will be a 

higher volume of paper records or the use of instant 

messaging, such as WhatsApp instead of emails. It 

is likely that any allegations that are received will 

also include local expressions or euphemisms. It is 

imperative that any allegation of serious misconduct 

is accurately translated and ‘nuanced’ at the 

outset; get this wrong and your investigation will be 

flawed from the start. There will also be local legal 

differences. A key challenge for many companies is 

understanding the legal framework for investigating 

in a specific country, including an assessment of what 

constitutes breaches or offences, access and transfer 

of data, the interviewing of witnesses and notification 

to local authorities. Local cultural differences are 

an additional challenge. Understanding the cultural 

differences plays a key role when conducting cross-

border investigations.

Ross: A key challenge is ensuring that all members 

of the investigating team, lawyers, forensic experts, 

local agents and so on, understand the difference 

between information and evidence in the context of 

the relevant jurisdictions. It can be all too easy for 

an investigation to be premised on what are thought 

to be pieces of evidence when in fact they are not, 

and this can be the weak link in a cross-border case. 

A further challenge is other cultural differences and 

systems if not anticipated or understood, which can 

stop an investigation in its tracks.

Sikellis: What specific parameters need 
to be determined at the outset of a 
multijurisdictional investigation?

Anthony: Like any investigation, it is essential to 

take steps to properly plan and prepare to undertake 

the assignment. However, the need to plan for a 

multijurisdictional investigation becomes all the 

more critical due to the additional parameters which 

need to be considered at the outset. First, parties 

must understand the legal rights and steps required 

to conduct an investigation in a specific country. 

What can I do? When can I do it? How can I do it? 

For example, do you need to inform the individual 
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they are the subject of the investigation or inform 

the corporates work counsel or potentially a local 

regulator? Understanding must also be established 

around accessing and transferring data. Where 

is it stored? How is it stored? In what 

languages? What are the rules regarding 

access? Can it be transferred out of the 

country for review? For example, countries 

like China and Taiwan have very strict 

rules over the transfer of data outside 

of the country. The question of who will 

conduct the investigation is also important. 

Do you have in-house capabilities, for 

example? Do you have members of your 

investigation team with language skills 

and cultural experience for the countries 

involved and the type of misconduct? 

Finally, where will the investigation be 

conducted? Is there a need for specific personal 

security and journey management protocols to 

be employed? Can you travel easily and freely to 

the location – for example does the Foreign and 

Commonwealth Office advice against travel to that 

specific location?

Fremlin-Key: The client must consider who he or 

she needs to instruct to deal with the specific issues 

raised in the investigation. If the investigation relates 

to underlying transactions or queries regarding 

bank accounts, as is often the case, accountants 

and forensic investigators are going to be critical 

team members, as well as lawyers with the correct 

expertise. While the differing capabilities of the 

professionals involved is key, it is important to clearly 

demarcate roles and responsibilities and keep lines 

of communication open so that the full team acts 

efficiently and cost effectively.

Sikellis: How should companies go 
about determining who should lead an 
investigation? What are the merits of an 
investigation led by lawyers as opposed 
to non-lawyers, and conducted in-house 
or by an external firm, for example?

Ross: Whoever has the ear and trust of the client 

should lead, provided they have the appropriate 

skillset. Otherwise, in times of difficulty the clients 

Stephen Ross,
Withers

“Whoever has the ear and trust of the 
client should lead, provided they have 
the appropriate skillset.”
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may turn directly to the more trusted adviser and 

disrupt the structure of the investigatory team. If 

the ultimate endgame is legal action, then obviously 

lawyers will always have that in the back of their 

minds when carrying out the investigation. Rather 

than extract every bit of data they may be willing to 

stop a line of enquiry when there is enough ‘proof’ 

for a court. In addition, it can cement the 

advantage of legal privilege in ensuring 

that whatever is uncovered may not 

necessarily have to be disclosed to any 

opponents in future legal proceedings. An 

external legal firm or forensic accountants 

can add weight to the legitimacy of an 

investigation which, in turn, can help, 

particularly with local regulators.

Sikellis: What steps need to be 
taken to properly preserve and 
review relevant information?

Anthony: At the outset, the investigator will need 

to identify all potential sources of information, such 

as paper records, texts, emails and other data from 

messaging systems, including encrypted forms. The 

investigator will also need to determine whether the 

encrypted data can be assessed elsewhere. As data 

is becoming increasingly voluminous and complex, in 

that personal and work data is increasingly merged 

on portable devices such as mobile phones and 

tablets, the investigator will also need to understand 

how to deal with private and privileged data in 

different jurisdictions. In a cross-border investigation, 

investigators will need to quickly and efficiently 

access, collect and preserve relevant information 

from all relevant sources and devices before it is 

destroyed or otherwise made inaccessible. It is also 

essential that you understand the local laws and 

regulations regarding transporting and storing data 

across borders. If you do not have in-house expertise 

it is advisable to seek external legal advice on the 

laws of the country involved. Based on the local 

laws you will need to design a robust data collection, 

preservation, review and transfer protocol that is 

embedded in the overall investigation plan and is 

applied consistently throughout the investigation. 

You need to ensure all team members are thoroughly 

briefed on the data protocol and are aware of the 

pitfalls and consequences to the investigation if 

Andrew Fremlin-Key,
Withers

“It is critical that clients do not, either 
intentionally or otherwise, delete any 
documents in their possession that 
may be relevant to the issues in the 
investigation.”
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this is not applied consistently throughout the 

investigation. Finally, you need to stay abreast of 

developments of international data privacy laws 

and regulations. This is an ever-changing area and 

in long running cross-border investigations it is 

likely that the rules will change over time and these 

changes need to be included in your data protocol. 

In summary, parties must seek legal advice, adopt a 

robust data protocol consistently applied throughout 

the investigation, train and brief their team before 

commencing the investigation and stay up to date on 

any potential changes to the laws and regulations of 

data privacy.

Fremlin-Key: The key question is: what period 

does the investigation relate to? It is critical that 

clients do not, either intentionally or otherwise, delete 

any documents in their possession that may be 

relevant to the issues in the investigation, particularly 

during the relevant period. This includes notes, 

letters, recordings, photographs and emails, whether 

sent, received, in draft or deleted. The client should 

consider disabling, at least temporarily, any automatic 

deletion policies or mechanisms. In particularly 

complex matters, it may be the case that IT forensic 

experts need to be instructed to assist with the 

information gathering and preservation process. 

Clients also need to be aware of their obligations 

under the General Data Protection Regulation (GDPR) 

in respect of individuals’ personal data.

Sikellis: How can companies ensure 
compliance with data protection and 
data privacy restrictions across multiple 
jurisdictions? What mechanisms might 
help coordinate processes?

Ross: Ensuring compliance with data protection 

and privacy restrictions will depend on which 

jurisdictions the client operates in. An important 

early consideration is whether the client must 

comply with the GDPR, which is complex and often 

misunderstood. For example, there is a common 

misconception that the GDPR only applies to 

entities based in the EU. While the GDPR does 

apply to European organisations that process 

the personal data of individuals in the EU, it also 

applies to organisations outside the EU that target 

individuals living in the EU or monitor the behaviour 

of individuals within the EU. Establishing at an 

early point both the existence and the scope of 

any potential exemptions from local data privacy 

rules can also help prevent delays and cement the 

applicable tests across the team.

Sikellis: What essential advice would 
you offer to companies on structuring 
and conducting a multijurisdictional 
investigation in order to overcome 
practical challenges and ensure a credible 
outcome?
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Anthony: The initial reaction to becoming aware 

of a potential serious misconduct in one of your 

overseas operations may be to jump on a plane 

and start to interview people. However, 

doing this could seriously jeopardise 

the outcome, as well as costing your 

business in potential claims from 

employees. Companies that are faced with 

a multijurisdictional investigation must 

pause and ensure they carefully consider 

a number of important issues. First, they 

must ensure that they fully understand the 

allegations. If they have been documented 

in native language, do not simply rely 

on Google Translate. Second, they must 

seek legal guidance on accessing data, 

including interviewing witnesses and the suspect 

for that specific country. Third, they must carry out 

some initial background searches to understand who 

they are dealing with. For example, do the suspects 

include local politicians or members of organised 

crime? Fourth, prepare a detailed investigation plan 

and data protocols documenting all the potential 

risks, such as data privacy rules or physical security, 

and the steps you plan to take to mitigate these 

risks. Fifth, ensure all team members, internally or 

externally, are aware of the specific risks and have 

the appropriate skills to mitigate these. Sixth, ideally 

have experienced legal support, as well as senior 

corporate representation from head office, on site 

on day one of the investigation to ensure access 

to information and people is not impeded and 

conducted within the laws and regulations of the 

specific country. Seventh, fully document all steps 

of the investigation, especially all those that are 

impacted by local laws and regulations of the specific 

country. And finally, remember to consult throughout 

the investigation with your lead investigator and legal 

advisers.

Fremlin-Key: Even though they are often time 

sensitive, it is worth taking time at the outset to get 

the chain of instructions right, both to protect legal 

privilege and to ensure that the most appropriate 

person leads the investigation, whether this is 

an accountant, a lawyer or another. In addition, 

companies must spend time with teams before they 

go to other jurisdictions. Thinking about the cultural 

barriers and different evidential standards which 

Wayne Anthony,
FTI Consulting

“Remember to consult throughout 
the investigation with your lead 
investigator and legal advisers.”
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companies may face can greatly streamline the 

investigatory process.

Sikellis: How do you expect 
multijurisdictional investigations to 
evolve in the years ahead? Do companies 
need to improve their methods and 
processes?

Anthony: As companies seek new markets 

further away from their ‘home base’ and therefore 

expand their operations around the globe, they will 

need to enter new unchartered territories where 

there will be an increased risk of fraud, corruption 

and other misconduct. This, combined with the 

increase in cross-border cooperation between 

enforcement authorities, will 

likely result in the need for 

more multijurisdictional 

investigations by 

companies and their 

advisers. Companies 

will need to adjust 

and change their 

traditional methods 

and processes 

to conduct more 

‘remote’ investigations. 

This is particularly relevant 

today where the COVID-19 

crisis has introduced new working 

practices. This will mean developing or revising your 

companies’ methods and processes. Regarding 

remote access, preservation and collection of data 

both hard copy and electronic, this may mean 

large-scale scanning of hard copy documents which 

can then be shared via a secure FTP site or remote 

access to network data. Companies will also need to 

exercise remote access preservation and collection 

of data from employees’ mobile devices. They must 

also conduct interviews via telephone or preferably 

via video link in order to assess facial expressions 

and body language. They must share documents 

with interviewees remotely during interviews, a 

process which must be secure and confidential. 

Protocols around remote data reviews must be 

established by the investigation team to ensure the 

process is secure and confidential, especially 

with people working from home 

potentially using shared home 

computers or laptops. Team 

calls and discussions should 

be confidential and therefore 

consideration needs to be 

given when members of the 

team live with others, and as 

with any multijurisdictional 

investigation, whether this 

is being conducted on site or 

remotely, companies need 

to seek legal advice 
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when dealing with the access and transfer of data 

across borders.

Ross: The various lockdown measures introduced 

globally has shown how much can be done remotely 

and how willing courts may now be to allow evidence 

to be obtained in these ways. A great deal more work 

is being done remotely, but investigations should still 

rely on site visits and face to face contact, without 

which colour and context can be lost.  RC&


