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Aaron: For companies looking to 
tailor a compliance programme to their 
business, where should they start? What 
considerations should they make when 
determining the scope and nature of 
policies required, for example?

Anthony: As one of the primary objectives 

of a compliance programme is to protect your 

organisation from risk, the key starting point to 

tailoring your programme must therefore be to 

understand the current and future risks the business 

faces. In order to do this, you need to conduct a 

detailed and thorough risk assessment involving 

individuals from across the business who will have 

different perspectives. This would include individuals 

from finance, legal, operations, manufacturing and 

so on. When conducting the risk assessment, you 

will need to consider the various risk factors specific 

to the business, such as the industry it operates in, 

the location of operations, the regulatory landscape 

both domestically and in overseas jurisdictions in 

which the business operates, and customers. The 

company will also need to factor in changes in the 

law and regulations that may affect the business in 

the future. By identifying all the key risks faced by 

the business, senior management can then tailor the 

compliance programme by creating focused policies 

and procedures to mitigate these risks.

Aaron: To what extent do compliance 
programmes fall under risk management? 
In your experience, do companies need to 
incorporate enterprise risk management 
(ERM), ongoing risk assessments and 
identification of risk owners into the 
process?

Durant: Compliance programmes and risk 

management are separate functions and should 

remain so. However, they are intricately linked as 

both help organisations preserve integrity and 

stability. Enterprise risk management (ERM), in its 

broadest sense, relates to the identification of risks to 

an organisation, whether that be financial, regulatory 

or operational, and how to mitigate that risk while 

still achieving the organisation’s objectives. It is based 

on strategic planning and incorporates ongoing 

risk assessments. In our experience, understanding 

the risks, as identified by your organisation’s ERM 

policies, is essential to how you design, develop 

and implement your compliance programme. Your 

compliance programme should address the risks 

identified as part of your strategic planning. In 

addition, your compliance programme should be 

regularly reviewed and aligned with the findings 

from your ongoing risk assessments because your 

business risks are most likely to change over time 

as your business grows, enters new markets and 

develops new ways to work, such as remote working, 

for example. Identifying the individual risk owners 
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would enable the organisation’s compliance team 

to hold detailed discussions on risk management 

and the impact this risk has on the business, both 

currently and in the future, which will help enhance 

the policies and standards in the compliance 

programme.

Aaron: What benefits can data 
analytics bring to a compliance 
programme? How can companies 
determine the types of data to 
feed into the programme and the 
questions they expect the system 
to answer?

Anthony: Due to the size and 

complexity of data, technology is playing 

an increasingly important role in assisting 

organisations with their compliance 

programmes. Data analytics can help to analyse 

vast quantities of data from various sources, such 

as financial systems, sales activity databases, emails 

and so on, quickly, effectively and in near real time. 

Another key benefit of data analytics is it helps 

organisations proactively manage risks, addressing 

potential issues as they arise rather than waiting for 

them to be identified from an internal audit review 

or from a whistleblower report. Data analytics are 

very versatile and can be used to link and analyse 

both financial data, including numbers and strings 

of characters, such as text, thus allowing a company 

to monitor numerical transaction patterns, as well 

as descriptions or names of parties in a transaction. 

Continuous queries can then be run across these 

data sets to highlight anomalies or provide alerts for 

investigation.

Aaron: How important is it to regularly 
evaluate, audit and monitor a compliance 
programme over time? What aspects 
should be included in this process, and 
how often should they be carried out?

Durant: Regular evaluation and monitoring of 

your organisation’s compliance programme is 

critical as it allows senior management to assess 

the effectiveness of the programme. Undertaking 

regular, detailed audits will help parties to identify 

any deficiencies in internal control procedures 

Andrew Durant,
FTI Consulting

“In our experience, understanding the 
risks, as identified by your organisation’s 
ERM policies, is essential to how you 
design, develop and implement your 
compliance programme.”
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and potentially identify breaches of policies and 

procedures, allowing you to take corrective action. 

The monitoring programme should, over time, cover 

all aspects of policies and procedures and 

typically would consist of on-site visits, 

testing of control procedures via walk 

through and transaction sample testing, 

document review and interviews with 

the appropriate personnel. A compliance 

monitoring programme should be an 

ongoing and continuous cycle of reviews 

and evaluations of your organisation’s 

internal control procedures. It should be on 

a risk-based approach whereby areas with 

high levels of perceived risk, as identified 

in your businesses risk assessment, are 

monitored more frequently.

Aaron: What steps should companies 
take to publicise the policies, standards 
and guidelines of the compliance 
programme throughout the organisation? 
In addition, how should they go about 
determining the scope and types of 
training to give to employees and 
managers?

Anthony: Raising awareness of your 

organisation’s compliance programme is a crucial 

element to how successful your programme will 

be. The best way to do this is regular, practical, 

tailored training to all employees, ideally led by a 

member of senior management setting the right 

tone from the top. In addition to formal training, 

organisations need to ensure all policies, standards, 

guidelines and so on, are readily available to all 

employees, such as via an intranet site, as well as 

in a written format for employees who do not have 

access to a computer. If operating in an overseas 

jurisdiction, these documents should be translated 

into local languages for better interpretation. In 

foreign jurisdictions, the company may also want 

to consider whether the use of WhatsApp or other 

forms of communication maybe more relevant than 

emails which, in our experience, are not so heavily 

used in some parts of the world. As with your overall 

compliance programme, when determining the 

types of training to be given to your organisation, 

this should be tailored to fit your organisation’s risk 

Wayne Anthony,
FTI Consulting

“All employees should be made aware 
of the laws and regulations affecting 
the organisation, but it is important that 
they receive tailored training for their 
specific job role.”
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profile, culture, values, jurisdictions of operation, and 

employees’ roles and responsibilities. All employees 

should be made aware of the laws and regulations 

affecting the organisation, but it is important that 

they receive tailored training for their specific job 

role. For example, an international pharmaceutical 

company with sales representatives who interact 

with government officials will need to ensure 

these employees are fully aware of the regulations 

around bribery and corruption, use of entertainment 

expenses, gifts and so on, compared to a colleague 

who works in the manufacturing of pharmaceutical 

products who will need to be aware of health and 

safety and quality control regulations.

Aaron: COVID-19 has brought significant 
changes, such as new and expanded 
digital offerings and engagements, and 
a large number of employees and third 
parties now working remotely. How 
do such changes impact compliance 
programme analysis and implementation?

Schindler: The sudden introduction of remote 

working has fundamentally changed the compliance 

landscape. The consequences will emerge over 

the next few months and years, but the fact that 

employees have been isolated at home does mean 

that they may have been more reluctant to ask 

questions at the right time and may also have been 

more cautious about reporting errors. Effective 

training is also harder to achieve. Employees may 

be reluctant to ask questions on a Zoom call and are 

deprived of the ability to ask questions informally 

of colleagues during a coffee break. Employers will 

need to think carefully about how they recreate those 

informal moments.

Durant: Organisations are having to adjust to 

the new reality of working remotely, including 

understanding the impact on how compliance 

programmes are managed and more importantly 

the need to maintain their culture of compliance. 

Implementation of a compliance programme 

under this new working style will have a number 

of challenges, including the need to revisit your 

organisation’s policies and standards to ensure they 

are appropriate and practical for employees working 

remotely, how to engage and communicate with your 

employees, especially around conducting compliance 

training, and how to ensure that despite the 

change in working style, compliance remains a top 

priority. Technology will play a key part in assisting 

organisations in implementing and maintaining their 

compliance programmes, with the use of webinars, 

podcasts, internal online forums, newsletters and so 

on, to conduct training and promote the culture of 

compliance.

Aaron: An effective compliance 
programme needs strong enforcement 
actions and disciplinary guidelines to 
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support it. What mechanisms should 
companies consider when responding to 
violations of policies and standards, and 
taking corrective action?

Anthony: It is imperative that your 

organisation has a clearly defined 

procedure for investigating any violation 

of policies and standards. The starting 

point will be to establish an appropriate 

team to respond to the breach, based on 

the nature and severity of the violation. 

Next you will need to fully investigate the 

issue to address the key questions of what 

happened, why it happened and whether 

it was an isolated incident rather than 

being possibly indicative of larger, systemic 

problems. Depending on the severity and nature 

of the violation you may need to bring in external 

assistance from legal counsel, forensic accountants 

or computer experts to provide support. Based on 

your investigation, you will need to consider what 

corrective actions need to be taken, such as, if you 

discover a contract was won via bribing a foreign 

government official should you continue with the 

contract or inform the relevant authorities? The 

company will also need to consider whether local 

or international laws have been violated. In respect 

of employees who knew or were involved in the 

violation, the appropriate disciplinary action will 

need to be considered. Who knew what at the time, 

what actions did they take, what was the employees’ 

position and were they under any undue pressure? 

Any action against employees should be fair, 

consistent with company policy and proportionate 

to the offence. These questions are best dealt with in 

consultation with experienced legal advisers. Finally, 

as part of the procedures for dealing with a breach, 

companies need to ensure that the results of the 

investigation are used to improve their compliance 

programmes. Companies may also wish to consider 

internally publicising the breach and what action was 

taken.

Schindler: It is essential that properly skilled 

individuals investigate violations of policies and 

standards. If there are internal guidelines on 

investigations, are these fit for purpose? Do they 

accord with the Advisory, Conciliation and Arbitration 

Meriel Schindler,
Withers LLP

“The only way to create a strong 
compliance culture is to make it 
relevant and important to everyone. No 
exceptions.”
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Service (ACAS) guidance on investigations? The 

investigator should draw up a proper remit for the 

investigation, including who will run it, who will 

take notes, who will be interviewed and which 

documents, and in what order, should be reviewed. 

Common errors include failing to press witnesses 

for full explanations, including their motivations 

for giving a particular version of events, failing to 

write up the evidence properly and failing to get 

statements signed. Insofar as disciplinary action is 

taken, employers need to ensure that such action is 

broadly consistent with previous disciplinary action. 

Have others ‘got away’ with similar violations in the 

past? If the employer has tightened the compliance 

culture, have employees been told that infractions 

will be dealt with more severely?

Aaron: What essential advice would 
you offer to companies on defining, 
establishing and maintaining a strong 
compliance culture? What considerations 
need to be given to communicating the 
culture, motivating staff from senior 
to front line level, and measuring 
adoption of the culture throughout the 
organisation?

Schindler: The only way to 

create a strong compliance 

culture is to make it relevant 

and important to everyone. 

No exceptions. As the Financial Conduct Authority 

(FCA) says, the tone has to come from the top. 

Organisations also have to have an effective 

whistleblowing culture. Too often staff are too 

worried about losing their jobs to blow the whistle 

when they see compliance breaches. That needs to 

change. The role of a whistleblowing champion in 

financial services needs to be properly supported 

and resourced within organisations. Anonymised 

whistleblowing can be an important tool to take the 

fear out of reporting compliance infractions. Statistics 

from the US army show that where anonymised 

whistleblowing is permitted, it is rare for claims to be 

fabricated.

Durant: To build and maintain a strong culture of 

compliance, the process needs to be led from the 

top with senior management clearly demonstrating 

their full support for the organisation’s compliance 

programme, actively 

participating in training 

and leading from 

the front in getting 

the message out to 

all employees that 

compliance is everyone’s 

www.riskandcompliancemagazine.com
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responsibility. Employees need to see that all 

colleagues, and particularly senior management, 

are aligned with the objectives of compliance. 

Any deviation from this or instances of one rule 

for management and another for employees 

will invalidate the compliance programme and 

demotivate employees from ‘doing the right thing’. 

When communicating the culture to employees, this, 

again, should be led by senior management and 

must be transparent, clear and regular to ensure the 

core messages are being consistently put across. 

Communication also needs to be engaging and 

informative for employees and therefore companies 

need to carefully consider their audience and tailor 

the type, level and language style accordingly. For 

example, consider the use of infographics to get 

the key messages across. One of the challenges for 

compliance professionals is how to motivate staff 

to engage in compliance and embed it into their 

everyday working life. In order to do this, companies 

may wish to consider the different ways to motivate 

and engage employees, such as making compliance 

part of employees’ annual formal appraisals, 

connecting employees to the organisation’s core 

values with highly visible messages such as posters, 

mouse pads and so on, and awarding examples of 

employees going the extra mile to be compliant, to 

name but a few. RC&


