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ARTICLE

A few weeks ago, I was scouring my smartphone in search of a childhood photo a friend had 
shared with me. As I struggled to find what I was looking for among thousands and thousands 
of photos and files, I began to wonder: how much data do I really have? Where and what is all 
of it? Like most people, my digital footprint has far outgrown my physical one, alongside an 
increasing use of apps, Internet accounts and devices over the last decade. And, as illustrated 
by my futile search for a sentimental photo, data management and organization skills have 
not kept pace with the rate at which new information is being generated. 

irrelevant data across email accounts, cloud services, hard 
drives, mobile devices and more. 

A data mapping exercise

Leaning on my background in helping clients govern and 
manage information, I decided it was time to apply some 
key information governance (IG) concepts towards my own 
personal data. This exercise, outlined below, highlights 
several important benefits and lessons that can be applied 
to improving corporate IG. 

Answering the question of “what data do I have?” is 
challenging at all levels. A constantly changing and 
growing universe of data types can be created, acquired 
and stored in a multitude of places.  It can help to break 
that concept down into three key components and analyse 
each of them separately.
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While this disparity between data explosion and data 
management can cause headaches or inconveniences at 
the individual level, at the enterprise level, it is becoming 
an issue of staggering proportions.  

I learned from a young age that critical information must 
be managed and organised properly. At home, we had a 
large binder that contained important documents such as 
identity cards, invoices, birth certificates, home deeds and 
treasured photos. My mother would carefully manage this 
binder, adding new documents and removing outdated 
records no longer needed. But with more than 1.2 trillion 
photos1 and almost 300 billion emails2 produced every 
year, this level of organisation now seems unattainable to 
many. As a result, our crown jewels, the most important 
documents we possess, are not stored in a well-controlled 
folder or safe, but rather dispersed and mixed with 

1 https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-
create-every-day-the-mind-blowing-stats-everyone-should-read/

2 https://www.statista.com/statistics/456500/daily-number-of-e-mails-worldwide/
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in a box that I keep in storage. I don’t need to look at it 
every day, but I need to make sure it is protected from the 
elements so that it can last through the years. A burglar is 
unlikely to steal a family photo album, so the security that 
I apply to it can also be less. My passport, wallet, cash and 
jewellery are however much more likely to be of interest to 
thieves, so I take additional precautions to protect those 
assets by putting them in a hidden safe with a lock. 

These are basic examples for everyday physical items 
but are analogous to managing electronic forms of 
information. You need to consider what it is and its 
sensitivity, and apply protection mechanisms accordingly. 
Below is an example matrix of how I approached 
classifying my personal information. While ranking will 
vary for each person (or organisation), the key takeaway is 
to align data protection with sensitivity and value. 

Personal examples include:

Category
sensitivity 
Level

Availability/
Accessibility 

Monetary 
value

Impact 
if Lost or 
stolen

Photos Low Low Low Medium

Medical Records High Medium Medium High

Financial 
Records

Medium High High High

Non-Public 
Religious/ 
Political 
Affiliation

High Medium Low High

Bills/Invoices Low Medium Low Low

Google Searches Medium High Low Medium

At this stage we want to have a clear view of how data 
flows and with whom that data is shared. For example, 
today when you download and register for an app, it 
provides the ability to register with your Google or Apple 
account. Typically, companies will need an email address 
to link the account. But what if the app also collected and 
shared information such as your Google searches, your 
entire contact list, and browser history with third parties. 
Recent privacy laws like the GDPR help to protect rights 
of individuals by requiring companies to be transparent 
about their data practices and obtain specific consent 
about what and how personal information is being 
processed. Another consideration is the multitude of ways 
data may flow. 

Data can be anywhere. There are thousands of “locations” 
where we can store data: in a hard drive in our house or in 
a server in a different continent. This is why the first thing 
we need to do is to gather all the sources where we may 
have our data stored. In my exercise, it was easy to group 
all the physical devices: laptops, tablets, cell phones, 
hard drives, SD cards and USB sticks, but it was harder to 
inventory all of my online accounts and services. 

The large number of tools and the ease of access 
complicates this task. According to a study from Dashlane, 
a popular password manager service, the average user has 
90 online accounts3. Luckily for me, my password manager 
helped to remind me of my many accounts. To bring this 
into perspective, try to think of every online service you 
may have used recently:

google: Gmail, Google Drive, Google Docs, Photos

Apple: iCloud, messages, mail, iPhoto

Microsoft: Outlook, OneDrive, O365

Messaging: WhatsApp, Facebook Messenger, Telegram

other cloud services: Apple/Samsung cloud, Dropbox, 
Box, Amazon Drive

productivity tools: Prezi, Trello

social networks: Facebook, Instagram, YouTube

other accounts: apps, blogs, audiobooks, music, 
magazines

As soon as you start compiling an exhaustive list you 
will realize how far and wide your digital footprint really 
reaches. 

The second key component of our challenge is that there 
may be “any kind” of data. Data is a very complex concept, 
which is why it is hard to be specific when describing it in 
legal terms. Data is not just the file or document itself, but 
also all of the surrounding information about it, including 
when the file was created, and what was done with it. In 
the real world, I can keep my belongings in a room and 
keep track of what I have. In the digital realm, my personal 
information might be attached to countless “belongings” 
scattered around the world. 

The next step in data mapping is to understand and classify 
what type of data is being stored. Context and sensitivity 
about what you have is key to managing it effectively. For 
example, my old family photos can live in a photo album 

3 https://digitalguardian.com/blog/uncovering-password-habits-are-users-
password-security-habits-improving-infographic#:~:text=In%20fact%2C%20a%20
Dashlane%20analysis,to%20a%20single%20email%20address.
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For example:

Smart Scale > Smart scale records your weight and BMI > 
Weight, BMI and other metrics are transmitted to the app 
on your phone > After buying a smart watch, smart scale 
data is synched to your watch > Information from your 
phone and watch is backed up to the cloud daily > After 
buying the tablet, a copy of the data is stored on the device 
> The ‘Free App’ shares not only the original weight/BMI 
details, but also includes other health information such 
as heart rate, GPS location, name, address and personal 
contacts to third parties > Third party’s marketing 
companies process the data to provide targeted ads, 
recommend apps and videos

The example above is a hypothetical data sharing scenario 
but highlights the different ways data may be copied and 
shared. 

In taking the steps above, I was able to define what data I 
have. Still, this is only the prelude to being able to actually 
work with, and manage, the data. That step requires an 
understanding of the rules and regulations that govern 
how the data can be used. 

Data Mapping at Scale

The challenge of knowing your data becomes considerably 
more complex when transitioning from personal information 
at home to multiplying that by an organisation’s thousands 
of employees and clients, located across dozens or 
hundreds of countries with data from different decades. 
The number of locations increases exponentially in 
both hardware and software: on premise physical and 
virtual servers, cloud hosting, mainframe systems, client 
relationship management systems, databases, HR software, 
laptops, file systems, messaging systems and archives 
and collaboration and team rooms. The exercise of data 
mapping is particularly challenging in global organisations 

with complex dependencies between systems that are often 
undocumented. A study from Gemalto, now Thales Digital 
Identity & Security, revealed that only half of companies 
know where all of their sensitive data is stored4.

Over the course of decades, data that is not mapped 
can become extremely costly in the event of a breach 
or investigation. When data is not organised or mapped 
on an ongoing basis, you can no longer differentiate or 
protect crown jewels and other sensitive data from debris 
that no longer has value. Knowing your data is has become 
critical to success. 

Similar to my exercise in mapping my personal data, an 
enterprise data map should address: 

 — What – The name and description of the system or 
source where data lives. Indication about whether 
personal data is involved, information sensitivity.

 — Where – The locations and jurisdictions where all copies 
and forms of the data flows, and associated regulations 
governing data on that system.

 — Who – The individual(s) with business, technical and 
regulatory responsibilities for the data.

 — Why – For what purpose is the data being created or 
processed.

 — How – Access, sharing and permissions around the data. 

Data mapping isn’t the destination, but a first critical step 
towards a holistic and compliant data strategy. In today’s 
rapidly changing and growing data universe, understanding 
and governing data is integral to generating revenue, 
mitigating risk and gaining competitive advantage. 

4 https://www.thalesgroup.com/en/markets/digital-identity-and-security/press-
release/businesses-collect-more-data-than-they-can-handle-reveals-gemalto

The views expressed in this article are those of the 
author(s) and not necessarily the views of FTI Consulting, 
its management, its subsidiaries, its affiliates, or its other 
professionals.

http://www.fticonsulting.com
http://www.fticonsulting.com
https://www.thalesgroup.com/en/markets/digital-identity-and-security/press-release/businesses-collect-more-data-than-they-can-handle-reveals-gemalto
https://www.thalesgroup.com/en/markets/digital-identity-and-security/press-release/businesses-collect-more-data-than-they-can-handle-reveals-gemalto

