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Tracking threats 
and opportunities

How does financial crime interact with other complex threats – and how do 
organisations protect themselves whilst allowing business to continue? Firms, 
regulators and governments alike have been asking this critical (and, at times, 
overwhelming) question with increasing frequency.

Yet, from the rise of disruptive technologies to cybersecurity threats, many organisations are 
still searching for a clear answer – a solution that, in the words of one of our clients, is both 
sustainable and adaptable to the pace of change, yet customised to suit the risk exposures 
and profile of the institution itself. We are delighted to introduce our insights dedicated to 
navigating these challenges in our latest Financial Crime Quarterly, all drawn from our latest 
work in the field.

The challenge of converging issues – financial crime, fraud, technological advancements and 
cyber-attacks – is not merely a theoretical one, either. We have been tracking, with rising 
concern over recent months, a number of increasingly sophisticated threats against financial 
institutions, central banks, law enforcement and the regulatory community – not to mention 
the digital, financial, and physical infrastructure of entire jurisdictions.

Last year, in one of the more recent (and concerning) episodes, US authorities published an 
industry warning about an ongoing campaign by the so-called ‘BeagleBoyz’, a North Korean-
linked cybercriminal group, using remote-access malware tools to siphon more than US$2 
billion from financial services institutions in more than 38 countries.

Some of their techniques we have seen before (and have written about): the targeting of 
cryptocurrency exchanges and payment institutions, often with various obfuscating devices 
and associated malware, to facilitate criminal activity across numerous countries, including 
(and certainly not limited to) Australia, Belgium, Canada, China, Denmark, Estonia, Germany, 
Ireland, Italy, Luxembourg, Malta, the Netherlands, Poland, Russia, Saudi Arabia, Slovenia, 
Spain, the UK and the US.

But it is not just limited to emerging technologies and FinTechs. For mainstream financial 
institutions, the red lights of cyber risk are too bright to ignore. Last year, hundreds of banks 
(which are particularly vulnerable) and even wholesale participants were subject to attacks that 
stole funds and created significant disruption – including a prominent stock exchange that was 
forced offline for a week after a denial of service (DDoS) attack forced a stoppage of trading. Many 
of these institutions realised their cyber defences were ripe for exploitation, but only in hindsight.

And these advanced threats go on in the background, relatively unnoticed, whilst jurisdictions 
and firms deal with the more ‘traditional’ concerns, from staying competitive in a challenging 
economic climate to financial crime investigations and the FATF assessment process. Ironically, 
the ‘traditional’ challenges are increasingly morphing into concerns emerging from a number 
of similar risk vectors, forcing executives and policy-makers to fight multiple battles at once.

Yet there is a reason for optimism. Deeper understanding and advancements in knowledge 
about the interaction of these risks is already emerging – and it is an overview of which is 
exactly what the pages of this newsletter intend to provide.

Happy reading.

NIGEL WEBB
Senior Managing Director (Partner)

https://us-cert.cisa.gov/ncas/alerts/aa20-239a
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Unashamedly, FATF’s recent announcement of a project 
launched to research – and remedy – the collateral effects of 
financial crime regulation has been my inspiration for this 
article.

I’ve thought about addressing this topic a number of times but 
always abandoned my plans because it’s such a contentious 
subject.

Law and regulation are intended to enshrine the principles of 
‘what is right’—in this case, fighting financial crime. Suggesting 
there might be something in them, or by way of them, that causes 
(unintentional) harm is a controversial discussion, to say the least.

Yet, I have worked – and work – with governments, jurisdictions 
and firms that are faced with exactly that challenge every day. 
Ignoring the more detrimental consequences seems remiss, if 
not disingenuous.

On one hand, jurisdictions – and government agencies and 
their institutions – need to attract business to achieve economic 
growth. This means, especially for smaller jurisdictions, to pick 
niches (such as FinTechs, virtual assets and gambling).

On the other, they are under pressure to implement robust 
national anti-financial crime frameworks. And the two things are 
not always capable of coexisting.

I think, for example, of jurisdictions recently subject to greater 
FATF and international scrutiny. These have typically pushed 
for tight regulation that has left many financial institutions 
incapable of banking in the very sectors of the industry that 

the jurisdiction is seeking to attract, often for a combination of 
operational, structural or skill-shortage reasons.

Or the much-discussed loss of correspondent banking. 
Institutions from jurisdictions that have achieved a greater 
degree of compliance with regulation (or at least feel that they 
have) withdraw correspondent banking support to institutions 
in jurisdictions that are perceived as ‘high- risk’ but are in the 
process of strengthening their frameworks.

And, to pick an example I was discussing with a client recently, 
what about when prospective customers are illegal (and even, 
legal) migrants? These individuals would be classed as inherently 
high-risk customers. They are amongst the categories most 
vulnerable to exploitation on the part of organised crime.

That, paired with the fact that all the major banks in these 
jurisdictions are facing regulatory scrutiny and do not want to 
be seen as taking on excessive risk, and the fact that there is 
widespread confusion and lack of consensus of what enhanced due 
diligence needs to be performed, often results in an entire class of 
individuals being denied access to mainstream financial services.

In all cases, this has the potential to push individuals and 
financial flows towards darker economies or institutions with 
laxer controls and, ultimately, reducing economic prosperity. I 
would stretch as far as saying that it has the effect of doing so, or 
at least the potential, having witnessed examples first-hand.

Other times the tension is between bodies of regulation or 
various agencies and actors in the chain. I have seen solid 
investigative frameworks routinely fail to bring results to court, in 
part because the judiciary views financial crime enforcement as 
a breach of human rights or other regulation (e.g. data privacy). 
Who is right?

Law, legacy and legitimacy

Do we need to accept that tighter anti-financial crime 
frameworks will in fact exacerbate or create societal inequalities? 
Or that there is a priority in the merit of laws and regulation? 
Does GDPR win over AMLD, or the other way around? Do we need 
to rewrite regulation in a way that suits business models?

Intervention as 
intended? The 
fight against illicit 
finance
…and the unforeseen 
consequences of 
regulation

“In a way, identifying the extent to which 
measures and improvements are (in)effective at 
combatting the root of the problem is the easier 
part of the task at hand.
 The challenge now is identifying – and 
remedying – the unintended consequences. And 
many are finding this easier said than done.”
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But are law and regulation the culprits to begin with?

My take on the topic is that it is not poor drafting, or the 
perceived draconian nature of law and regulation that causes 
the problem. Widespread and deeply detrimental unintended 
consequences (for example, the financial exclusion of a large part 
of the population from mainstream institutions) are a symptom 
of the fact that their implementation needs to be improved and 
humanised.

Meaningful implementation of measures that prevent financial 
crime and do not paralyse business or the economy takes a 
combination of both business acumen and deep understanding 
of financial crime (the practice of it, not just the theory) that are 
difficult to find in isolation. Let alone in combination.

To add to the challenge, there is legacy. As our understanding of 
how criminals exploit our structures and markets has evolved, 
government, enforcement agencies and financial institutions 
have adjusted to it and tried to play catch-up by way of a series of 
incremental improvements to legacy processes and systems.

Implementing truly meaningful ongoing monitoring for financial 
crime would take, for example, a whole new system, built on 
the knowledge of how criminals abuse the system. But is a large 
bank, or a gambling operator, really going to take down the 
myriad of different platforms that they have in place to make it 
work?

In my (somewhat unintended) journey in financial crime I have 
learnt that truly solving the problem is not easy. Complete 
removal of financial crime risk could only be (truly) achieved 
through entire paralysis of business. And that is not what one 
should aim for. Hence the emphasis on a ‘risk-based approach’. 
But once again, there is merit in not paying lip service to the 
concept in the abstract, but rather turn it into an active tool for 
implementation and optimisation.

As someone who fell in love with business before discovering 
the wonders of fighting financial crime, I continue to enjoy 
that aspect of my job the most – the challenge of working with 
my clients to optimise, create value and achieve compliance, 
even demonstrably preventing financial crime and unravelling 
complex networks of abuse because we have achieved the right 
balance between theory and its application in practice.

The topic is a long one to exhaust in a single article. It is 
undeniable that the tightening of financial crime frameworks in 
recent years has transformed economies, business models and 
the way (and extent) to which we access financial services. The 
debate about whether it has caused harm and inequality is only 
beginning. And the discussion should be frank as to whether the 
losses to society deriving from financial crime compare to those 
deriving from tight anti-financial crime regulation – perhaps 
leading to improvements across the board.

We should not be afraid to think critically about the subject 
whilst coming up with novel and more effective approaches. 
It is commendable that FATF should look at regulation from 
this perspective. It shows appreciation for the challenges of 
meaningful implementation and is a priority for us to collectively 
address.

- Federica Taccogna, Senior Managing Director (Partner)“Do we need to accept that tighter anti-financial 
crime frameworks will in fact exacerbate or 
create societal inequalities? 
Or that there is a priority in the merit of laws 
and regulation? Does GDPR win over AMLD, or 
the other way around? Do we need to rewrite 
regulation in a way that suits business models?”
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As the cyber threat landscape continues to evolve, 
cybersecurity resilience becomes a critical priority for the 
financial services sector.

Among much else, the COVID-19 pandemic will be remembered 
as a global turning point in both digitalisation and cybersecurity. 
Organisations operating in the financial services (FS) sector 
have had to adapt rapidly to unprecedented market uncertainty, 
workforces shifting to remote environments, and increased 
reliance on technology. This has forced comprehensive 
adoption and integration of technologies into the working 
lives of consumers and employees. Such rapid and widespread 
implementation is fraught with risk. Financial institutions continue 
to move the needle, using emerging technologies to innovate their 
services and products. The FTI Consulting Resilience Barometer® 
COVID Edition reports 79% of G20 organisations in the FS sector 
are looking at automation and digitalisation to reduce cash flow 
issues brought on by the pandemic. However, the promise of 
intelligent operations comes with the challenge of defending them 
and an increased risk of fraud.

More broadly, the exponentially accelerating rate of change 
in digitalisation we are seeing has been accompanied by a 
broadening of the global cybersecurity threat. An astonishing 
75% of global organisations we surveyed said they had been 
negatively impacted by a cyber attack in the past year 1. 

It is more compelling than ever before that organisations 
operating within FS re-examine their cybersecurity posture 
and response programmes. Due to COVID-19, 49% of G20 FS 
organisations are expected to update their response plans, and 

1 FTI Consulting Resilience Barometer ® COVID Edition FTI Consulting Resilience 
Barometer ® COVID Edition

The perfect storm
A changed cyber 
threat landscape and 
increased regulation

the same percentage also plan to assess their crisis readiness 2. 
Organisations are also beginning to take stock of their current 
security policies and procedures as a result of the pandemic, in 
order to determine where there are new gaps and vulnerabilities. 
44% of G20 FS organisations expect to conduct regular 
‘health checks’ on their supply chain, and 45% plan to have a 
cybersecurity audit conducted3. 

Building strong resilience will help organisations defend against 
risks plaguing FS institutions, such as financially motivated 
attacks from organised criminal groups, “hacktivist” campaigns, 
nation-state threat, terrorism, and insider threat. No business is 
immune: organisations are on the front line of cyber attacks, to 
the point that it’s a matter of when, not if an attack will happen. 
If cybersecurity was not already a strategic priority in every FS 
boardroom, the scope and impact of the audacious nation-state 
linked SolarWinds attack detected late last year should help 
ensure it is now. 

We recently found that 43% of G20 FS organisations are worried 
about the possibility of a nation-state cyber attack, with around 
60% expecting heightened threat from insiders4. Insider threats 
consist of connected users with trusted network access who 
can exploit systems which protect critical assets, exposing FS 
organisations to damaging reputational and economic effects, 
as well as fraud and commercially sensitive information loss. 
These risks are real and they carry damaging consequences. It is 
difficult to overstate the impact of not pursuing cyber resilience, 
with the average global cost of insider threats reaching $11.45m 
(£8.3m)5. 

Capitalising on the pandemic and the move to digitalisation, 
cyber threat actors have launched newly targeted attacks 
focused on individual employees, outpacing current defence 
mechanisms. Inadvertent insiders, those who facilitate access to 
networks by falling for phishing or social engineering attacks, are 
being exploited by COVID-19 themed campaigns such as offering 
early vaccinations. Existing training and detection programmes 
are often outdated and fail to keep pace with the latest threats; 
for example, attackers actively recruiting insiders working for 
investment banks on the dark web.

Whether low-level criminals or nation-states, cyber threat actors 
will continue to see people as a softer target than sophisticated 
network defences of an organisation, and using coercion or 
social engineering on personnel is emerging as an easier attack 
vector. When considering cybersecurity resilience, too often 
the focus is on the impact of an external cyber attack. This 
mindset overlooks the consequences of insider threat and 
leaves organisations vulnerable. It would be prudent for FS 
organisations to reassess their threat vectors, ensuring they have 
considered the risk of insider threat.

2 FTI Consulting Resilience Barometer ® COVID Edition
3 FTI Consulting Resilience Barometer ® COVID Edition
4 FTI Consulting Resilience Barometer ® COVID Edition
5 https://www.observeit.com/2020costofinsiderthreat/

https://fticybersecurity.com/2021-01/alert-actionable-guidance-on-nation-state-cyber-attacks/
https://www.observeit.com/2020costofinsiderthreat/
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The changing regulatory landscape within financial 
services 

This shift to digitisation and the evolution of the cyber threat has 
not gone unnoticed by regulators; the European Commission’s 
(EC) most recent Digital Finance Package has been marketed 
as a means for Europe to become a global standard-setter in 
an increasingly digitalised FS sector. Whilst the package’s retail 
payments strategy and legislative proposals around crypto-
assets are important elements of the EC’s new vision for a safer, 
more tightly controlled and progressively democratised financial 
services field, DORA – the Digital Operational Resilience Act – has 
emerged as a standout talking point for the broad scope of the 
oversight measures it outlines. 

Historically, the European Union has taken a high-level approach 
to regulating resilience in financial services, often allowing 
national governance bodies to exercise their own discretion 
in relation to directives that have been notably limited in 
application and scope. Thus, in addition to generating significant 
compliance costs for multinational financial bodies, current 
processes around incident reporting and third-party supervision 
remain inconsistent across national lines. DORA’s overall 
objective is to harmonise regulatory mandates whilst ensuring 
that financial services providers are primed to withstand cyber 
attacks. By its very nature, DORA is much more interventionist 
and prescriptive than previously issued guidelines. COVID-19 
has underscored the urgency of this legislation. Europe has seen 
a 72% increase in the use of finance-based applications6 and a 
38% rise in cyber attacks on financial entities since the pandemic 
began7, whilst FTI Consulting’s most recent Resilience Barometer 
found that 36% of EMEA based financial organisations suffered 
data loss in the past 12 months. With dependencies on financial 
technologies stronger than ever, digital operational resilience 
has transcended its character as a compliance-based buzzword 
to become a critical facilitator of service delivery in increasingly 
threatened business environments.

6 The European Commission’s Digital Finance Factsheet (2020)
7 The European Commission’s Digital Finance Factsheet (2020)

The principle underpinning DORA – that standardisation will 
drive cyber robustness in the financial services sector – is 
a powerful and logical one. Just as DORA recognises that 
digitalisation and operational resilience are two sides of 
the same coin, organisations recognise that regulation and 
innovation are two parts of the same journey towards secure 
digital futures. 

Prioritising cybersecurity resilience is critical

Cyber threat actors are not bound by laws, regulation, nor 
geographical boundaries. Cyber attacks increasingly cause 
major disruption for organisations’ revenue and operations, 
while reputational damage can prove fatal. One recent report 
estimated that the global annual potential value at risk from 
cyber breaches would reach as much as $5 trillion by 2024, up 
from $3 trillion where it is already today8. Building resilience 
is an inherently creative and strategic process, it involves 
consideration of issues such as alternative methods of service 
delivery and planning how to communicate in moments of 
crisis. FS business leaders who wish to retain their competitive 
advantage whilst operating in an increasingly evolving threat 
landscape know that today, cyber disruption is not a possibility 
but a probability – a realisation that makes engagement with 
new regulations, such as DORA and the questions it generates, 
imperative components of any winning corporate strategy. With 
the levels of cyber risk we are seeing, it is no exaggeration to say 
that the most successful FS organisations in the coming years will 
be those that prioritise building cybersecurity resilience. Before 
long, they (and their various stakeholders) will see cybersecurity 
as a source of competitive advantage, while less well-defended 
rivals are increasingly seen to be suffering negatively as their 
vulnerabilities bite deeper.

8 https://www.infosecurity-magazine.com/news/breach-costs-
trillion/#:~:text=The%20cost%20of%20global%20data,new%20predictions%20
from%20Juniper%20Research. 

https://fticybersecurity.com/2020-12/the-digital-operational-resilience-act-dora-key-questions-business-leaders-should-be-asking/
https://fticybersecurity.com/2020-12/the-digital-operational-resilience-act-dora-key-questions-business-leaders-should-be-asking/
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‘Dogecoin Falls Victim to TikTok Pump and Dump’ – is there a 
better headline to sum up the unexpected and wild ride that 
technology has inflicted on the financial markets recently?

Admittedly, there are a number of developments to choose from 
– from the infamous GameStop episode to concerns about the 
controls and health of the industry amidst a spike in financial 
crime. And this is all without even delving into the very real (and 
pressing) economic challenges of the past year. As Warren Buffet 
famously put it, only when the tide goes out do you discover who 
has been swimming naked.

So who has been swimming naked when it comes to financial 
crime and compliance controls? If this piece were written 
perhaps two, three years ago, the obvious answer would have 
been the ambitious, challenger banks that grew rapidly thanks to 
the scalability of their digital platforms and, arguably, prioritised 
growth over developing effective internal compliance processes 
and tools.

But for the most part, these institutions have already undergone 
remediation programmes to resolve identified issues. They 
already exist at the forefront of technical innovation and 
are deploying advanced techniques to detect anomalous 
transactions and customer activity.

But one could not help but notice the rapid decline in customer 
ratings on the major consumer comparison platforms (and even 
the world of social media and chat forums) involving challenger 
firms over recent months.

There have been stories and allegations of mistaken account 
freezes, declined payments, and a lack of understanding (and 
refunding) of payments subject to apparent cases of blatant 
fraud. And it allegedly comes down to the maturity of firms’ 
compliance controls.

An overdue reckoning?

The notion that challenger banks would inevitably face growing 
pains should come as no surprise. After all, millions of customers 
– particularly in the coveted 18-34 year old demographic – have 
flocked to the convenience of the products offered, lured by 
sleek marketing and frustration (often rightfully) at the lack of 
customer-centricity of the mainstream players. Who doesn’t 
enjoy a plethora of emojis interspersed into their on- demand 
customer support chat messages?

Ironically, however, rapid expansion seems to have caught 
these firms off guard. And this points to two important points: 
basic human psychology regarding growth markets and 
the difficulty of the challenge of implementing compliance 
controls in practice. Add in the fact that challenger institutions, 
having saturated their home markets, are expanding into new 
jurisdictions, where they face new rules, licensing parameters, 
regulatory expectations and of course the need to invest in an 
operational infrastructure (at least a minimal one) to service 
troves of new customers.

What does this mean for firms and their executives? In essence, 
they thrived prior to the pandemic because they were operating 
in a relatively easy growth environment. The financial industry 
(despite the post-crisis macroeconomic challenges) was ripe 
for disruption, demand for new, more convenient products was 
strong, and regulators (for the most part) sought to harness 
the positive benefits of competition whilst mitigating potential 
risk through ‘sandboxes’ and product testing labs. Executives 
mainly had to worry about innovating, monetising the product 
and exposure to financial risk. Non-financial risks – fraud, 
cybersecurity, financial crime – took a backseat, until they could 
no longer be ignored.

And this approach led to the initiation of the first wave of 
compliance enhancements and remediation programmes. 
Through this process, not only did these firms discover exposures 
to a host of unique risks (e.g. volume of cross-border payments, 
use of new products, cybersecurity) requiring a tailored set of 
controls, they also realised that regulators were often unfamiliar 
(or less familiar) with their business models and operations 
compared to mainstream institutions.

Taken together, therefore, it is perhaps unsurprising that 
concerns and allegations of unwarranted account freezing and 
other issues raised by customers started to emerge even prior 

Proactive risk 
management as 
a competitive 
advantage
The next steps for 
challenger institutions

“Not only are challenger banks exposed to 
unique risks, requiring a tailored set of controls, 
they also operate business models that are often 
unfamiliar (or less familiar) to regulators.”

https://www.fxstreet.com/cryptocurrencies/news/dogecoin-market-update-doge-falls-victim-of-tiktok-pump-and-dump-202007071242
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to the pandemic. What had been a benefit for challenger firms 
– innovative products and a growth environment – put their 
control frameworks under pressure that was then only further 
exacerbated.

Meanwhile, these institutions found it difficult to staff an 
experienced, knowledgeable and resourceful compliance 
team (essentially overnight) to deal with the flood of customer 
challenges and increased regulatory scrutiny. They were not 
alone, either, as mainstream financial institutions, regulators 
(and even consulting firms) tapped the market for bona fide 
compliance expertise.

The way forward

It is within this context that challenger and FinTech firms face 
a challenging proposition: rising compliance costs, rising 
regulatory scrutiny – all whilst their business models come 
under pressure to demonstrate and improve profitability. But 
there is only one clear option, at least in markets with proactive 
and competent regulatory oversight, which is developing a 
combination of technology and skilled human intervention/
oversight to avoid adverse effects on customer experience whilst 
satisfying the regulators.

Well-controlled firms understand the interlinkages between 
these issues – and the manifestation thereof within the context 
of their business – and are able to respond appropriately. At 
the same time, the allure of high-risk (and often high-growth) 
segments is strong. Take, for instance, cryptocurrencies. 
Providing crypto services, as many firms in this space do, may 
well be an astute business proposition, but it must be buttressed 
by corresponding investments in financial crime controls to 
counteract the effect on the firm’s risk profile. This is not to pick 
unfairly on cryptocurrencies (criminals equally prefer cash and 
frankly many other vehicles that are vulnerable to exploitation), 
but rather that these firms too often skim on the latter part of the 
bargain: the corresponding increased investment in controls.

Adopting strong controls and operating in the FinTech space, 
however, are certainly not mutually exclusive. We have worked 
with firms to harness the power of anomaly-detecting algorithms 

and clustering techniques to review payment flows across 
jurisdictions in both fiat and cryptocurrency.

At the same time, the firm’s compliance resources were trained 
in 1) how the algorithm actually worked and its weaknesses; as 
well as 2) what they would be expected to do as part of a manual 
intervention in the process around suspect activity.

This combination of human resources and advanced analytical 
approaches not only reduced the number of false positives 
(when compared to a typical rules-based system), it also 
enabled compliance to intervene in the process on the basis 
of a confident, evidence- based judgement, rather than 
overzealousness that is all-to-often applied by firms that face 
regulatory scrutiny.

And with this, overreliance on technology presents two risks. 
Firstly, we have seen that the management of risk-based 
algorithms is a matter of constant, proactive calibration. Second, 
technology does not replace the relevant governance structures 
which allow appropriate escalations to take place and decisions 
on suspicious activity and discounting of results to be made. 
In this context, human resources also need to be constantly 
‘calibrated’ from a training and upskilling perspective across the 
areas of applicable regulation but also how criminal typologies 
and misconduct can exploit the firm.

What’s next?

Ultimately, successful FinTechs recognise that customer 
satisfaction, business viability, regulatory scrutiny, operational 
stability and risk management – including against the all-too-
present cybersecurity, financial crime and fraud risks – are 
interlinked. Ignoring one at the expense of the other can, of 
course, lead to unexpected and, arguably, unnecessary costs.

This all comes with the territory of the modern financial 
services business and should not sound revolutionary. But 
plenty struggle to put it into practice. And that is where greater 
attention, resources, analytics and even regulatory coordination 
makes a big difference between sinking or swimming with the 
competition.
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Founded in 1982, FTI Consulting has over 6300  professionals in 
118 offices in 85 cities and in 29 countries around the globe. We 
are a publicly traded company (NYSE: FCN) with an enterprise 
value in excess of approximately US$4 billion. We are a leader 
among leaders, with experts across 16 industries who provide 
advisory services to 8 of the world’s top 10 bank holding 
companies, 96 of the world’s top 100 law firms, and 55 of the 
Fortune 100 corporations. FTI Consulting has grown to embody 
the single source model, designed to address the full range of 
interrelated issues that can affect enterprise value. Our goal 
is to protect and enhance enterprise value from every angle  
—  not just to address clients’ challenges, but also to anticipate 
them and to deliver sustainable solutions that range from the 
immediate to the long-term.

We are an expert-led global business advisory firm that helps 
organisations to manage change, mitigate risk, and resolve 
disputes. With a unique mix of industry expertise, culture, and 
breadth of services, we make a tangible impact on our clients’ 
most complex opportunities and challenges. As a firm, FTI 
Consulting has consistently demonstrated measurable success 
in helping clients overcome some of the most memorable 
events in recent history, including landmark legal cases, 
international PR crises, complex cross-border restructurings and 
multi-jurisdictional investigations, among others. Our experts 

advise clients on a variety of compliance, reputation, financial 
and regulatory matters across all stages of the business and 
operational life cycle, from growth to restructuring and from 
crisis to investment and transformation.

The Financial Services team at FTI Consulting works with a 
wide variety of private and public sector clients on a range of 
strategic, operational, governance, risk and control matters. In 
every engagement, we provide a unified team of experts across 
the spectrum of advisory roles  —  ensuring that clients receive 
a diverse range of skills, expertise and the experience that can 
bring clarity to any challenge. Having led many of the large-scale 
investigations and remediation projects in recent years, we help 
financial services firms meet regulatory obligations, carry out 
governance reviews, implement robust systems and controls, 
and provide confidence to all key stakeholders that their 
business is well controlled. 

Led by senior executives with extensive industry, regulator 
and consulting experience, we also specialise in investigating 
financial crime concerns and building regulatory infrastructure 
on behalf of governments and enforcement agencies. Clients 
turn to us when they need a partner who understands the 
expectations of regulators and other stakeholders, has 
knowledge of good market practices and provides customised, 
practical and sustainable solutions to ensure their effectiveness. 

About FTI Consulting
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consulting and business roles across a broad range of the banking 
world. Nigel regularly provides support to a wide range of financial 
services clients in preparation for regulatory visits and during (or in 
response) to Skilled Person’s reviews on the topic of AML, sanctions 
and financial crime, coaching and advising senior managers and 
board members.

PIERS RAKE

+44 (0) 7866 144 063 
piers.rake@fticonsulting.com

Piers is a Managing Director in the 
Financial Services practice, based 
in London. He leads a wide range of 
complex cross-border investigations 
across the EMEA region, on behalf of 

private and public sector clients, including into organised crime 
networks, money laundering, fraud and corruption. As the former 
Global Head of Financial Crime Investigations and Nominated Officer 
at a large transatlantic bank, Piers planned and led proactive and 
reactive investigations into complex sanctions typologies, working 
with law enforcement on criminal disruption operations.

HENRY DUGGAN
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henry.duggan@fticonsulting.com

Henry is a Managing Director in the 
Financial Services practice, based 
in London. Henry has led specialist 
assignments covering sanctions 
investigations, terrorist financing, fraud 

& misconduct investigations, accounting irregularities, fraud risk 
management and AML. He works closely with data analytics, forensic 
technology and intelligence experts to develop methodologies to 
investigate terrorist financing and sanctions breaches for submission 
to regulatory authorities and law enforcement agencies.

FEDERICA TACCOGNA

+44 (0) 7590 112 559 
federica.taccogna@fticonsulting.com

Federica is a Senior Managing Director 
in the Financial Services practice, 
based in London. Previously holding 
senior risk and compliance positions 
in industry, she now supports a broad 

range of financial services institutions and regulators globally 
advising on, investigating and remediating regulatory and financial 
crime matters, governance and control concerns including conflicts 
of interest, pricing and sales practices, governance structures, 
sanctions investigations and remediations, control frameworks, 
product and client governance and remuneration.

ANDREW HADLEY

+44 (0) 7967 776 656 
andrew.hadley@fticonsulting.com

Andrew is a Managing Director in the 
Financial Services practice, based 
in London. Andrew has worked on 
transaction reviews, financial crime 
reviews and remediation exercises, 

delivered training to first and second line functions, assisted in 
reviewing governance structures (including those overseeing 
financial crime and sanctions), delivered a review of a firm’s 
transaction monitoring governance arrangements, and drafted 
policies and procedures for financial services clients. He has also 
advised clients on business strategy.

JOSHUA BURCH 
+44 (0) 2037 271 854
joshua.burch@fticonsulting.com

Josh is a Senior Managing Director at 
FTI Consulting and leads the EMEIA 
Cybersecurity practice, overseeing 
client engagements across a broad 
spectrum of industries and regional 

markets. He leverages over 20 years of experience accumulated in a 
range of senior UK government national security roles which saw him 
working at the highest levels of international security. Today, Josh 
supports clients in developing their cybersecurity operations and 
responding to critical incidents. He specialises in independent board-
level advisory and assurance, cyber crisis resilience and response 
engagements, as well as providing guidance on post-breach complex 
investigations and in support of class-action lawsuits.
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Areas of expertise

Financial

We work to develop appropriate best practice strategies and 
work streams to address liquidity  challenges, balance sheet 
issues, activist shareholders  and financial communication needs 
facing a company.  We are able to provide continual support 
throughout  the project, from assessment to implementation. 

Legal

We provide multidisciplinary, independent dispute  advisory, 
expert testimony, international arbitration,  investigative, data 
governance, e-discovery and  forensic accounting services to the 
global business  and legal community. Our experience in high 
stakes  litigation and complex financial investigations  enables us 
to quickly assess situations and design appropriate responses. 

Operational

We help take your operations to the next level, step into an 
interim management role or navigate operational  challenges. 
Working with CFOs and COOs, we provide  the objectivity, 
structure and creativity to design  pragmatic solutions and 
plans of action that deliver value and build sustainable business 
performance.

Political & Regulatory

We work with clients to ensure they meet regulatory  obligations, 
implement robust systems and controls,  protect their 
business from political shifts and provide  confidence to all key 
stakeholders that their business is well-controlled. 
 

Reputational

We help clients use their communications assets  to protect, 
enhance and develop their business  interests with key 
constituencies. Our experienced professionals can help manage 
crises, navigate market  disruptions, articulate their brand, stake 
a competitive position, and preserve their permission to operate. 
 

Transactional

Our knowledge and experience of the entire  transaction lifecycle 
enables us to form a holistic  perspective to maximise success 
for our clients. We  work with corporates and financial buyers, 
whether  pursuing an IPO, acquiring a company, divesting 
a  business or carving out a portion of a business to  value, 
integrate, communicate and respond to regulatory requests.

Employees
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Examples of our  
situational expertise

Employees

Tackling investigations
 — Identifying, preserving, collecting and 

analysing data

 — Investigating fraud or wrongdoing

 — Tracing and recovering assets

Resolving challenges
 — Providing end-to-end discovery support  

and review

 — Quantifying damages and loss of profits

 — Translating and interpreting data through 
advanced computing

Supporting growth
 — Conducting financial, commercial and  

operational due diligence

 — Transformational change

 — Assessing the competition aspects of 
growth strategies

Managing crises
 — Securing evidence and establishing  

essential facts

 — Managing media strategy

 — Responding to regulatory enquiries

Preventing problems
 — Assessing corporate cultures

 — Developing effective compliance and  
investigative programs

 — Managing reputation

 — Optimising governance structures

 — Identifying weakness in controls

 — Planning and implementing  governance, 
investigative and  compliance frameworks



Construction &  
Real Estate

Financial  
Services

Transportation &  
Logistics

Healthcare &  
Life Sciences

Energy, Power &  
Products

Public  
Sector

Telecom, Media &  
Technology

Retail & Consumer  
Products

Environmental

Our largest industry groups
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Our Awards

Join our mailing list: financial.crime@fticonsulting.com

Learn more about us: ftiemea.to/financialservices

Our insights: ftiinsights.com

Awarded Best Thought 
Leadership: Resilience 
Barometer at the Managing 
Partners’ Forum Awards (2020) 

Named a Vanguard Leader 
in Capital Projects & 
Infrastructure Consulting by 
ALM Intelligence (2020)

Named in Financial Times 
& Statista’s UK’s Leading 
Management Consultants 
(2018-2020)

#1 Provider for forensic 
accounting, eDiscovery & 
economic analysis by Chambers 
& Partners (2020)

Named Public Affairs 
Consultancy of the Year by 
PRovoke Media (2020)  

Named to Forbes magazine’s list 
of America’s Best Management 
Consulting Firms for the 6th 
consecutive year, recognised in 
11 sectors and functional areas 
(2016-2021)

Consulting Firm of the Year 
(2016-2020)

Arbitration Consulting Firm of 
the Year (2015-2020)

25 Investigations Experts 
Recognised (2020)

Named a Best Firm to Work For 
by Consulting magazine for the 
third consecutive year (2018-
2020)

#1 Provider for Cybersecurity 
in the Best of Corporate Counsel 
survey (2017)

FTI Consulting ranked #1 in 
Global Arbitration Review’s GAR 
100 Expert Witness Firms’ 
Power Index (2020)



FTI Consulting is an independent global business advisory firm dedicated to helping organizations manage change, 
mitigate risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. 
FTI Consulting professionals, located in all major business centers throughout the world, work closely with clients to 
anticipate, illuminate and overcome complex business challenges and opportunities.  
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