
On 1 February 2021, Singapore’s mandatory data breach notification laws took effect. If your organisation is 
based in Singapore or collects, uses, or discloses personal data in Singapore, and you experience a data breach, 
you may be required to notify the regulator and affected individuals. If you don’t comply, you may face fines of 
up to $1 million SGD or 10% of your organisation’s annual turnover in Singapore (whichever is higher).

This is a brief snapshot of how you determine if you need to notify.

KEY TERMS
A data breach is:

 — “the unauthorised access, collection, use, disclosure, copying, 
modification or disposal of personal data”, or

 — “loss of any storage medium or device on which personal data 
is stored in circumstances where the unauthorised  access, 
collection, use, disclosure, copying, modification or disposal 
of personal data is likely to occur.” 

Section 26A Personal Data Protection Act (PDPA) 2012.

Data breaches that are contained within the organisation are not 
notifiable – s26B(4).

If you’re unsure of whether the data breach is notifiable, the 
regulator expects you to assess the incident to determine whether 
it is within 30 calendar days of becoming aware of the data breach - 
Guide on Managing and Notifying Data Breaches: PART III - Report.

What is ‘personal data’?
Personal data is “data, whether true or not, about an individual 
who can be identified (a) from that data; or (b) from that data 
and other information to which the organisation has or is likely to 
have access” - s2 PDPA.

Note that the PDPA generally does not apply to business contact 
information - s4(5) PDPA.

What is ‘significant harm’?
“Significant harm’ could include “physical, psychological, 
emotional, economic and financial harm, as well as harm to 
reputation and other forms of harms that a reasonable person 
would identify as a possible outcome of a data breach.” Advisory 
Guidelines on Key Concepts in the PDPA para 20.13, fn 57.

The PDPA Regulations set out specific classes of personal 
data that are deemed to create a likely risk of significant harm 
if compromised in the data breach – see Schedule, PDPA 
(Notification of Data Breaches Regulations) 2021.

When assessing the likelihood of significant harm, you should 
consider:

 — Context: e.g. types of personal data involved, the individuals 
whose personal data have been compromised, whether the 
personal data was publicly available.
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You can notify the Personal Data Protection Commissioner using their website, 
or by calling +65 6377 3131 (for urgent notification of major cases only).

Read more: Guide to Managing Data Breaches.
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 — Ease of identifying individuals from the compromised data: 
this “generally increases with the number and uniqueness of 
identifiers in the dataset.”

 — Circumstances of the data breach: e.g. was it caused by a 
systems fault or human error, or by a motivated attacker with 
malicious intent.

 — Guide on Managing and Notifying Data Breaches: Part II - Assess.

SECTOR SPECIFIC REQUIREMENTS 
Financial services
Financial institutions must notify the Monetary Authority of 
Singapore (MAS) within one hour of discovering a relevant 
incident, that is:

 — a system malfunction, or 

 — an IT security incident 

which has a severe and widespread impact on their operations or 
materially impacts their service to customers. 

They must also submit a root-cause and impact analysis report to 
MAS within 14 calendar days of their discovery of the incident.

See Technology risk management for capital markets entities.

Critical infrastructure 
If the breached organisation has been designated an owner of 
critical information infrastructure (CII) under s7 of the Cybersecurity 
Act 2018, it must notify the Commissioner of Cybersecurity 
within two hours of becoming aware of the occurrence of a 
prescribed cybersecurity incident – s14 s5(1) Cybersecurity (Critical 
Information Infrastructure) Regulations 2018.

Critical sectors and services are set out in Schedule 1 to the 
Cybersecurity Act.

Prescribed cybersecurity incidents include: 

 — the unauthorised hacking of a CII

 — the installation or execution of unauthorised software or code 
on a CII

 — man-in-the-middle attacks, session hijacks, or any other 
unauthorised interception of communications between a CII 
and an authorised user; and 

 — denial-of-service attacks.

 — s5(3) Cybersecurity (Critical Information Infrastructure) 
Regulations 2018.

HOW CAN FTI CONSULTING HELP?
Our multidisciplinary approach can help you respond to a data 
breach and improve your data breach readiness.

Privacy
We can deploy our operational expertise in global privacy 
compliance to help manage your data breach in accordance with 
best practice and regulator and public expectations. We can help 
uplift your internal policy frameworks and build out data breach 
response planning to improve your handling of personal data 
and manage privacy risk more effectively.

Information governance
We can enable you to manage your data breach risk by 
minimising your personal data holdings. We can help identify 
required data and unnecessary data to achieve secure and 
defensible remediation.

Cybersecurity
We create custom, scalable solutions designed to address and 
combat threats proactively and maintain compliance, and build 
cybersecurity capabilities from threat detection and incident 
response, to risk assessment and security awareness.

Digital forensics
We can provide defensible preservation of evidence and chain 
of custody to assist law enforcement and support future legal 
proceedings against threat actors.

Strategic communications
We can help preserve trust and mitigate reputational risk. This 
includes managing external and internal crisis communications, 
developing effective regulator relationships, conducting data 
breach simulations, and preparing proactive communications 
plans.
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