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Foreword

Tracking threats 
and opportunities

In this issue of our quarterly newsletter, we will be taking you to aspects of financial 
crime that – to date – have been considered by industry experts and regulators alike 
to be somewhat ‘beyond the mainstream’.

We all know how, for example, regulatory scrutiny of the global systemic banks 
and expectations of the financial services industry from an anti-money laundering 
and counter-terrorist financing perspective have increased substantially over the 
past decade. The reports of ineffective, legacy financial crime controls, inadequate 
governance and management information (MI) – and, above all, regulatory penalties – 
have been at the forefront of our collective attention for some time now. 

And this focus will no doubt continue for many years to come. Regulators and jurisdictions 
continue to prioritise relatively scarce resources on supervising the largest financial 
institutions. We have seen this trend continue in our work in the field. From the largest 
high street banks to major wholesale players, regulatory challenges have not gone away 
– they have only evolved. The events of the past year have led many in industry to seek 
operational stability and manage change programmes to adapt to the unpredictability and 
convergence of traditional financial crime with cyber crime and other threats. It is a test 
for us all to pass, for the regulator to navigate, and for firms to respond strategically and 
proactively. Unlike in previous crises, the industry’s largest firms are positioned for a faster 
bounce-back and regulators are selecting their enforcement priorities accordingly.

But what do these developments mean for firms that previously attracted perhaps less 
regulatory scrutiny – often under the banner of ‘innovation’? Here, we are talking about 
activities that have taken off over the past year or remained under the radar whilst regulators 
identified major deficiencies amongst the larger players in financial services. Industries 
like gaming and betting, cryptocurrencies and art markets – the three areas we dive into 
in this issue – are on the surface completely different but share the common challenge of 
reputational damage and regulatory scrutiny brought on by the problem of financial crime. 

To be clear, we do recognise that these sectors are heterogenous and each has their own 
peculiarities and unique features. They are regulated differently, they have different 
participants and they certainly have a different clientele. When it comes to financial crime, 
they are even exploited in different ways and by different actors. Smurf accounts and money 
mules are a major risk to online, platform-based gaming and betting companies whereas 
anonymous shell companies purchasing an item with no direct information on the ultimate 
beneficial owner is a problem more often encountered in the art world. Cryptocurrencies, for 
all of their perceived benefits are at an inflection point between becoming globally accepted, 
mainstream assets, which means facing greater scrutiny, and restricted to the purview of the 
criminals and their enablers that have exploited it so frequently to date. 

And this is what makes each area interesting. Different schemes, different exposures, 
different regulatory approaches underpinned by a convergence around greater 
regulatory activity. We are delighted to share our latest insights on each area. 

Happy reading.

NIGEL WEBB
Senior Managing Director (Partner)
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Somewhat unexpectedly, recently I have ended up spending 
much more time than ever in the company of gaming 
operators. 

I mean, I have had dealings with them in the past. I have 
both investigated them and worked with them as clients, but 
appointments in recent months suggest a definite increase in 
activity in the sector. And it is hardly surprising…

The pandemic has certainly driven an increase in the use of 
gaming, changes in gambling behaviour and affordability and the 
role of gaming in the context of money laundering are becoming 
increasingly better known and understood. Correspondingly, the 
regulator is increasing the scrutiny that it applies to operators.

As I spend more time working with them through the challenges 
of implementing robust anti-money laundering and responsible 
gambling controls whilst still retaining commercial viability, I 
cannot help but share some considerations.

We are not a bank

I hear this a lot. And I understand it. A gaming operator does not 
see the ‘full picture’ of a customer’s transactional behaviour in 
the way that a bank does (and arguably even a bank, in isolation, 
does not have a truly full picture). A prospective customer can far 
more easily lie about their occupation, levels of income, high-risk 
connections they may have etc. 

In addition, betting or playing poker online are somewhat 
instinctive activities. If we halt the customer in the middle of 
that instinctive process, if we prevent them from depositing 
whilst performing lengthy KYC, and ask for vast amounts of 
supplemental information, do we run a real risk of putting them 
off from playing entirely?

Having been over this discussion once or twice (!) with banks, 
years ago, I remember how the idea of the extensive due diligence 
to which we are now familiar was novel and considered as gold-
plating and even an overkill by most. I recall speculations that such 
measures would kill the industry and drive customers away. It has 
not, though and I wonder if the same might be true for gaming. It 
seems that the idea of change is more daunting than its practise.

“Although I understand the challenge, I cannot 
forget what I have seen, learnt and uncovered 
when I have investigated how mafia (and other 
forms of organised crime) have exploited the 
gaming industry to generate and launder large 
amounts of money.”

There is harm

Although I understand the challenge, I cannot, however, forget 
what I have seen, learnt and uncovered when I have investigated 
how mafia (and other forms of organised crime) have exploited the 
gaming industry to generate and launder large amounts of money.

I have seen money mules being recruited and used on a large-
scale to make of unaware gaming operators an informal, parallel 
banking system (with far fewer questions asked) through which 
hundreds of millions of pounds were moved. The lax controls 
implemented by the firms over the use of prepaid cards and open 
loop withdrawal transfer methods made it all too easy 
 and untraceable.

And the millions that organised crime launders are made through 
drugs and human trafficking. That means selling of children and 
organs in the black market, prostitution and child-pornography. 
I spell that out loud because at times one must hear it, and see it, 
to understand the seriousness of it. Or through racketeering that 
destroys lives and paralyses economies. I may be biased, but it is 
easy to overlook these things.

Similarly, the harms of gambling are a fact. For all of the modern 
technology, branding and PR – and, of course, the patrons who 
live up to the term ‘responsible gaming’ – there are the issues of 
unaffordability and customer detriment. Regulators rightly expect 
firms to have controls for affordability and treating customers fairly.

We are a lot like a bank

With these considerations in mind, it is not a surprise that the 
regulator is increasingly raising the standards to be closer to 
those familiar to banking regulators. This, in turn, is placing 
pressure on operators to update, formalise, enhance and widen 
controls. And whilst a happy medium has to be found, I cannot 
disagree with the need for it.

Betting on 
compliance? 
Regulatory 
scrutiny comes to 
the gaming sector
…and what’s next for 
the industry?
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If there is an overarching impression that I have formed from my 
dealings with gaming operators it is that there is a certain degree 
of immaturity in regards to being regulated.

It is largely a product of the industry being younger than 
the traditional financial services one, less used to probing 
supervision and used to thinking of itself as entertainment. And 
it is true, it is a form of entertainment. One that has, however, the 
potential to be abused by criminals and cause harm.

When I hear the ‘we do not intend to cause harm’ line from 
operators’ senior management, I believe that those intentions 
are genuine. Implementation – transforming those intentions 
into effective practice – is where the shortfalls often happen. 
Simply for lack of experience.

In conversations with the teams that handle KYC and customer 
interaction, for example, I often notice a strikingly poor 
understanding of the ways in which firms can be exploited. I see 
actions by customers and interactions within firms that to me are 
obvious red flags, being naively missed and overlooked.

If I were to write this in the words of a regulatory report, I would 
say: ‘lack of a top-down compliance culture’, ‘inadequate 
policies, procedures, and controls’, ‘poor senior management 
oversight’, ‘inadequate training and awareness’, ‘inadequately 
defined’ and ‘an inadequate identification of red flags’…

Is there a way forward?

The question therefore is, do we need to kill the business to 
make it safe? Or, in other words, is the business model unsuitable 
to be a regulated one?  
 
 

Being the hard-core optimist that I am, I do not think so. I believe 
that the industry can undergo a transformation similar to the 
banking one of a decade ago and survive. Perhaps only a little 
has changed, but it is still viable.

One of the best actions that operators can take to enhance their 
standards, as easy as it sounds, is to be curious. Developing an 
understanding of how they can be exploited and cause serious 
harm to real life is one of the most effective ways to create 
change across organisations. Formal arrangements, such as 
risk assessments, customer risk assessments, proportionate 
due diligence, and others naturally follow from this. But 
understanding the downsides, the dangers and the risk of the 
business model is the first, most crucial step.

The other ‘action’ that can be taken is to interact more (and 
better). Whilst gaming operators do not see transactions to 
the extent that banks do, they see a lot of behaviour. They see 
the velocity, the changing and re-occurring patterns, the hazy 
responses to questions. These are all aspects in which red flags 
can be identified, if one knows what to look for and how to 
‘probe’ to obtain valuable information. What I mean is that a 
pop up asking, ‘are you experiencing an addiction?’ to which 
a customer replies ‘no’ and is taken at face value is hardly a 
valuable interaction. Especially if related bank statements 
indicate that the customer is indebted.. 

At the risk of oversimplifying, I think it is possible to train 
resources and build systems capable of identifying and acting 
upon concerning behaviours and red flags, with relatively 
little effort, and without compromising the business model 
substantially. Maybe we need more compliance experts who 
understand the gambling business…

- Federica Taccogna, Senior Managing Director (Partner) 
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We started out this issue by saying it would provide insights 
into features of financial crime that are often considered 
largely ‘beyond the mainstream.’

In truth, blockchain technology and cryptocurrencies are rapidly 
becoming exactly that: mainstream. And there are plenty of 
metrics one can look at to discern this rise. 

Many watch the fluctuating value of Bitcoin and various other 
well-known cryptocurrencies. However, their emergence as an 
asset class, and the growing investment into new blockchain-
based solutions, with the backdrop of the regulators somewhat 
controversial approach, have equally brought this topic to the 
forefront of our collective attention.

Meanwhile, the ways in which firms are leveraging the 
opportunities that blockchain and cryptocurrencies offer are 
not homogeneous. Neither has a consensus emerged around an 
approach to mitigating risk. 

None of these trends are inherently different from other 
types of financial products that have arisen over the years. 
Cryptocurrency and blockchain simply add another layer of 
digital complexity.... 

Cryptocurrencies and innovation

As cryptocurrency comes into the mainstream, traditional banks 
such as JP Morgan have begun to create their own digital tokens 
(often stable coins like ‘JPM Coin’ that are pegged to an existing 
fiat currency). 

Blockchain, 
cryptoassets and 
risk at the frontier 
of financial 
services
…what are COOs and 
executives doing to 
adapt?

Uniting innovation with firms that understand the regulated 
industry and can act as ‘safe pair of hands’ to encourage their 
growth is a promising development. 

Yet the entry of the traditional players should not distract from 
some of the inherent features of cryptocurrency. Whether these 
features are concerning or rewarding depends on where you 
stand in the wider market context. 

Most obviously, the peer-to-peer nature primarily generated a 
cult following of libertarian free-marketeers and proto-anarchists 
who would happily overlook their perceived volatility in seeking 
to challenge the hegemony of governments and the banks. 
Naturally, this was not a recipe for mainstream consumption.

However, by design, the cross-border nature of cryptocurrencies 
has also enabled exactly the kind of global, digital, secure 
and accessible transactions that many around the world have 
dreamed of creating as an alternative to the prevailing system. 

These features have generated a great deal of excitement from 
a broad span of interests, from development banks interested 
in financial inclusion to criminals seeking to avoid control of 
cryptocurrencies by any one sovereign state. Legitimate actors 
began to realise the benefits (and the business opportunity) 
which brought cryptocurrencies one step closer to mainstream. 

Yet criminal abuse has remained a fundamental problem, leading 
to a third feature of cryptocurrencies that has introduced greater 
complexity into the system. It is not the anonymity (cash is still 
king in this regard) but rather a combination of pseudonymity 
and digital convenience that has (somewhat rightly) given 
cryptocurrency the ‘dirty’ reputation it has attracted to date. 

Set across a decentralised playing field in which there are many 
entry and exit points from the cryptocurrency space – including 
the dark web– has attracted some of the most notorious criminal 
groups globally (amongst others, the Italian mafia, Russian 
hackers, human traffickers and North Korean hackers use it a 
useful vehicle to launder illicit gains). 

These cases also pose the challenge of tracking cryptocurrencies 
during forensic investigations and fraud. We have seen how, 
in recent times, investigators and enforcement agencies have 
become better at tracking the flow of cryptocurrencies, obtaining 
the keys to unlock compromised wallets and successfully seizing 
the assets subject to criminal activity. But prosecution and 
enforcement, in many cases, has been unattainable. 

Blockchain first

These complexities are set against important (and often 
unexpected) upsides in cryptocurrencies and their underlying 
technology: blockchain. We have, for example, worked with 
wholesale firms and hedge funds attracted by the potential 
growth in returns on building compliance frameworks in the 
process of investing in the space and onboarding cryptocurrency 
clients. 
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Equally other institutional firms are actively seeking to expand 
their allocations into digital currencies and blockchain firms. 
Some have explained this is simple diversification, while others 
(with greater risk appetite) have raised the benefits of using 
crypto to avoid inflationary pressures and low yields. The 
conversation that investors are having about crypto has certainly 
come a long way from the techno-anarchist days. 

But has it exited the daily shock-and-awe phase? Market 
evidence and recent headlines like ‘Bitcoin drops more than 
50%’ suggest maybe not. And despite interest from the hedge 
fund world, a number of other developments around blockchain 
technology are taking off – often in the background, behind the 
media-consuming attention attracted by cryptocurrencies. 

Fundamentally, this is the very beginning of a significant shift 
in how businesses operate, how individuals transact and how 
value is transferred. Blockchain has the potential to become the 
base layer of all our transactional systems and cryptoassets, 
the preferred medium of exchange. The combination of both 
will bring seamless and instant transfer of value, workflow 
automation, autonomous operations and fractional ownership 
among other things, and the early movers have already created 
an opportunity for organisations to deliver value by building 
trust and improving efficiency.

Wherever multiple parties share or have a need to update data, 
where there is a requirement for verification, where multiple 
intermediaries feature, where transactions have multiple 
interactions and are precision and time sensitive, the case for 
blockchain exists. As organisations start to reimagine their 
futures, they have the opportunity to explore ways blockchain 
technology can drive growth in a number of areas: 

Payments – Blockchain has the potential to cut costs, speed 
up transactions and promote greater financial inclusion by 
streamlining cross-border and remittance payments. These 
powerful innovations will transform the global payments 
infrastructure.

Provenance – Blockchain’s traceability lends its applicability 
in high-risk industries such as trade finance, offering a secure, 
independent audit trail between parties. Firms seeking to monitor 
supply chains more closely are harnessing exactly these features. 

Digital identity – The digitalisation of identity has, to date, 
suffered from data fragmentation, data breaches and storage 
challenges. Blockchain is enabling companies requiring storage 
of vast amounts of data (including personally identifiable 
information subject to the risk of identity theft in legacy 
databases) to secure and verify identities.

Contracts and disputes – When disputes occur, blockchain can 
help by automatically blocking payments and triggering alerts 
that automate dispute processes. With its tracking abilities, 
the technology can help quickly unwind disputes and related 
exposures in a trusted way. 

Customer journey and engagement – Connecting customers 
and products is at the core of every business. Data-intensive 
sectors like healthcare, finance, insurance, utilities, real estate 
and others are exploring opportunities to use blockchain as 
a convenient, novel solution to offer a streamlined customer 
experience.

These benefits are not in the abstract. Our work suggests that 
conducting a detailed analysis of a firm’s strategy, operations 
and systems infrastructure, backed up by interviews and process 
walkthroughs, can identify numerous concrete opportunities and 
use cases for blockchain within a wide range of industries.

New ways of leveraging existing infrastructure

Challenges and opportunities in the space are constantly 
evolving and interacting with each other.

For example, although criminals leverage existing infrastructure 
like the dark web (the notorious Silk Road marketplace being 
one instance) and opt to transact in cryptocurrencies due to 
their disaggregated and anonymised nature, blockchain has also 
enabled the process of investigating, identifying and modelling 
trends in activity that occurs on the distributed ledger. Clustering 
algorithms enable us to map transactions and activities on the 
blockchain, giving a birds-eye view over illicit funds transferred 
using cryptocurrencies.

There are, of course, perfectly legitimate ways of leveraging 
existing infrastructure using blockchain. Again, numerous 
applicable examples exist in recordkeeping (such as distributed 
databases for reference and identity data and smart contracts) 
where blockchain is revolutionising existing needs. Still, the 
process of migrating to this system and the bottlenecks in the 
process require thorough assessment in order to fully address 
and mitigate. 

Leveraging payment infrastructure is simply another key area. 
Registering supply chain transactions, upgrading processing 
methods and even the concept of stable-coin/initial coin 
offerings make blockchain an appealing proposition simply 
by offering a new way of managing and harnessing demand 
for quick, low cost and cross-border payments. And yet 
this adoption process also requires a thorough strategy, 
operationalisation, testing and feedback loop to ensure it works 
effectively (and without loopholes to exploit). 

And ESG?

And it is not just the operationalisation and compliance controls 
to consider. More than ever, the impact of blockchain from an 
ESG perspective is coming to light. 

Pressure on Bitcoin from investors and regulators has come in 
part due to greater concern over the energy-intensive process of 
producing bitcoins and the subsequent consequences for climate 
change. The debate is sensitive and will continue to produce 
volatile swings in cryptocurrencies like Bitcoin. With a rising ESG 
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duty of care factoring into investor and corporate decision-making, 
this poses a clear obstacle to wider adoption of blockchain-based 
instruments that prove to be energy inefficient. While more 
abundant sources of clean energy are clearly on the horizon, these 
questions, to date, lack a good answer and have directly led some 
to offload their interest in cryptoassets.  

At the same time, the applications for blockchain in an ESG 
context are significant. Let’s say you are a global commodity 
mining/trading company with investor concerns around the 
sourcing and transfer of natural resources. You have been subject 
to regulatory scrutiny and reputational damage over the years 
due to allegations and investigations involving exploitation of the 
natural environment and labour supply. Building a blockchain 
architecture that provides for an immutable record of the entire 
lifecycle of commodity data, combined with an ESG platform 
for disclosing this information, enables your company to 
demonstrate transparency around the source and processing of 
physical commodities. And the opportunities to take this a few 
steps further are significant – think trading of ESG compliant 
digital commodity assets and standardised ESG reporting 
regimes across industries.

Concluding thoughts and what to watch for 

Market-based innovation in the ecosystem is inevitable. Every 
instance of value that harnesses blockchain innovation starts 
with identifying a clear use case that aligns with market 
demand and synergies with other product offerings. In this way, 
regulation should not ‘kill’ innovation. Rather, it should offer 
a set of guidelines to incentivise innovation and investment in 
areas that can stand on their own two feet – without opening 
themselves up to potential abuse by criminals seeking to wash 
illicit funds, hackers seeking to steal valuable identity data and 
fraudulent investors offering nothing more than a blockchain 
based Ponzi scheme. 

From a commercial perspective, the proliferation of blockchain 
across a range of industries and applications has largely 
overcome these concerns. Yet cryptos still have to answer 
questions posed by both regulators and within firms themselves 
that boil down to whether the industry is ‘mature’ enough to 
mitigate the associated risks. As cryptocurrency firms face 
challenges in responding appropriately to regulators’ concerns, 
the industry faces a ticking clock. While other applications for 
blockchain solutions take off, there are some key indicators to 
watch out for that may signal whether a paradigm shift has taken 
place for cryptocurrencies. These entail for instance: 

Regulatory crackdowns to shut down cryptocurrency 
operations, as recently observed in China. Scepticism in other 
jurisdictions, including competition from Central Bank Digital 
Currencies (CBDCs), which de facto seek to draw power away 
from cryptos by monopolising digital assets as a centralised 
endeavour. 

The continued application of poor anti-financial crime 
controls (and the ensuing scandals) that continue to plague 
the industry. In certain jurisdictions with a regulatory ‘sandbox’, 
few cryptocurrency firms make it out of the ‘sandbox’ phase 
leading to concerns over whether firms can satisfy regulatory 
requirements. 

An absence of an emerging set of common standards for the 
use of cryptocurrencies, leaving opportunities for regulatory 
divergence/inconsistent controls by firms. 

Greater investment in the tools and expertise for blockchain 
analysis to trace and seize cryptocurrencies linked to major 
criminal acts (hacking, cyberattacks, etc). 

Each of these areas will weigh heavily on the trajectory of 
cryptocurrencies over the coming weeks and months. We will all 
be tracking them closely. 
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The art world has been a target for financial crime, in 
particular money laundering, for years. What better way to 
scrub cash than through a private transaction where prices 
are often subjective and can be (easily) manipulated, and 
there is no formal regulator to keep matters in check?

According to the United Nations Office on Drugs and Crime 
(UNODC), the underground art market, which includes thefts, 
fakes, illegal imports, and organised looting may bring in as much 
as US$6 billion annually. Even geopolitical issues are involved: 
a 2020 report by the United States Senate exposed how Russian 
oligarchs have been using the art industry to evade US sanctions. 

But regardless of your political views, the underlying intelligence 
is very concerning. Various investigations by multiple authorities 
around the world – from Interpol to the Department of Justice – 
have concluded that a lack of regulation allows the art industry 
to carry out multi-million dollar transactions whilst avoiding 
the requirements that would otherwise have been expected in 
industries like financial services. 

Traditionally, none of the same checks and controls apply to the 
art world: no checks on the identities of the buyer or seller, no 
verification of the source of wealth and no independent valuation 
of the sale price. This all lays the groundwork for the potential 
illicit exploitation by shady characters covering up shady proceeds.

And it’s not just Russian oligarchs – we have seen how art is 
used as a part of financial crime schemes all across the world. 
In various legs of the 1MDB scandal, where embezzlement, 
corruption and a number of other serious financial crimes took 
place, shell companies were used to transact millions of dollars 

in art, then storing them in favourable locations around the 
world like the Geneva Free Port. The infamous storage locker is 
an art warehouse of sorts - it’s a free economic zone with little or 
no tax allowing art to be stored with little information on their 
beneficial owners.

Geneva is certainly not the only place exposed to public 
allegations (including in the UK Parliament) of enabling the 
cover-up of illicit gains on behalf of wealthy clients – similar 
‘free ports’ have popped up in other locations and jurisdictions 
like Luxembourg, Singapore, Monaco, Beijing and Delaware (all 
of which sound familiar to those of us who have investigated 
financial crime and shell companies over the years…)

Although the EU Anti-Money Laundering Directives brought new 
due diligence regulations to bear on the warehouse operators 
– classifying them and other art market players, like art brokers 
and exchanges, as so-called ‘non-financial obliged entities’ – the 
lack of a robust regulatory oversight in the industry, combined 
with the self-disclosure reporting requirements, means a number 
of concerning loopholes remain. 

Exploiting the loopholes 

What could possibly go wrong? It’s not just that the art industry is 
ripe for exploitation by illicit wealth. It has also been the subject 
of terrorist financing schemes – often in front of the world to see 
– involving antiquities looted by the Islamic State (IS) from Syria 
and Iraq, which are then sold in secrecy to continue financing the 
organisation. From these cases, it remains abundantly clear that 
the size of the market and the opportunities for illegal activity are 
huge. And in the absence of a  unified regulator, it remains ripe for 
money laundering, terrorist financing and other financial crime. 

“What could possibly go wrong? It’s not just that 
the art industry is ripe for exploitation by illicit 
wealth. It has also been the subject of shocking 
terrorist financing schemes, often in front of the 
world to see.”

In response, some auction houses are catching on and the largest 
players in the industry, very sensibly, have introduced anti-
money laundering controls.

These efforts – including greater investment in customer due 
diligence – is a step in the right direction. But a few steps in 
the right direction may not be enough to tackle the breadth of 
financial crime issues that arise when it comes to the art world, 
including long-standing norms of non-public transactions, 
anonymous buyers and sellers, cash-based transactions, high 

The ‘art’ of money 
laundering: new 
technologies and 
new risks
The art world’s 
crackdown on  
financial crime
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value items, off-record purchases and plenty of opportunities 
for criminal wealth accumulation globally that view art as a 
preferred luxury item of choice. 

An overdue reckoning?

The waters are only being muddied further by the introduction 
of Non-Fungible Tokens (NFTs) and digital art. It would be an 
understatement to say that the art world has been turned 
upside-down by the introduction of NFTs – items that are 
essentially one of a kind digital art pieces, the most expensive 
of which has been sold for US$69.3 million in March of this year, 
breaking the top 10 value of artworks by a living artist. They 
operate on a blockchain and therefore come with some of the 
same opportunities (and issues) like pseudonymity. 

Of course like all blockchain-based technologies, NFTs have a 
degree of buyer/seller attribution. But it’s all too easy for things 
to go awry: poorly designed technical details may make it easier 
to spoof ownership, giving fraudsters a field day, while investors 
who remain anonymous through offshore shell companies have 
no problem buying these tokens in spite of the immutable ledger 
transaction. Sound familiar?

NFTs are often traded on online platforms which operate like art 
marketplaces, much like a broker would for traditional artwork, 
and are achieving record levels of trading because of the recent 
boom. And this is all without getting to the issues of valuation. 
While fluctuation in value might deter some illicit activity, it 
comes as no surprise that the world of NFTs is similarly rife for 
money laundering, for many of the same reasons as traditional 
art. If someone is to value an NFT of the first tweet that Jack 
Dorsey, founder of Twitter, ever made is worth over $2 million, 
who is to say otherwise? 

Traditional methods used for money laundering are also pretty 
effective when it comes to the digital art industry; an NFT can be 
bought by a shell company for an inflated price, and then resold 
to a second shell company (with the same ultimate beneficial 
owner) at a lower cost. Once this deficit is declared as a loss on 
the books, laundered money is at your disposal to be layered 
back into the system. 

These online marketplaces, much like the real thing, have loose 
know your customer checks and transactions run through their 
systems unmonitored. This is pretty problematic when we are 
talking about transactions worth millions of dollars. 

Regulatory next steps

It’s easy to see where this is going – we need regulation. There’s 
a slow move towards regulating this space, but change is not 
coming quickly enough. Spurred by the recent boom in activity, 
the Financial Action Task Force (‘FATF’), recently released draft 
guidance that, if adopted, would impose greater scrutiny over 
the NFT market. In this draft, there is a proposal to regulate the 
NFT market by treating their providers as Virtual Asset Service 
Providers (VASPs). VASPs, according to FATF and U.S. regulators, 
have anti-money laundering obligations under the Bank Secrecy 
Act and other core regulatory texts. Art brokers, both traditional 
and online, would have to implement the checks and controls 
required.

It’s not just VASP regulation that may be applied. The US 
Securities and Exchange Commission (SEC) has held that some 
types of NFTs might be classified as securities, providing another 
avenue for regulators. In particular, so-called ‘fractionalised 
NFTs’ (essentially a partial interest in a larger, more expensive 
NFT) that are alleged to be similar to unregistered securities. 
If so, they would have to be regulated as such, and the veil of 
secrecy that has been protecting buyers and sellers of NFTs 
would be shattered. Whilst this kind of scrutiny is needed 
to prevent abuse, it has not gone down well with many NFT 
enthusiasts who claim that the idea of regulation will stunt this 
budding market.

The way forward

If the larger traditional art houses are adopting financial crime 
controls as a response to reputational damage incurred from 
recent scandals, NFTs should do the same. It means recognising 
the inherent and residual risks and taking action to implement 
sensible controls. It is also a matter of putting more resources in 
this direction and bringing attention to the emerging issues in 
the industry. 

Stronger advocates for these measures are being heard, which 
is why we are seeing a gradual move towards more regulation. 
Whether the impetus for that change comes from official 
regulation or from firms themselves in the industry, this challenge 
must be taken on with the due attention and action it deserves. 
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Founded in 1982, FTI Consulting has over 6300  professionals in 
118 offices in 85 cities and in 29 countries around the globe. We 
are a publicly traded company (NYSE: FCN) with an enterprise 
value in excess of approximately US$4 billion. We are a leader 
among leaders, with experts across 16 industries who provide 
advisory services to 8 of the world’s top 10 bank holding 
companies, 96 of the world’s top 100 law firms, and 55 of the 
Fortune 100 corporations. FTI Consulting has grown to embody 
the single source model, designed to address the full range of 
interrelated issues that can affect enterprise value. Our goal 
is to protect and enhance enterprise value from every angle  
—  not just to address clients’ challenges, but also to anticipate 
them and to deliver sustainable solutions that range from the 
immediate to the long-term.

We are an expert-led global business advisory firm that helps 
organisations to manage change, mitigate risk, and resolve 
disputes. With a unique mix of industry expertise, culture, and 
breadth of services, we make a tangible impact on our clients’ 
most complex opportunities and challenges. As a firm, FTI 
Consulting has consistently demonstrated measurable success 
in helping clients overcome some of the most memorable 
events in recent history, including landmark legal cases, 
international PR crises, complex cross-border restructurings and 
multi-jurisdictional investigations, among others. Our experts 

advise clients on a variety of compliance, reputation, financial 
and regulatory matters across all stages of the business and 
operational life cycle, from growth to restructuring and from 
crisis to investment and transformation.

The Financial Services team at FTI Consulting works with a 
wide variety of private and public sector clients on a range of 
strategic, operational, governance, risk and control matters. In 
every engagement, we provide a unified team of experts across 
the spectrum of advisory roles  —  ensuring that clients receive 
a diverse range of skills, expertise and the experience that can 
bring clarity to any challenge. Having led many of the large-scale 
investigations and remediation projects in recent years, we help 
financial services firms meet regulatory obligations, carry out 
governance reviews, implement robust systems and controls, 
and provide confidence to all key stakeholders that their 
business is well controlled. 

Led by senior executives with extensive industry, regulatory 
and consulting experience, we also specialise in investigating 
financial crime concerns and building regulatory infrastructure 
on behalf of governments and enforcement agencies. Clients 
turn to us when they need a partner who understands the 
expectations of regulators and other stakeholders, has 
knowledge of good market practices and provides customised, 
practical and sustainable solutions to ensure their effectiveness. 

About FTI Consulting
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Our Team

NIGEL WEBB

+44 (0) 7786 656 278  
nigel.webb@fticonsulting.com 

Nigel is a Senior Managing Director at 
FTI Consulting and leads the Financial 
Services practice for EMEA. Originally 
an econometrician by training, his 
30-year career has encompassed both 

consulting and business roles across a broad range of the banking 
world. Nigel regularly provides support to a wide range of financial 
services clients in preparation for regulatory visits and during (or in 
response) to Skilled Person’s reviews on the topic of AML, sanctions 
and financial crime, coaching and advising senior managers and 
board members.

PIERS RAKE

+44 (0) 7866 144 063 
piers.rake@fticonsulting.com

Piers is a Managing Director in the 
Financial Services practice, based 
in London. He leads a wide range of 
complex cross-border investigations 
across the EMEA region, on behalf of 

private and public sector clients, including into organised crime 
networks, money laundering, fraud and corruption. As the former 
Global Head of Financial Crime Investigations and Nominated Officer 
at a large transatlantic bank, Piers planned and led proactive and 
reactive investigations into complex sanctions typologies, working 
with law enforcement on criminal disruption operations.

HENRY DUGGAN

+44 (0) 7790 984 735 
henry.duggan@fticonsulting.com

Henry is a Managing Director in the 
Financial Services practice, based 
in London. Henry has led specialist 
assignments covering sanctions 
investigations, terrorist financing, fraud 

& misconduct investigations, accounting irregularities, fraud risk 
management and AML. He works closely with data analytics, forensic 
technology and intelligence experts to develop methodologies to 
investigate terrorist financing and sanctions breaches for submission 
to regulatory authorities and law enforcement agencies.

FEDERICA TACCOGNA

+44 (0) 7590 112 559 
federica.taccogna@fticonsulting.com

Federica is a Senior Managing Director 
in the Financial Services practice, 
based in London. Previously holding 
senior risk and compliance positions 
in industry, she now supports a broad 

range of financial services institutions and regulators globally 
advising on, investigating and remediating regulatory and financial 
crime matters, governance and control concerns including conflicts 
of interest, pricing and sales practices, governance structures, 
sanctions investigations and remediations, control frameworks, 
product and client governance and remuneration.

ANDREW HADLEY

+44 (0) 7967 776 656 
andrew.hadley@fticonsulting.com

Andrew is a Managing Director in the 
Financial Services practice, based 
in London. Andrew has worked on 
transaction reviews, financial crime 
reviews and remediation exercises, 

delivered training to first and second line functions, assisted in 
reviewing governance structures (including those overseeing 
financial crime and sanctions), delivered a review of a firm’s 
transaction monitoring governance arrangements, and drafted 
policies and procedures for financial services clients. He has also 
advised clients on business strategy.

mailto:nigel.webb%40fticonsulting.com?subject=
mailto:piers.rake%40fticonsulting.com?subject=
mailto:henry.duggan%40fticonsulting.com?subject=
mailto:federica.taccogna%40fticonsulting.com?subject=
mailto:andrew.hadley%40fticonsulting.com?subject=
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Areas of expertise

Financial

We work to develop appropriate best practice strategies and 
work streams to address liquidity  challenges, balance sheet 
issues, activist shareholders  and financial communication needs 
facing a company.  We are able to provide continual support 
throughout  the project, from assessment to implementation. 

Legal

We provide multidisciplinary, independent dispute  advisory, 
expert testimony, international arbitration,  investigative, data 
governance, e-discovery and  forensic accounting services to the 
global business  and legal community. Our experience in high 
stakes  litigation and complex financial investigations  enables us 
to quickly assess situations and design appropriate responses. 

Operational

We help take your operations to the next level, step into an 
interim management role or navigate operational  challenges. 
Working with CFOs and COOs, we provide  the objectivity, 
structure and creativity to design  pragmatic solutions and 
plans of action that deliver value and build sustainable business 
performance.

Political & Regulatory

We work with clients to ensure they meet regulatory  obligations, 
implement robust systems and controls,  protect their 
business from political shifts and provide  confidence to all key 
stakeholders that their business is well-controlled. 
 

Reputational

We help clients use their communications assets  to protect, 
enhance and develop their business  interests with key 
constituencies. Our experienced professionals can help manage 
crises, navigate market  disruptions, articulate their brand, stake 
a competitive position, and preserve their permission to operate. 
 

Transactional

Our knowledge and experience of the entire  transaction lifecycle 
enables us to form a holistic  perspective to maximise success 
for our clients. We  work with corporates and financial buyers, 
whether  pursuing an IPO, acquiring a company, divesting 
a  business or carving out a portion of a business to  value, 
integrate, communicate and respond to regulatory requests.

Employees



Financial Crime Quarterly: Issue 4 - Q2 2021 - Tracking threats and opportunitiesFTI Consulting Inc.13

Examples of our  
situational expertise

Employees

Tackling investigations
 — Identifying, preserving, collecting and 

analysing data

 — Investigating fraud or wrongdoing

 — Tracing and recovering assets

Resolving challenges
 — Providing end-to-end discovery support  

and review

 — Quantifying damages and loss of profits

 — Translating and interpreting data through 
advanced computing

Supporting growth
 — Conducting financial, commercial and  

operational due diligence

 — Transformational change

 — Assessing the competition aspects of 
growth strategies

Managing crises
 — Securing evidence and establishing  

essential facts

 — Managing media strategy

 — Responding to regulatory enquiries

Preventing problems
 — Assessing corporate cultures

 — Developing effective compliance and  
investigative programs

 — Managing reputation

 — Optimising governance structures

 — Identifying weakness in controls

 — Planning and implementing  governance, 
investigative and  compliance frameworks



Construction &  
Real Estate

Financial  
Services

Transportation &  
Logistics

Healthcare &  
Life Sciences

Energy, Power &  
Products

Public  
Sector

Telecom, Media &  
Technology

Retail & Consumer  
Products

Environmental

Our largest industry groups
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Our Awards

Join our mailing list: financial.crime@fticonsulting.com

Learn more about us: ftiemea.to/financialservices

Our insights: ftiinsights.com

Awarded Best Thought 
Leadership: Resilience 
Barometer at the Managing 
Partners’ Forum Awards (2020) 

Named a Vanguard Leader 
in Capital Projects & 
Infrastructure Consulting by 
ALM Intelligence (2020)

Named in Financial Times 
& Statista’s UK’s Leading 
Management Consultants 
(2018-2020)

#1 Provider for forensic 
accounting, eDiscovery & 
economic analysis by Chambers 
& Partners (2020)

Named Public Affairs 
Consultancy of the Year by 
PRovoke Media (2020)  

Named to Forbes magazine’s list 
of America’s Best Management 
Consulting Firms for the 6th 
consecutive year, recognised in 
11 sectors and functional areas 
(2016-2021)

Consulting Firm of the Year 
(2016-2020)

Arbitration Consulting Firm of 
the Year (2015-2020)

25 Investigations Experts 
Recognised (2020)

Named a Best Firm to Work For 
by Consulting magazine for the 
third consecutive year (2018-
2020)

#1 Provider for Cybersecurity 
in the Best of Corporate Counsel 
survey (2017)

FTI Consulting ranked #1 in 
Global Arbitration Review’s GAR 
100 Expert Witness Firms’ 
Power Index (2020)
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FTI Consulting is an independent global business advisory firm dedicated to helping organizations manage change, 
mitigate risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. 
FTI Consulting professionals, located in all major business centers throughout the world, work closely with clients to 
anticipate, illuminate and overcome complex business challenges and opportunities.  
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